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1.1 Hpentnghnkaymns SoKymMeHTa

[laHHOe PyKOBOJCTBO KPATKO MOXHO MAEHTUEULMPOBATL COrNacHo Tabnuue 1.

Tabnuua 1- UaeHtndpmkauma gokymeHTa

PykoBoaCTBO AIMUHMCTPaTOpa

Bepcust fokyMeHTa Bepcua 1.0.23 (aktyanbho ans Bepcun arenta 2.0.162.2673, Bepcun poHTerAa
2.40.6, Bepcun Oekenpa 1.21.1-17)

WreHTnduKaLms nporpamMmb «RT Protect EDR»

NaenTndmkaums paspadotyuka A0 «PT-UnchopmavmonHas GesonacHoCTby

YpoBeHb f0BEPHS OueHouHbI7 ypoBeHb oBepus 4 (0Y/14)

Naentnchnkaums N3 Mpodunb 3aWmTbl CuCTeM OGHAPYXEHUS BTOPKEHMA YPOBHA y3na Tuna «Y»
yetBeptoro Knacca 3awutbl. WUT.COB.YA.N3. Yreepxpen OCTIK Poccum o1
3.02.2012r.

Mpodmnb 3awWnTbl CPEACTB KOHTPOAS MOAKMIOYEHUA CbEMHbIX MaLLUHHbIX
HocuTeneit MHdpopmawim yetseproro knacca 3awutbl UT.CKH.NM4.N3 (yrBepxaeH
OCTIK Poccun o1 01.12.2014)

Nnentncpukaums 0K «TpeGoBaHus K CUCTeMaM 0GHapYXEHUs BTOPXEHHH,
yTBepxzeHHble npukazom OCTIK Poccun o1 6 fekalbps
2011r. N° 638.

[OCT P UCO/M3K 15408 UHcpopmaLLMOHHaS TEXHONOTHS.
Meropbl u cpescTa o6ecneyenns 6esonacHocTu. Kputepuu
OL,eHKM 6e30MacHOCTH MH(OPMALMOHHbIX TEXHONOT Uty
KntoyeBble C/l0Ba Cucrema oGHapyxexus BTopxenui, COB, 0Y/14
1.2 AxrHoTauyns JoKymeHTa

JloOKyMEHT npejiHa3HayYeH NS 03HAKOMAEHUS aJMMHUCTPATOPOB CepBepa YNpaBAEHU C TEXHUYECKOil

uHchopmaumein o nporpamme «RT Protect EDR» (nanee no tekcty MporpamMma) U cosepxut obuine CBefeHns 0

Mporpamme, OpraHu3aLoHHO-PACcOPAANTENbHbIE MEPbI, CBEAEHUS O CTPYKTYPE, ONUCAHUE HACTPOEK MporpaMMmbl 1

TEeKCTbl  COOOLLEHMH, BbILABAEMbIX B XOAE BbIMOJHEHNS HaCTPOKM, MpPOBEPKM, a Takke 0 npouecce

(yHKLMOHMPOBaAHMS [1pOrpamMMbl.

PykoBoacTBO apMuuncTpatopa RT Protect EDR L Protect
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1.3 TepmuHb! v onpegenexns

B Hactosiwem AOKYMeHTe MCMOAb3YyHOTCA TepMUHbl M onpenenexns cornacHo FOCT P UCO/MIK 15408
«MHhopmaLmoHHas TexHonorus. MeToabl u cpefcTBa obecneyenns 0e3onacHocTu. Kpurepuu oweHkin 0e30nacHoCTH
uHhopmaumoHHbIx TexHonoruit» u TOCT P UCO/MIK 12207-2010 «UHcdpopmawnoHHas TexHonorus. CuctemHas u

NPOrpamMMHas uHxeHepus. MPoLecchl XU3HEHHOTO LKA MPOrPaMMHbIX CPEACTB» COrNacHo Tabaue 2.

Tabnuua 2 — TepMuHb M onpepeneHus

Tepmuu Onucaxue

AIMMHHCTpaTOp YnonHOMOYeHHbII N0/1b30BaTENb, OTBETCTBEHHDIA 3 YCTAHOBKY, AAMUHUCTPUPOBAHME
IKCNNYaTaLNI0 NPOTPAMMbI

BepudukaLus Mposepka u noaTBepxaeHne noganHHocu N0

[lepeBo npovecca ['pachuyeckoe oToOpaxeHne B3anMOCBSA3N NPOLLECCa-POAUTENS U JOHEPHEro npoLecca

Nlemon Nporpamma B UNIX-cucremax, 3anyckaemasi camoit cucTeMoid i paboTatoLuas B
(oHOBOM pexume 0€3 NpsMOoro B3aMMOLENCTBIA C N0b30BaTENEM

JlomeH CumBonbHOE 0603HaYEHUe A9 ONpeaeneHHOM 061acTit BbIYUCUTENbHOR CETH

3ajanue no 6e30nacHocTH CoBoKynHoCTb TpeGoBaHMi 6e30NacHOCTM M CNELMAUKALIMI, NPeAHA3HAYEHHas ANs

NCNoJIb30BaHMA B Ka4eCTBe OCHOBI /15 OLEHKM KOHKPETHOH NporpaMMbl

MHanKaTopbl atak MpaBuna, C NOMOLLbIO KOTOPbIX aHANN3MPYETCA AMHAMUYECKast aKTUBHOCTb B
3awmwaemon UT-uH(pacTpyKType Ha Hannume arak

MHAMKaTOPbI KOMMpPOMETA LMK MpaBuna, ¢ NOMOLLbHO KOTOPbIX B MPOrpaMMe 0TCAIEXNBALTCH 00bEKT (111 aKTHBHOCTD),
KOTOPbII C 00/1bLLOI JO/IEN BEPOATHOCTH YKA3bIBAET HA HECAHKLMOHMPOBAHHbIA AOCTYN
K CUCTEMe (T0 eCTb ee KOMNPOMETaLMio)

MHCTaHLMpOBaHHE Co3panue 3k3eMnAAPa KNacca B NporpaMMupoBaHuu. Ik3emnasp knacca — 310
OMMUCaHIe KOHKPETHOr0 06beKTa B NamATH

WcnonHsieMblii MOgyb MpoLiecca HaGop uHCTPYKLWi, 3arpyxaemblit B BUAe ucnontsemoro aina umu dil 8 npowecc

Hutw (Threads) Hanmenbluas epusuua 06paboTkin, HCNOSHEHHE KOTOPOR MOXET ObITb Ha3HaueHo
SIAPOM ONepaLMoHHOR CUCTEMbI. HUTH MCMIONHAIOTCA BHYTPYH NpoLiecca

MaruHaums CrpyktypupoBanme GonbLoro 06beMa MHGOPMALMK Ha CailTe, MyTeM ee pa3feneHus
Ha OT/e/bHbIe CTPAHMULIbI, MHbIMM C/I0BAMM — NOCTPAHUYHbIN BbIBOA JaHHbIX

MonuTHKa Ge30nacHocTi CoBOKynHOCTb MPaBisI, Pery/upyloLLMX ynpaBeHie, 3auty u pacnpefenenue
MH(OPMALIMOHHBIX PECYPCOB, KOHTPONMPYEMbIX NPOrPAMMON

Mpodhub 3aLLuTI CoBokynxoCTb TpeGOBaHUit 6e30MaCHOCTH AN MPOrPAMMBI

Mpouecc B npocreitiumx TepMuHax — 370 UCTIONHAEMAs B ONEPALMOHHOA CHCTEME NPOTPaMMa,

aKTMBHbIR 06beKT OC, @ MHaye nocne0BaTeNbHOCTb MHCTPYKLMIA, nCnoaHsiemblx B 0C
npegonpenesneHHbiM 06pasom. B JaHHOM ciiyyae TakuMmn MHCTpYKUMaMm Gyaer
nporpaMmHblit Koa. [lporpamma GyAet Ha3biBATbCA MPOLLECCOM B TOM Cllyyae, ecin
3arpyxaercs B namATb BMECTE CO BCEMYU PeCypcami, KOTopble HeoOX0AuMbI A ee
paGorl

Pa3spaborunk AO «PT-UHthopmaLoHHas Be30nacHOCTb»

PykoBogcTBo agmunuctpatopa RT Protect EDR
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Tepmuu

Onmncaume

TokeH

TokeH npepcTaBAser co6oi CnyyaiiHyio CTPOKY, C NPOU3BOAbHBIM HAGOPOM CUMBOJIOB,
KOTOpast CYXMT KNKHOM 1St BepUAIMKALLMY areHTa Ha cepBepe Nporpammbl. TokeH
YHUKANEH A1S KaX/0ro areHTa

Yrpo3a Ge3onacHoCTH MHGhopMaLuu

CoBOKYNHOCTb YCNIOBH 1 (haKTOPOB, ONPEAENSIOLLMX NOTEHLMANbHYIO UM PeabHO
CyULECTBYHOLLLY0 ONACHOCTb HAPYLIEHUS 6e30MaCcHOCTI MHhopMaLLMK

®ailnoBble CUrHaTypbl

[laHHble, uCcnonb3yemble A1 MAEHTUAUKALMIA UAK NPOBEPKN COAEPXMMOTO (haitna

OyHKLMM 6e30NaCcHOCTH MPOrPaMMbI

CoBOKyNHOCTb BCEX (DYHKLMIF GE30NACHOCTH NPOrpaMMbl, HaNPaBAEHHBIX Ha
ocylecTneHne noautuku 6esonacqocti (1b)

Xewmposatue

lpeolpa3oBanue, NPOU3BOAUMOE XeL-(hyHKL e

Xoct

INEKTPOHHO-BBIYMCAUTENbHAR MALLMHA, SBASHOLLAACS KOHEYHOM TOUKOI
BbIYUCAUTENbHOM CETH. B y3KOM CMbICE X0CT — 370 Nto6oe YCTPOCTBO,
npesocTaBASioLLee CepBuch hopmata «KAUEHT-CepBep» B peXUME CepBepa No Kaknm-
Nn60 MHTEp(heincam U YHUKaNbHO OnpeeNiEHHOE Ha ITUX UHTepdercax

IBPUCTUYECKMIE aHANN3

CoBOKYNMHOCTb (DYHKLMIA AHTUBMPYCA, HALLENEHHDIX Ha 0OHAPYXEeHNE HeN3BECTHbIX
BUPYCHbIM 6a3aM BPEAOHOCHBIX NPOrpaMM. TepMuH 0603HaYAET M OMH U3 KOHKPETHbIX
cnoco6oB

IuTponus

CraTucTnyeckuit napameTp, KOTopbIit NOKa3blBaeT BEPOSTHOCTb BCTPEYAEMOCTH
onpepenéxHblx 6ainToB B (haitne

Active Directory

Wepapxuyeckn opraHn30BaHHO XPaHUAMLLE JaHHBIX 00 00bEKTaX CeTn,
o0ecrneyusaroLLee yAoGHbIe CPEACTBA AN MOMCKA U UCNONb30BAHNA 3TUX JAHHDIX.
Komnbtotep, Ha koTopom paGotaer Active Directory, Ha3bIBaeTCs KOHTPOAIEPOM
AomeHa. C Active Directory cBi3aHbl NpaKTM4ECKM BCE aAMUHUCTPATUBHbIE 3834

Alerts OnoBeLuexne 06 atake Ha 3alLMLLAEMYIO UHGPACTPYKTYPY

Ansible Cuctema ynpasnennst KOHGUrypaLmMsaMu, HANUCaHHAs Ha A3blke NPOrPaMMUPOBAHUS
Python, ¢ ncnonb30BaHMeM AeKNapaTUBHOrO A3bIKa Pa3MeTKM NS ONUCaHN
KOH(urypaLmit. llpumexsercs Ans aBTOMATU3aLMN HACTPOIKM 1 PA3BEPTLIBAHUA
NPOrpaMMHOro 06ecneyenmns

APT-ataKa TepmuH knGep6e3onacHoCTH, 03HAYAOLLMA 310YMbILLIEHHNKA, 00N1aAIOLLEr0

COBPEMEHHbIM YPOBHEM CneELUabHbIX 3HAHMI ¥ 3HAYUTENbHBIMAN pecypcamu, KoTopble
N03BO/IAKOT €My C03/1aBaThb Yrpo3y ONacHbIX Kmﬁeparak

AS-REP Roasting

Araka Ha Kerberos, npumensieMas Ans y4eTHbIX 3anucei nonb3oBatenei, He
TpedyroLLMX NpeABaPUTESILHOR ayTERTU(MKALLIMN

Backend lporpamMmHo-annapaTHas 4actb CepBica, 0TBEYaLLas 3a (PYHKLMOHNPOBAHKE ero
BHYTPEHHEN YacTu

Code Signing LlndppoBas NOANMCL KOAA — INEKTPOHHDII CEPTUCIMKAT, NONYYEHHBII OT
YAOCTOBEPALLEr0 LLeHTPa, NOATBEPXAAIOLLMI GE30MACHOCTb NPOrPaMMbI

Deb Pacwmpetne uMEH (haitnoB «OMHAPHBIX» NAKETOB 4151 PACNPOCTPAHEHNS 1 YCTAHOBKM
NporpaMMHoro o0ecneyeHns B onepaLoHHoi cucteme npoekta Debian, u gpyrux,
MCMOMb3YHOLLMX CUCTEMY ynipaBaeHus naketamu dpkg

Desktop.ini ®aiin KoH(UrypaLmuu, KOTopbIi COAEPXHT JaHHbIE HACTPOEK BHELLIHEro Bua
cuctemoi nanku B OC Microsoft Windows: 3Ha40K, LiBET TEKCTa, ()OHOBbIA PUCYHOK U T.
B.

DNS KomnbtotepHas pacnpesenéiHasn cuctema Ans nosyyeHns MHGhopmaLmm o JoMeHax
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Tepmun Onucanune

Docker MporpammHoe obecneyenne Ans aBTOMATU3ALMN PA3BEPTLIBAHNA U yNpaBNEHU]
NPUOXEHUAMM B CPE/IAX C NO/EPXKOR KOHTEAHEPU3ALIMM, KOHTEAHEPU3ATOP
MPUIOXEHN#

Elasticsearch Tupaxupyemas cBoGoAHAA NPOrpaMMHas NOUCKOBAA CUCTEMA

Endpoint KoneyHas To4ka ceTeBoi CBA3M, y3eN CeTu

Enum Mlepeymcnsemblit TUN AaHHbIX, YbE MHOXECTBO 3HAUEHN NPeACTaBaseT CO00H
OTPaHUYEHHbIA CIUCOK MAEHTUUKATOPOB

ETW (Event Tracing for Windows) — 370 cuctemubiit komnonent 0C Windows, koTopblit
MCMONb3yeTcs ANe ANarHoCTUKM, OT/IaAKKM U UCCNIE0BAHNSA NPOU3BOAUTELHOCTH TeX
um uHbix Yacteit 0C, a TaKxe NPUAOXeHHUil

Frontend KnueHtckas CTopoHa nonib30BaTeNbCkoro MHTepdeica K nporpaMmHo-annapatHoi
4acTi CepBuCa

Golden ticket Ataka, 3aKntouatowasca B nony4ennn T6T-Gunera, KOTOPbIA N03BONAET B CBOK
04epefib HEOrPAHUYEHHO BbIABATb GUNETbI, 4T0 JAET BOSMOXHOCTb 3/10YMbILLINEHHUKY
NoAY4MTH SOCTYN KO BCEMY JOMEHY

HTTPS Pacwmpetue npotokona HTTP Ang noaaepXku WHhPOBaHUA B LieNSX NOBbILIEHNS
GesonacHocTy

Imphash XeLw uMnopTupyembix Gubanotek

Informational alerts

OnoBeLyeHms 0 cOBLITUSX, NPAMO He yrpoXatoLux 6e30nacHOCTH MHGPACTPYKTYPbI

Int

LlenouncneH b TUN JaHHBIX, OAMH U3 MPOCTEALLMX ¥ CAMBIX PACNPOCTPAHEHHBIX THNOB
NaHHbIX B A3bIKaX NPOrpaMMUPOBAHNS. Cﬂy)KMT Ans npeactaBneHns Lenblx yucen

Int64

Int64 sBnsieTCs HeM3MeHsIeMbIM THNOM JlaHHbIX, NPeCTABAAOLLAM COOO/ LieNble Yncna
€0 3HAKOM B inana3oHe 0T OTpULLATENbHOO 3HaueHNs -9223372036854775808
(Int64.MinValue) no nonoxutenbHoro 3HaueHns 9 223 372 036 854 775 807
(Int64.MaxValue)

JSON

TekcToBbIit (hopmaT 06MEHa JaHHbIMM, OCHOBaHHbIA Ha JavaScript

JSON-o6bekt

HeynopsgouerHblit Habop nap knwoy/3Havexne. 06bEKT HaYMHAETCS C OTKPbIBAKOLLEN
(urypHoit ckoGKK { M 3aKaHYMBAETCA 3aKPbIBAOLLER (DUTYPHOM CKOOKOM }. Kaxgoe ums
CONPOBOXAAETCA ABOETOUMEM, NAPbI KAKOU/3HAUEHNE Pa3aensioTcs 3ansToil

Kerberoasting

Tun ataku Ha Kerberos, npu KOTOPOM ayTEHTU(MLMPOBAHHbIA B JOMEHE N0/1b30BATENb
MOXeT 3anpocutb Gunet ans gocryna k cepsucy TGS (Ticket Granting Service). TGS
3alUN(POBAH XeLLeM Napons YYETHOM 3anuCK, OT KOTOPOH 3aNyLLEH LeSeBOR CepBuC.
3N0yMbILLNIEHHUK, NONYYMB TakuM 00pa3om TGS-Gunert, Tenepb MOXeT paclungpoBarb
ero, noA0mupas naponb 1 He 605Cb GNOKUPOBKM, NOCKONLKY Aenaet 310 odpaaitH. Mpu
yCNELIHOM UCXOAE 3N10YMbILUNEHHUK NOAYYAET NapoAb OT aCCOLMMPOBAHHO C CEPBUCOM
YYETHOM 3anncK, KOTOpas 3a4acTyio ABASIETCS NPUBUIETMPOBAHHO

Kerberos

CeteBoit NPOTOKON @yTEHTU(UKALMN, KOTOPbII NPeanaraeT MeXaHu3M B3aUMHOi
AYTEHTU(MKALMN KITMEHTA U CePBEPA Nepes YCTAHOBEHUEM CBSI3U MEXLY HUMM,
NpU4EM B NPOTOKOIE YYTEH TOT (haKT, YTO Ha4aNbHbI 0OMEH MH(OPMALMel MeXLy
KNUEHTOM U CEPBEPOM NMPOUCXOAMT B HE3ALLMLLEHHOM CPejie, a Nepe/iaBaeMble NakeTbl
MoryT GbITb NepexBayeHbl  MOAM(ULMPOBAHDI

Linux

Cemeiicto Unix-nogo0HbIx onepawoHHbIx cuctem Ha 6ase sapa Linux
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Tepmuu

Onmncaume

Malware Bazaar

lpoekT caitra abuse.ch, Lenbio Kotoporo seaseTcs 06MeH 06pa3uam1 BpefOHOCHOTO
N0 ¢ coobyectBOM MHAOPMALIMOHHOM 6E30NACHOCTY, NOCTABILMKAMN aHTUBUPYCHBIX
NPOrpaMM i NOCTaBLLMKaMu MHGopMaLmuu 06 yrpo3ax

MD5

128-GUTHBIM NTOPUTM XELLUPOBAHMS

NTES

CrannapTHas (haitnoBas cuctemMa ans cemeitcTea onepaunonHbix cuctem Windows NT
(upmbl Microsoft. NTFS nogaepxusaer xpaHeHue MeTafaHHbIX

Powershell

Yrunuta pns 3anycka HAPaCTPYKTypbl ynpaBeHns KOH(UrypaLmein n aBToMaTH3aLmMm
3afauy Microsoft. Mudppactpykrypa Powershell cocTouT U3 060104KH KOMaHLHOR CTPOKM
1 CBAI3AHHOTO S3bIKa CLLEHApUeB

SSDEEP

ANropuT™ HEYeTKOro XelLnpoBaHus

1CP

04MH U3 OCHOBHbIX MPOTOKOI0B NEpeiayun AaHHbIX MHTepHeTa. lpeHasHayeH Ans
ynpaBneHus nepefayeit faHHbIX uHTepHeta. laketbl B TCP Ha3bIBalOTCA cerMeHTamu. B
creke npotokonoB TCP/IP BbINOAHSAET (DYHKLMM TPAHCNOPTHOTO ypoBHS Mogenn 03I

16S

Cnyx0a BblZauM pa3peLLennii Ha LOCTYN K ONpefeNeHHOMY CeTeBOMY pecypcy no
npotokony Kerberos

TLSH

BeposTHOCTHBI aArOPUTM XeLLMpoBaHus

Ubuntu

Anctpn6ytus GNU/Linux, ocHoBaHHbIit Ha Debian GNU/Linux

Unsigned

MOD,I/I(DI/IKaTop LLeNI0YUCNIEHHOTO TUNA AaHHbIX, KOTOPbIA NOKA3bIBAET, YTO 3HAYEHMNE He
MOXeT ObITb oTpULaTeNbHbIM

utc

BcemupHoe KoopAMHMPOBAHHOE BPEMSA — CTAHAAPT, N0 KOTOPOMY 00LLECTBO peryaupyer
yacbl U Bpems. 0TAMYAETCS Ha LLeN0e KONMYECTBO CEKYHA OT aTOMHOrO BpEMEHU U Ha
APOGHOE KONMYECTBO CEKYHA OT BCEMUPHOTo Bpemenn UT1

uuIb

CraHpapT MAEHTMKALMM, MCNONb3YEMBIIl B CO3LaHUN NPOTPaMMHOT0 06ecneyeHus,
cTaHgapTusupoaHHblii Open Software Foundation (OSF) kak yactb DCE — cpeapl
pacnpenenéHHblx Bbluncaenmit. 0cHoBHoe HasHauenne UUID — 310 no3soaunTh
PacnpeaenéHHbIM CHCTEMAM YHUKANbHO MAEHTU(ULMPOBATL MH(OPMaLLMIO Be3 LieHTpa
KOOpAMHaLMH

VirusTotal

becnnarHas cnyx0a, ocywecTBAAOLWAS aHaNU3 NOLO3PUTENbHBIX (DAIIOB U CCbINOK
(URL) Ha npenMmerT BbISIBAEHNUS BUPYCOB, YEPBEN, TPOSHOB 1 BCEBO3MOXHbIX
BPE/IOHOCHBIX NPOrpamMm

Web-cepsep

Cepsep, npuxumatowwmi HTTP-3anpocbl 0T KANEHTOB, Yalle Bcero Be6-6pay3epos, U
Bbiaatowmit HTTP-otBeTbI, kak npasuno, BMecTe ¢ HTML-cTpanuuei, n300paxeHuem,
(haitnoM, Meua-noTOKOM MM APYruMU JaHHbIMU

WHOIS

CeteBoi NpOTOKO NPUKNAAHOIO YPOBHS, Gasupytowmitcs Ha npotokone TCP. OcHoBHOe
NPUMEHEHNE — NONYYEHUE PErUCTPALMOHHBIX AAHHBIX O BAAAEbLAX JOMEHHBIX UMEH,
IP-afpecoB 1 aBTOHOMHBIX CUCTEM

Windows

['pynna ceMeicTB KOMMEPYECKUX ONepaLMOHHbIX CUCTeM Kopnopavuu Microsoft,
OPMEHTMPOBAHHLIX HA YNPaBAEHME C NOMOLLbI0 rpadiuyeckoro nHTepdeica

WMI

UuctpymenTapuid ynpasnenns Windows. OgHa U3 6a30BbIX TEXHONOTMI AN
LLeHTPaIM30BaHHOT0 YNPaB/IeHNA U CeXeHNs 3@ paboToi pasnyHbIX YacTen
KOMNbIOTEPHOI MHAPACTPYKTYPbI NOZ ynpasneHuem nnatgopmbl Windows
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1.4 YcnoBHbie 0003HaYeHHs

YcnoBHble 0603Ha4eHNs, TPUMEHSIEMbIE B LOKYMEHTe, NpeAcTaBNeHbl B Tabauue 3.

Ta6nuua 3 - YcnoBHbie 0603HaueHNs

0603HayeHue

Onmncaume

MPOMNCHBIE BYKBbI

AKpoHUMbI, a66peBnatypbl

«Times New Roman»

Ha3BaHus JOKyMeHTOB, KOMaH, KaTanoros, ainos u 1.4.

XupHbiit wpndt

Mognucy Ta6nuL, PUCYHKOB, HA3BAHUA Pa3fesoB, NOAPA3AEN0B, MYHKTOB U
NOANYHKTOB, HA3BaH!E KHOMOK MEHI0 MOAYNA aAMUHUCTPUPOBAHMS MPOrpaMMbl

0603HaueHns KHONOK MeHto, onepaLuii Moy NS afMUHUCTPUPOBAHKS MporpamMbl

Times New Roman/Times New Roman

MepeyncneHe anbTepHaTUBHbIX BAPUAHTOB, NYTb MeHI, NyTb (haiina

Mpumeyanne

9
LJd

WHchopmaLma, TpebyroLan BHUMaHUS N0Nb30BaTeNs

BaxHo

9
LJd

WHthopmaLya, CBS3aHHAs C BaXHBIMU KOH(MTYPALLMOHHBIMU HACTPOAKaMM U
ocobeHHocTIMu pabotbl EDR

PekomeHpauuun 1 npeanonoxXexus, KOTopble MoryT nomMoub B pabote ¢ EDR

PykoBogcTBo agmunuctpatopa RT Protect EDR
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2.1 HasHauenne n apxurextypa lporpamms|

RT Protect EDR — 370 cuctema ans 0GHapyxeHus LeneHanpaBAeHHbIX atak Ha KOHeYHbIX yCTpoicTBax. OHa
oGecneynsaer ObICTpoe 0GHapyXeHne BTOPXEHUH, IP(EKTUBHOE aBTOMATUYECKOE MPOTUBOAEHCTBUE, HATNALHYHO
BU3Ya/M3aLuio COOBITUA M MHLMAEHTOB, @ TaKXe CO0p LM(POBLIX YINK U TLLATENbHOE PACCNef0BaHNE MHLMAEHTOB !
MOMCK @HOMANbHOA aKTUBHOCTH.

llporpaMma  reHepupyeT  npepynpexpeHns  Ans  NPOBELEHNA  PacCnefoBaHUi  COTPYAHUKAMM
MH(OPMALMOHHOA 0E30NaCcHOCTH Ha OCHOBE AAHHBIX, MOCTYNUBLUMX OT KOHEYHbIX CUCTEM (XOCTOB) B 3aLLMLLAEMO
BbIYMCNTESILHON CeTU. B pesysbTate paccieoBaHns COTPYAHUK, NPOBOASALLMIA IKCNEPTHYIO OLLEHKY COBLITUS, MOXET
onpeaenuTh, SBASETCs M COObITUE HECYLLLMM YTPO3Y MW HET, U NPEANPUHATL COOTBETCTBYHOLME AEHCTBUS.

«RT Protect EDR» umeet knueHT-cepBepHyto apxuTekTypy.

Knuentckas vactb Mporpammbl (yHkuuonupyet nop ynpasnexnem 0C Windows sepceuii 7, 8, 8.1, 10, 11,
Windows Server 2008 u Bbiwe, OC Linux pa3nnyHbix Bepcuit. KaueHT ycTaHaBAMBAETCS Ha OTAE/bHbIE YCTPOICTBA
3awmwaemoit IT-uH(pacTpykTypl (Banee areur).

CepsepHas yactb lporpammbl dhyHKumoHupyet nog ynpasnennem OC Linux Ubuntu 20.04.5 LTS Ha cepsepe
npeanpusTUS-u3roToBuTeNns. B takom cnyyae 3aka3unky npesoctaBafeTcs LOCTyn K CepBepHOMY KOMIOHEHTY U ero

UHCTPYMEHTAM KaK ycnyra.

A Mpumeyanue

LJ ﬂporpamma MOXET NoCTaBaATbCA B COCTABE OTAEJIbHOr0 amnmnapaTtHo-MPorpamMmMHOro Kommnekca,

Pa3BOPAYMBAEMOTrO HA TEPPUTOPUN 3aKA3UMKA.

Knuentckas yactb MporpaMmbl He COAEPXMT B CBOEM COCTABE 3aWMCTBOBAHHBIX KOMMOHEHTOB 0e3
MCXOHOTO KOJa. Bce KOMMOHEHTbI COOMPAIOTCA U3 UCXOAHOTO KOAQ.

MporpamMma npefHasHayeHa ans 06padotkin MHGOPMaLMK, He ABNAOLLEACS CEKPETHOI.

PelleHMe UMEET MeXaHU3M CaMOo3alluTbl OT BPEAOHOCHBIX AEACTBUA (BbINOJHEHUE MONb30BATEASMM \

LPYTUMU NPUNOXEHNAMM IEHCTBIIA, KOTOPbIE MOTYT HApYLWMTh PaBOTOCNOCOGHOCTL PELIeHHS) 3a CyeT:

PykoBoacTBO apMuuncTpatopa RT Protect EDR L Protect
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— 3alLMUTbI COOCTBEHHbIX (DAWNOB U AMPEKTOPUA (MPEOTBPALLEHNE M3MEHEHUs W yaaneHns ainos
MPOrpaMMbl Ha XeCTKOM ucke);

— 3aLLMUTbI COBCTBEHHbIX KOH(UTYPALMOHHBIX AAHHbIX B pEECTpe (MPeoTBPaLLEHNE H3MEHEHNS 1 yAaNeHUS
3anucei B CCTEMHOM peectpe);

— 3aLLMUTbI COOCTBEHHDBIX NPOLLECCOB (NPEeAOTBPALLEHIUE N3MEHEHNUS NPOLLECCOB B NAMATH);

— 3alLMTbI OT BHELWHero ynpasaenus (6AOKMPOBKA MOMbITOK ynpaBaeHus cnyxb6amu nporpamMmbl U ee
HACTPOAKAMMU C yIANIEHHOr0 KOMMbHTEPA).

llporpaMma MMeeT MHOTO(YHKLMOHANbHBIA NONb30BATENLCKUIA UHTEP(IEHC U NOAPA3yMeBAeT Hannune
C/lefyioLLmMx ponei nonb3oBarens:

AaMuHNCTPaTOp — BLINOMHAET YCTAHOBKY M KOPPEKTHYI0 HACTpoiKy [lporpamMmbl B COOTBETCTBUM C
HACTOALLMM PYKOBOACTBOM, @ TaKXe 0TBEYaeT 3a 00HOBIeHNe NPOrpaMMHbIX KoMMoHeHToB EDR;

AHanuTHK — no/b30BaTe b, OTBETCTBEHHbIA 3@ aHaNM3 nocTynawyx ot Nporpammbl AaHHbIX. AHAMTHK
MPUHAMAET PELUEH!A N0 JasbHelLLen peakLyn Ha 00HaPYXeHHbIe yrpo3bl;

Oneparop noucka Yrpo3 — BbLINOAHAET MPOAKTUBHbIA MOMCK Yrpo3 B 3awiuiiaemont [porpammoit
UHpaCTpyKType;

Monb3oBarenb — COTPYAHMK, BLINOAHAKOWMA PabOTy Ha NEpCOHANbHOM KOMMbIOTEPE, HA KOTOPOM
yCTaHOBMIEH MOAYNb areHta. llonb3oBarenb He B3auMogencTByer ¢ U3genuem Hanpsmyto, eMy AOCTYNHbI TONbKO

0noBeLLen1a B 06nacm YBEAOMIEHUA NaHENU 3aaY 0C 0 COCTOAHUM 3ALLMULLAEMON MALLNHI.

2.2 OyHKYHOHA/IbHbIE BO3MOXHOCTH B YacTn COB

Mporpamma o6ecneynBaet Cieytouine (yHKLMOHaNbHbIE BO3MOXHOCTH B YacTi COB:

— c00p MHGhOpMaLMK O CeTEBOM Tpadhuke, NPOXOAALLEM Yepe3 KOHTponMpyeMble y3nbl UC;

— (6op vHopmaLmMn 0 COOLITUSIX, PErUCTPUPYEMbIX B XYpHanax ayauta onepauuoHHont cuctembl (0C),
npuknagHoro M0;

— ¢6op MHpopmaLMK 0 BbI30BE (DYHKLMIA M 00PALLEHNN K pecypcam CUCTEMDI;

— BbINOJHEHME aHann3a CoOpaHHbIX AaHHbIX O CeTeBOM Tpaduke B pexume, GAM3KOM K peanbHOMY
BPEMEHM, W N0 pe3ynbiataM aHanu3a (uUkcauus WHGOPMaUMM 0 AaTe M BPEMEHM, pe3ynbTate aHanu3a,

mp,eHmchKaTope UCTOYHUKA AaHHDBIX, NPOTOKOJIE, NCNOJIb3YEMOM ANA NPOBEJEHNA BTOPXEHUS,
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— 00HapyxeHne BTOPXEHUS MO OTHOLIEHMO K KOHTponupyembiMm y3nam UC B pexume, 0u3KoM K
peasibHOMy BpeMEeHH, Ha YPOBHE OTAE/IbHbIX Y3/10B;

— @HanM3 COOpaHHbIX AAHHBIX [ OOHApYXeHUss KOMNbIOTEPHBIX BTOPXEHWA C WUCNONb30BAHUEM
CUTHATYPHOrO M 3BPUCTUYECKUX METOL0B;

— @Ha/M3 CoOPaHHbIX JaHHBIX C LeSbio 0GHApYXeHUs BTOPXKEHUA C UCNONb30BAHMEM 3BPUCTUYECKMX
METOZ0B, OCHOBAHHbIX Ha METOZAX BbIIB/IEHNUSI aHOMAIUi CETEBOrO TPahvka M aHOMaInii B eiCTBUSX N10/1b30BaTENS
UC, Ha 3a;aHHOM YPOBHE 3BPUCTUYECKOTO aHANN3a;

— (pukcauns (akra 0GHapyxeHus BTOPXEHUA M HApyLLIEeHUn 6E30NaCcHOCTH B XYpHanax ayanTa;

— yBefoMsenne agmunuctpatopa [lporpaMmbl 00  OGHApYXeHHbIX BTOPXEHUSX W HApYLIEHUsX
6e30MacHOCTH C MOMOLLbIO 0TOGPAXEHMS KapTOUKKM COOBITUS B KOHCONM YNIPaBAEHMS;

— 00HapyXeHne BTOPXEHNI Ha OCHOBE aHann3a CnyxeOHOM MHKOPMALMK NPOTOKO/IOB CETEBOTO YPOBHS,
6a30B0i 3Ta/IOHHON MOZENN B3aUMOCBS3N OTKPbITLIX CUCTEM;

— aBTOMATU3MPOBaAHHOE 0GHOBNEHME 0a3bl PeLLAtOLLMX NpaBuN;

— Hanyne nHTeptheinca agMUHUCTPUPOBAHMS;

— BO3MOXHOCTb YNONHOMOYEHHbBIM aAMUHUCTPATOPAM (PONAM) yNpaBAATb PEXUMOM BbINOSHEHUS (DYHKLMA
6e3onacHoctu lporpammel;

— BO3MOXHOCTb  YMOSHOMOYEHHbIM ~ afiMUHICTPATOpaM  (ponsam) ynpaBasitb AaHHbIMM  [Iporpammbl,
CNoNb3yeMbIMU (DYHKLMSIMU Oe30MacHOCTH;

— NOAAEPXKA onpefeneHHbIX posei Ans porpammbl v UX acCoLMaLLMs C KOHKPETHBIMUM aiMUHUCTPATOPaMHU
u nonb3oatensmu UC;

— ynpaBieHne JaHHbIMM (yHKLUMIA Ge3onacHoCTM [lporpammbl B YaCTU YCTAHOBAEHNS W KOHTPONSA
OrPaHUYEHNi Ha 3T laHHbIE;

— TeCTUpoBaHue (camMoTeCTpOBaHue) (yHKLmin 6e3onacHocTi Mporpammbl;

— reHepavus 3anucei ayauta 4ns coObITUI, NOTEHLMANLHO NOABEPTaeMbIX ayLuTy;

— BO3MOXHOCTb YTEHUS MHCDOPMALLMK U3 3annCel ayanTa;

— accoumaLma Kaxaoro coobITs ayanTa C MAEHTM(NKATOPOM CYObeKTa, ero MHULMMPOBABLLETO;

— OTpaHUyeHne JOCTyna K YTEHNI0 3anucei ayaua;

— TOMCK, COPTUPOBKA, YNOPSAA04EHNE AAHHbIX ayauTa.
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3.1 06uyne cBegeHns

lporpamma nocrasnsercs 3aka3uuky Ha OCHOBAHMM [OrOBOPA O MOCTABKE, 3aKNHOYEHHOr0 MeXmy
3@Ka34MKOM M npaBooGnajaTenem.

CBefieHns o nopsake npegocrasnenns lporpaMmbl, ee 06HOBNEHUN, rapaHTURlHLIX 00513aTeNbCTBAX, W
NOpAAKe HanpaBneHus peknamaLuit 0T noTpebuTens onucaubl B fOKyMeHTe «Gopmynsps.

lporpamma u LOKYMEHTaLMS Ha Hee XPaHATCA Ha CepBepe NPeAnpUATUA-U3roTOBUTENS.

MoctaBka BO3MOXHa B [1BYX BaphaHTax.

ﬂporpaMMa fnocraBndaetcs 3aKa3LIMKy COrNacHO KOMMNEKTHOCTM NOCTABKMK.

3.2 KoMnnieKTHOCTb MOCTABKH

KoMnieKTHOCTb NOCTaBKM ANS KaXA0ro BapuaHTa npefcrasieHa B 1adnuue 4 u tabanue 5 .

Ta6anua 4 - KomnneKTHOCTb NOCTaBKM (BapuaHTt 1)

0603HaueHue HanmeHoBaHue Kon. Mpumevanue
-01 CMCTEMa 06Hapy)KeHMﬂ BTOp)KeHMﬁ «RT Protect NocTaBngercs no cet
«RT Protect EDR» yonyra
Mozynb aAMUHUCTPUPOBAHMS C KOHCOMbIO Ha 1
cepsepe*
2013001 CucreMa 0OHapYXEHUS BTOPXEHHI MocTasngercs 8
«RT Protect EDR» NeyaTHoM BHAe
Oopmynsp 1 ((hopmar Ad)
-2001 CucreMa 0OHapYXeHUS BTOPXEHHI 1 Nocrasnqercs no cetm
«RT Protect EDR»
KomnekT 3KcnyataLoHHbIX AOKYMEHTOB
cornacHo segomoctu 3

*He BXOANT B KOMNNEKT NOCTABKM. PasBopaqMBaech Ha CepBepe NpeanpuaTua-u3rotoBuTens no.

PykoBopcTBO aamutuctparopa RT Protect EDR L Brtect
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Tabnuua 5 — KomnneKTHOCTb NOCTABKM ( BapuaHT 2)

0603HaueHune HanmeHoBaHue Kon. Mpumevanue
01 «RT Protect EDR » 1 | MNocrasnsercs no cet
Mopaynb arexra (naker msi)
«RT Protect EDR» Pa3sopaunaerca Ha
cepeepe ! 3aKa3unka
-0130 01 «RT Protect EDR » 1 Moctaensercs B
Oopmynsp MeyaTHOM BUAe
(thopmart Ad)
-0120 01 «RT Protect EDR» 1 Mocrasnsercs no cet
KomnnekT 3KcnyaraLuoHHbIX JJOKYMEHTOB
cornacto egomoctu 31

3.2.1. llpoyeRypol n MepbI 6€30MACHOCTH NPH PACAPOCTPAHEHHH [TPOrpaAMMBI K MECTY HA3HAYEHHS
Mpouepypbl ¥ Mepbl 6e30MacHOCTH NpK pacnpocTpaHerun MporpamMmbl K MeCTy Ha3HAYEHUs peLlarot
cefytoLne 3apaum:
— 06ecneyunBarot Mﬂ,eHTM(bVIKaLI,mO N LENOCTHOCTb ﬂpOFpaMMbI BO Bpem# nepecbuiku,
— 00ecneyunBarT 06HAPYXEHNe HECAHKLMOHMPOBAHHLIX MOAM(MKaLMiA lIporpammel;

— NPenaTcTBYOT NOMNbITKAM NOAMEHbI ﬂpOFpaMMbI 0T NMEHU pagpaﬁowwka.

PykoBoactBo agMuimctpatopa RT Protect EDR rotect
Bepcus 1.0.23 or 14 okra6ps 2024 1 6
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4.1 06wme cBegexns

lporpamMma UMeeT KAUEHT-CEPBEPHYI0 apXUTEKTYPY.

KnueHTckas 4acTb CUCTEMbI — 3T0 CUCTEMHbI areHT MOBEJEHYECKOr0 aHanu3a, KoTopblit paboTaer Ha
KOHEYHOM KOMNbtoTepe nonb3oBatens (endpoint) B cnenyrousux 0C:

— Microsoft Windows 7 u Bbiwwe (pa3psaHocTb: 64-6uta u 32-6uTa);

— Microsoft Windows Server 2008 v Bbilwe;

— Linux Ubuntu 18.04;

— Linux Ubuntu 20.04;

— Linux Ubuntu 22.04;

— Linux Ubuntu 24.04;

— Debian 11;

— Debian 12;

— Astra Linux SE 1.6;

— Astra Linux SE1.7;

— Astra Linux 1.8;

—Red 057.3;

— ALT Linux 10.

AreHT CnpoekTMpoBaH Takum 00pa3om, uTtoObl MpUHMMATh OT CepBepa NpaBuna aHann3a u Apyryio
MHOPMALLMK, HEOBXOAUMYIO NS BbISIBNIEHUS U PEArMPOBaHMS Ha Yrpo3bl.

AreHT BBOAMT 00BEKTHYH0 MOZE/b M MHTEP(EIC B3aUMOJENCTBUS C HEW N0 CETH, KOTOPBIN NPeLoCTaBafeTCa
B PacnopshXKeHne cepeepa v NOCPeACTBOM KOTOPOro CEPBEP MOXET NepejiaBaTh Ha KOHEYHbIE KOMMbHOTEPbI NpaBuna
NOBEJEHYECKOr0 aHanu3a, CTaBUTb HAa KOHTPONb ONPEAENEHHbIE TOYKM CUCTEMbI, 3aJaBaTb PEAKLMK Ha
onpegesieHHble Co0bITUA, @ TaKXe NoyYaTb CTAaTUCTUKY CUCTEMHOR aKTUBHOCTM KOHEYHOTO KOMMbIOTEpA, COGUpaThb,
0606wWwatb ¥ npu Heo6X0AUMOCTM NPeAOCTaBASTb AfMUHUCTPATOPY (aHANUTUKY) BOSMOXHOCTb AMHAMUYECKH ee

0TCNeXmBartb.

PykoBopcTBO aamutuctparopa RT Protect EDR L Prtect
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TexHu4ecku, KNMeHT npepctaBaser co6oi nporpaMMHOe CPeAcTBO, YCTaHaBAMBAEMOE Ha KOMMbOTepe
KOHEYHOr0 N0/b30BaTENS C LK BbIABNEHUS U O0pbObI C BPEAOHOCHBIM 10 1 BO3MOXHbIMM aTakaMu Ha 3TOT
KOMMbHOTE.

B3anmopeicane ¢ cepBepoM NPOMCXOAUT N0 NPOTOKOAY, 3aLLMLLEHHOMY C NOMOLLbIO SSL C npuMeHeHneM

wudpposanus M0CT.

4.2 Apxurextypa arexra Windows
ApxutekTypa areHta CuCTeMbl NPEANONaraerT Haauune CNEefytwWux OCHOBHbIX (DYHKLMOHANbHBIX
KOMMOHEHTOB:
— JpaitBep, paboTatoLuil B peXume sapa CUCTEMbI;
— apaiieep Koutpons USB;
— Cnyx0a, paboTatoLias B pexume nosb3osarens;
— CUCTEMHbIA Tpei (ONLMOHaNbHO).

CxemaTnyHo apxuTeKTypa areHTa npeActaBnexa Ha pucyxke 1.

Jpaiiep
kourposst USB
Moy b KOHTPOJIS
LEJTOCTHOCTH

CHCTeMHbIH
Tpei

Moy Moy

Jpaiisep
areHTa
[ )\

v
Monyns
yIpaBJIeHH s

Moy b 3amu T
(aiinos or
TpOrpaMm-

JipaiiBepoM
xoHTposs USB

1M (POBAJLIIHKOB

Moy
HCIIONHEHUS Moy
KOMAHJI, paoTs ¢
Oy YCHHBIX MeTaJIaHHBIMI

Moy Moy CIIeHKSHNS 32 CKAHHPOBAHHS
cbopa B3aUMOIEHCTBHS COObITHAMH M aHaIm3a
crarneruin | ¢ cepaepom COB | creremmnix aitnos

“OB
Monnrop Ky pHaI0B o geg;qm CT(e
o ° Mounnrop Mounurop
haiinoBoii Momnutop ceti <
peecrpa MPOIECCOB
CHCTEMBI

Pucyxok 1 - Apxutektypa arenta Windows
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4.2.1. @yHKYHH CHCTEMBI CO CTOPOHBI KNHEHTCKOH YaCTH
Knuent OCyLLeCTBAET MOHNTOPUHT CUCTEMHON aKTUBHOCTH C LLENb0 BbIIB/IEHUS BPENOHOCHOIO NOBEAEHUA
cornacCHo npaBunam noBeeH4YeCcKoro aHaimsa, noay4eHHbIM UM OT CEPBEPA. Knuent coﬁwpaeT CTaTUCTUKY CUCTEMHON

aKTUBHOCTY W MEPUOZMYECKH 0TNPABASET €€ Ha CepBep.

4.3 Apxurextypa arenra Linux

AreHT Linux COCTOMT U3 TPEX KOMMOHEHTOB:

1) UcnonHsiemblit MOZYNb — CePBUC System, 3anyCckaeMblit 0T UMeHU cynepnonb3oBatens npu 3arpyske 0C,
Ha3BaHuUe CepBuUCa U UCnoaHseMoro (aina avd;

2) BPF-mopynn — Ha6op BPF-nporpamm, 3arpyxaembiii B a4po 0C no nHMumMaTuBe cepsuca;

3) Moaynb aapa, 3arpyxaercs B 14po 0C no MHMLMaTMBE CepBUCa.

CxematnyHo dPXUTEKTYPa areHTa Linux MpeacraBjieHa Ha pUCyHKe 2.

l

W cnonmusaemslit
moynb avd

BPF-momynu Monyns sapa

Pucynok 2 — Apxutekrypa arenrta Linux

4.4 ApxureKTypa cepBepHOH HacTH

4.4.1. 00wyne cefenns
CepBepHas YacTb CUCTEMBI BKAtOYaeT B ce0s cepsep c6opa cratuctukm, web-cepsep ynpasnetus (backend),
CYBJ, b1, apmuHucTpatuBHblid Moaynb (frontend).
CepsepHas yacTb (yHkuMonupyet nog ynpasnennem 0C cemeitctsa Linux.

ApXuTeKTypa CepBepHOii YacTH CUCTEMbI CXEMATUYHO NPEACTaBAEHA Ha PUCYHKe 3.

PykoBoactBo agmutmctparopa RT Protect EDR L Brtect
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cobbITuA
TTP REST API

-
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L »
spayacr - < D

JaHHble
OT areHTay

cobbiTuA

A
qoz HTTP REST API

daiinbl areHTa/KoHPUrypaLLmm

Pucynok 3 — Apxutektypa cepsepHon yactu «RT Protect EDR»

4.4.2. OyHKYHH CHCTEMBI CO CTOPOHBI CEPBEPHON HACTH
Cepsep npegocTaBsier aAMUHUCTPATOPY BOIMOXHOCTb PErUCTPALLMM areHTOB.
CepBep MPUHUMAET MNOTOK coObITHi, OTNPaBAAEMbIX €My areHtamun, U CTPYKTYpupyer ux C LUENbI0
nocnepytolLero aHaim3a.
Cepsep nmeet agMUHUCTPaTHBHBIA MOayAb (frontend) A9 BU3yanbHOro NpeacTaBaeHns Npoguns arenra,
€ro COCTOAHUS, CTAaTUCTMYECKMX aHHBIX, 0GHAPYXEHHbIX MHLMAEHTOB O€30MacHOCTY 1 APYroi MH(OPMALMK, KOTOPaS

MOXeT ObITb N0/1E3Ha aIMUHKUCTPATOPY AnA Ha0/1t0/1eHNS 3 areHTOM B INHAMUKE.

BaxHo

AIMMHUCTPATUBHDBI MOAYNb CEPBEPA MMEET (hYHKLMM YMPABNEHUS areHTOM — GNOKUPOBKU CETH,

r
L

LJd

0TNPAaBKW CKPUNTA HA BbINOJHEHWUE U APYTOE. MHTep(beVICbI cepsepa no3BosAT aAMUHUCTPATUBHOMY
MOYNI0 Noy4vathb HGOGXOJJMMYIO MH(bOpMaLI,VIIO Ana ee BU3yanbHOro npeacraBieHna U 0TnpaBiTh

KOMdH/bI U NdHHbIE AreHTy.

PykoBoacTBO apMuuncTpatopa RT Protect EDR L Protect
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5.1 TpeGoanna K cpese (hyHKYHOHMPOBAHNS

lporpaMma B KAMEHTCKOR YacTu (areHT) padotaer Ha 32-x U 64-x pa3psgHOR naatopme, HauMHas C

Windows 7, Ha cepsepHbix Bepcusix Windows Server 2008 R2, Windows Server 2012 R2, Windows Server 2016,

Windows Server 2019, a takxe Ha pa3nuynbix Bepcusix OC Linux (Ubuntu 18.04, Ubuntu 20.04.5 LTS ¢ aapom linux-

5.15.0, Ubuntu 22.04, Ubuntu 24.04, Astra SE 1.6, Astra SE 1.7 _x86-64, Astra Linux 1.8, ALT Linux 10, Red 0S 7.3,

Debian GNU/Linux 11 (bullseye) [Linux 5.10.0-19-amd64 x86_64], Debian GNU/Linux 12).

9
LJd

Mpumeyanne

KBA4474419 n KB4490628.

[ns OC Windows 7 an6o Windows Server 2008 R2 gonmxHbl 6bITb YCTaHOBAEHBI NAKeTbl 00HOBIEHHUIA

Ha Bcex Bepcusix Windows 151 koppekTHoi padoTbl arenta EDR TpeGyetca Hanmyme yCtaHOBAEHHOO

komnoHenTa .Net Framework Bepcun 4.5 unm Bbiwe.

Tpe6oBaHus KNNEHTA K annapatype COBMajawT ¢ cootBetcTByrowumu TpeGoBaruamn Windows u Linux.

JlononuutenbHble Tpe6oBaHNS HE NPEAbABASIOTCA.

CepsepHas yactb lporpammbl pabotaer Ha 64-x pa3psaHoi nnatdopme cemeircraa Linux (Ubuntu 20.04.5

LTS). AnnapatHas naatdhopma cepBepa 06eCnequBaeT BO3MOXHOCTb BbIMONHEHUS (DYHKIMOHANbHBIX TPEGOBaHMI,

NPeAbABNSEMbIX K CEpBepy, C YYeTOM TEXHOMOrMM €ero MOCTPOeHus,

0TKa30yCTOHYMBOCTH.

KpUTEpNEB NPOU3BOAMTENbHOCTH W

lporpamma npurofHa Ans ()YHKLLMOHMPOBAHNA HA annapaTHbIX NAAT(OPMaX, yKasaHHbIX B Tabnue 6.

Ta6nuua 6 - MporpaMmHo-annapatHoe obecneyeHune U cpeia (PYHKLUNOHMPOBAHNA

XapakrepucTuku Mnatdopma 1 Mnatdopma 2
(knueHTCKas Yacrb) (cepBepHas yactb)
OnepavuyuoxHas Windows/Linux Linux
cucTema
MuHuManbHble PekomeHayeMmble MuHMManbHble PekomeHayemble
Tpe6oBanus TpeboBaHus Tpe6oBanuna Tpe6oBanus

Mpoweccop Mpoueccop yactoroit 2 | Intel CoreTM 13 Duo He menee 10 Tpu cepaepa ¢ KoHurypawuei

[Tu u BblWe ¢ 3.1GHz nam Ep YacToToi npoueccopa He metee 10 saep

PykoBoacto agmunuctpatopa RT Protect EDR
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XapakrepucTnku Mnardopma 1 Mnatdopma 2

(knueHTCKas YacTb) (cepBepHas YacTb)
NoAAEPXKOR IKBUBANEHTHBIN (C MUHUMYM 2,4 4acToToi MuHUMYM 2,4 Ty ¢
MHCTPYKLMI SSE2 noALepXKoit SSE2) MMy c BO3MOXHOCTbH0 pabotbl B 20
BO3MOXHOCTbIO noTOKOB
pa6otbl B 20
NOTOKOB
OnepaTusHas namsb 176 276 32Ib 64 I'b Ha Kax/0M cepeepe
Xectkuit guck Tpu XeCTKNX LUCKa Ha KaxAbli
(cBoBoaHoe 100 Mb 206 8Tb cepsep no 8 Tb kaxaplit
NPOCTPAHCTBO)

CepsepHas yactb lTporpamMmbl nogaepxuBaet paboty B Gpaysepax, NpeactaBaeHHbIX B Tabauue 7.

Tabnuua 7 - Cnncok nopaepxusaembix 6pay3epos

N° Tun 6paysepa MuHnmanbHas pekomenpyemas Bepcus
n/n
1 Google Chrome Bepcus He Huxe 92.0.4515.107
2 Firefox Browser Bepcua He nuxe 83.0
lMpumeyanne

9
LJd

llporpamma coBMecTMMa C Apyrumu Gpay3epamu, OfHAKO KOppPekTHas paboTa B HMX He
rapauTupyercq. B cnyyae oOpaluexns K cepsepy ynpasfieHus U3 HemoAAepxuBaemoro Opaysepa

PEKOMEHAYETCA OTKAK0YaTh 610kMpoBLLMK peknambl (AdBlock).

BaxHo

Mepen YCTAHOBKOW areHTOB Ha KOHEYHbIX TOYKAX 3alLMLLAeMOAi KOPMOpaTUBHOA MHAPACTPYKTYpbI

9
LJd

HeoOXxoanmo fo0aButb IP-agpeca M [OMEHHbIE MMEHa WCMOMb3yeMbIX B 3TOA KOPMOPATUBHOM
uHdpactpyktype VPN-cepBepoB B CNUCOK CETEBbIX UCKNOYEHNIA (BbIOpaTh TN AeiCTBUA Paspewuntb

(Bcerpa)).

PykoBoactBo agMuimctpatopa RT Protect EDR rotect
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5.2 Ycrarnoska n yganenne
5.2.1. Ycranoska arenra Windows

YC1aHOBLLMK MOAaynaA areHTa noaAaepXnBaeT yCTaHOBKY B pexume KOMAHZHON CTPOKM.
B C/yyae Heo6X0AUMOCTH YCTaHOBKA MOXET ObITb ocywiectjieHa BPY4YHYH0 C MOMOLIbHO 3anyCKa Ha
UCMONIHEHNE YCTAHOBLLMKA HA KOMNbIOTEPE, HA KOTOPOM He00X0AMMO YCTAHOBMTb MOJYNIb ar€HTa. [nq 31010 chepyet

3anucatb (ain ycTaHoBLLMKa Ha HocuTenb uHdopmavmun (USB-Hocutens, CD/DVD).

rg Mpumeyanne
l' _. Arent EDR nocne ycraHoBku peructpupyet ETW-nposaiigep RT Protect EDR uam VR Protect EDR (GUID:
76967044-F243-4ABA-9B87-33D19F23D050). [lnss npocmotpa XypHana HeoOX0AMMO nepedtn B
avpextoputo  Manenb  ynpaBnenus/AgmunnctpupoBanue/llpocmotp  cobbitnit/ XXypHanbl

npunoxenuii n cnyxo6/RT Protect EDR.

YcranoBka AreHTa ¢ noMoLYbI0 HHCTAANATOPA C TPAGHHYECKHM HHTEPheAcoM

WHcTannsumoHHas BEpCUa arexTa npejcraBacHa B BUje C06CTBEHHOTO UHCTAINATOPA.

[Lns ycTaHOBKM HEOOXOAMMO BbINONHUTb CRIEAYHOLLME Wary:
1) Ckavatb HcTannstop nocneaHed epcun M0 ¢ cepeepa NPeAnpPUSTUS-U3TOTOBUTENS.

2) 3anycTuTb NPOLLECC YCTaHOBKM ABOAHBIM KIMKOM N0 UHCTAnNATopy. OTKPOETCS OKHO, NPEeACTaBNEHHOE Ha

puCyHke 4.

w9
La
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ﬁ! Yeranoswmk nporpammel Arent RT Protect EDR 2.0.101.2589 ke

9
AreHT RT Protect EDR L

Pewerwe RT Protect EDR npegHasHayeHo ANA 3alWTel KOMNaHWA 0T BpeAgHOCHOrD
MporpamMMHOro oGeCrEYeHIA, BKMYAA MSEECTHRIE YTPO36l W Yrpossl "Hynesoro™ OHA.
Kpome toro, RT Protect EDR npegocTtasnseT cpeacTsa obHapyXeHUA, M3y4EHIA 1
MpOTMEOASACTENA BPEA0HOCHOA SKTMBHOCT ANA Gopbbl CO CNOXHBIMK YTPOSaMA 1
LieNESHaMPEBNEHHEIMK 3TaKaM1 Ha KOMMaHAW.

Ina yckopeHua YCTaHOBKM PEKOMEHAYETCA S3KPHITL BCE MNPOrPaMMB.

[na ycTaHoBKK NpOrpaMMe! SaMoNHMTE NONA GOPMB HUKE W HAXMWTE KHOMKY “YCTaHoBMTE .

ID knmeHTa | | [] Touka soccTaHoEneHMa

Cepeep | e ||443 |

CeeneHiA o cyllecTBYIOWEN YCTaHOBKE

Token: d53a"*

1D knnera: 8db5™"
Cepeep: 192.168.113.7:443
MNQ: He ycTanoBneHo

Omena YeranoBuTs

Pucynok 4 — OkHo ycraHoBku lporpammbl

3) 3anonHutb none ID knneHTa (He MeHee 8 CMBONOB) ¥ afpec cepsepa. ID KneHTa MOXHO yBUAETD Ha
cepBepe ynpasnenus B pasgene Jinyensus/Mudopmanus o nuueHsmm.

4) ﬂpl/l Heo6X0ANMOCTH CO3[aHNS TOYKM BOCCTAHOB/IEHMS cnepyer noctaBuTb (pﬂa)KOK B CTpokKe Touka

BOCCTAHOBJICHMA.

5) HaxaTb kHOMKY YCTaHOBUTD, NOCE Yero nosiButcs 0kHo HHAeKkcupoBaHue dainos (puc. b).

WHaekcnpoeanne daince X

BononHaeTcA MHAEKCUMPOBAHWE CUCTEMHLIC Pafnos .

DﬁHHblm 3Tan YyCTaHOBKKW HE ABNAETCAH OSHSaTe]'IbeIM, HO NOZE0NAST NOBEICHTE
MPOM3E0IMTENEHOCTE YCTAHSENWESEMON NPorpaMMbl B A3 NbHERWEM.

PexomeHmyeTCR 00X 0ATECA 33BEPWEHWA MHLEKCHPOBAHUA.

OBpaboTtaHo 451z 1228 dainos

MponycTs

Pucynok 5 - loaTBepxpeHne yCTaHOBKH

PykoBogcTBo agmunuctpatopa RT Protect EDR
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lpumeyanne
9

LJ Jtan WUHACKCUPOBAHMA  NO3BOJIAET  YNYYILINTL  NPOU3BOJUTENLHOCTD (haiinoBoi  cucTemsl,

pekoMeHayeTCca AOXKUAaTbCA 3aBEPLLIEHNA 3TOT0 3Tana NP YyCTaHOBKE areHta.

6) Mocne OKOHYaHMA NPOLLECca YCTaHOBKM NOSBUTCS MH(OPMALMOHHOE OKHO (puc. 6).

Pewetme RT Protect EDR npegrasHaYeHo ANA SamThl KOMNaHWA 0T 5PEA0H0CHOro
MPOrpaMMHOro 0GECMEYEHA, BKMICYaA HIBECTHBIE YTPO36] M YTPossl "HyNesoro™ oHA.
Kpome Toro, RT Protect EDR npenocTasnAeT cpencTea o6HAPYKEHMA, H3YYSHHR 1

npo’ i0fi @K TMBHOCTM ANA Gopbis CO CoXHBIMK yrposamMi 1
Wnperciposanng  UEEHEMPABIEHHEIMM ATaKAMA HE KOMMTaHHA

Bomonn al [n ycraroskn| VIHGopMaLma X franosnms".

HakHeii 37an yer A npuHymal
NPOMSBORATENEHE

lansHocT™
o ¥CTaHOBKA MPOTPaMMEl YINEWHO 3ABEPWEHA,
Pexomenayetcr i IP-anpec cepeef

OBpaBoTaHo 451 I ¢

Token: 534

l | |P-anpec cepeepa: 192.168.113.7
| MO: He ycTaHoBNEHO

Ommetia YcraHosuts

—

PucyHok 6 - lpouecc ycraHoBKK

7) Haxarb kronky OK.

8) Mocne 3aBepiueHus BCex NPOLEAYP YCTAHOBKM B MPABOM Yy KpaHa B CUCTEMHOM Tpee MosiBUTCS

MKOHKA YCTaHOBNIEHHOrO arenTta (puc. 7).

lpumeyanne
9

L_. Mocne 3aBeplenust yctaHoBkM Ha fgucke C B nanke Program Files co3gaercs nanka PT-

HudopmaumnonHas 6esonacHoctb\AreHT RT Protect EDR\.

Arent yeegomnennid RT Protect EDR, eepcwa 2.0.100.2213
Pexum paBoThl; Bepudiykama

CeTh: HET M30NRLMM | CEpEEp AOCTYNEH

AnanuTika nonydeda: 01.02.2022 14:56

L°J

: S : e 14:58
KW CHer  “™ E_J @ dx PYC 01.02.2022 L‘_"l

Pucynok 7 - UkoHka ycTaHoBneHHoro aredta EDR
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9) Mocne nepBoHayaNbHOM YCTAHOBKM areHta ero HeoOxoaumo Bepuuumposatb. Onepaumus LOCTYNHa
TO/IbKO M0JIb30BATeNIAM CUCTEMbI C POAbl0 «AgmuHuCTpaTop». [locie Bepudukauum areHta B Tpee NOSBMUTCS

C006LLEeHNe, NPEACTABNEHHOE Ha PUCYHKe 8.

Arent ysepomnenuit RT Protect EDR, sepcua 2.0.100.2213
Pexum paboTer 3aumra
ll Cetb: HET UsonAUWMK | CEpeep AOCTyNEH

Ananutuka nonydena: 01.02.2022 15:05
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Pucynok 8 — AreHt BepucpuumpoBaH

YcranoBka arenra ¢ TTOMOLYbIO HHCTANINIATOPA B PEXHME KOMAHSHOMA C TPOKH

YCTaHOBKA areHta C MOMOLLbH0 MHCTanAsTopa setup.exe 0CyWECTBAAETCS MONb30BATENEM C NpaBamy
aAMUHNCTPATOpA.

TUNMYHbIE ONEepaLyMu M COOTBETCTBYHOLME UM KOMOMHALMM KOMAHAHbIX CTPOK:

1) NepBoHauanbHas yCTaHOBKa areHTa B Silent-pexume ¢ MHAEKCUpOBaHUEM (haitnos:

Setup /noUl /server=192.168.71.77:5000 /customerld=12345678

2) NepBoHayanbHas yCTaHOBKa areHTa B silent-pexuMe ¢ NponyckoM 3Tana MHAEKCUMPOBaHMS (haitnos:

Setup /noUl /skiplndexing /server=192.168.77.77:5000 /customerld=12345678

[lns pa3pelenns nepesarpy3ku (B ciyyae HeobxogumocTu) 6e3 3anpoca Moab30BaTeNs AOMYCKAETCA
yka3atb napametp /canReboot.

B napamerpe customerld yka3biBaeTcs AEACTBUTENbHDBIA KOS KANEHTA U3 INLEH3NM.

3) 0GHOB/IEHNE YCTAHOB/IEHHOTO areHTa:

Setup /noUl /update

r CoBer

() Komanpa Setup /noUl /update, 3anyuienHas u3 kataora, B KOTOPOM HaxOAUTCA YCTaHOBOUHbIA (haitn

TEKYLLEro arenta, No3BoNseT nepe3anyciutb Cyxoy.

4) 06HOBNEHME YCTAHOB/IEHHOrO areHTa ¢ nepesarpy3koi:
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Setup /noUl /updatesafe /canReboot
5) 06HoBAEHNe endpoint-cepsepa:

Setup /noUl /update /server=192.168.71.77:5000

B napametpe /server yka3biBaeTcs endpoint cepsepa (Ronyckaetcs He yka3biBatb Homep nopta). Ecm
Tpebyetcst 06HOBUTL TONbKO MOPT, TO BMECTO IP-afipeca cepeepa [ONYCKaeTCs ykasbiBaTb CUMBON *

(npumep: /server=":5000).

6) 06HOBNEHNE MAEHTU(INKATOPA KINEHT:

Setup /noUl /update /customerld=12345678

UHTepdheitc KoMaHAHOA CTPOKM MPOTPAMMBbI YCTAHOBKM areHTa:

— InoUl - 3anyck nporpamMbl yCTaHOBKM 0e3 NoKa3a Nob30BaTeNbCKOro MHTEpQenca;

— IcanReboot — pa3pelwenne nepesarpy3kiu 6€3 3anpoca K no/b30BaTENHO (€CM Nepe3arpy3ka Tpedyercs);

— [skipIndexing — nponyck 37ana ycTaHOBKM, CBA3AHHOIO C MHAEKCMPOBaHUEM (aiinos;

— lupdate — pexum «0BHOBNEHME Ha NeTy»;

— lupdatesafe — pexum «06HOBAEHKE C Nepe3arpy3Koiy;

— [server — eHTUDUKALMS CEPBEPHON YacTy;

— [customerld — naeHTM(INKATOP KNNEHTA (BbILAETCS BMECTE C IMLLEH3MEN);

— [restore_point — co3aaHue TOUKN BOCCTAHOBNIEHUS;

— [no_driver — pexum «06€3 3aluTbly;

— /no_proxy — pexum YCTaHOBKM areHTa, Npu KOTOPOM He WMCMONb3YHTCA CUCTEMHblE HACTPOKN
MPOKCUPOBAHMS CETEBOrO Tpahuka Npu B3aMMOLEACTBUN C CEPBEPOM;

— [tray=[<YpoBeHb>] — ynpaBNeHNe 3HAYKOM 1 YBELOMNEHUSIMM B TPEeE.

YpoBHK ynpaBneHus yBeOMAEHUSIMU B Tpee:

0 — HeT 3HauKa B Tpee, yBeOMAEHMS He BbIBOAATCS;

1— eCTb 3HA40K, YBELOMNEHNS HEe BbIBOASATCS;

2 — eCTb 3HAYOK, NOKa3bIBATh TONIbKO KpUTU4eCKne yseioMJIeHMA,
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3 — eCTb 3HAY0K, NOKa3bIBaTh BCE YBEAOMNEHUA.

Mpumep 3anucu: /tray 0 — ycraHoBKa arenta 6e3 3Hauka B Tpee 1 6e3 BbIBOAA YBEAOMAEHUI.

5.2.2. Ycranoska arenra Linux
YcTaHoBKa arenta B 0nepaLMoHHoi cucteme Linux noaaepxuBaetcs B CEAYIOLMX CUCTEMAX:
1) Astra SE 1.6;

2) Astra SE 1.7 (nognepxuaembie sapa):
— 5.10.142-1-generic;
— 5.15.0-33-generic;
— 5.4.0-110-generic;
— 5.4.0-54-generic.
3) Astra Linux 1.8;

4) Debian 11:
—5.10.0-19-amd64;
5) Debian 12;

6) Ubuntu 20.04:

— 5.15.0-67-generic;
— 5.15.0-69-generic;
— 5.15.0-70-generic;
— 5.15.0-71-generic;
— 5.15.0-72-generic;
— 5.4.0-137-generic;
— 5.4.0-139-generic;
— 5.4.0-148-generic.
7) Ubuntu 22.04:

— 5.19.0-41-generic
8) Ubuntu 24.04;

9) Red0s7.3:
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— 5.10.29-3.¢l7.x86_64

10) ALT Linux 10.

Aunctpn6ytus Arenta EDR nog Linux npefcrasneH B Buge Ciegytowux nakeTos:
— deb-naker;

— rpm-naker.

Arent EDR B hopmarte deb-naketa, paccuutaH Ha ycraHoBky B cnegytowwmx 0C:
— Ubuntu 20.04;

— Ubuntu 22.04;

— Ubuntu 24.04;

— Debian GNU/Linux 11;

— Debian 12;

— Astra SE 1.6 _x86-64;

— Astra SE1.7 _x86-64;

— Astra Linux 1.8.

Arent EDR B (hopmarte rpm-nakera, paccuntaH Ha yctaHoBky B cregyrotwmx 0C:
—Red 057.3;

— ALT Linux 10.

061yne cBegexns

[inq paboTbl arenta TpebytoTca CepyroLue nakebl (60bLUas YaCTb U3 HUX BXOAMT B COCTaB 633080 YaCTH
0C):

1) libbrotli1 (>=0.6.0);

2) libeb (>=2.22);

3) libcurl3-gnutls (>=7.16.3);

4) libelf1 (>=0.131);

5) libev4 (>=1:4.04);

6) libgce-s1(>=3.0);

1) libjanssond (>= 2.1);
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8) libprocps8 (>= 2:3.3.16-1);
9) libsqlite3-0 (>=3.5.9);

10) libssl1.1(>=1.1.0);

1) libstdc++6 (>=7);

12) libuuid1 (>= 2.16);

13) zliblg (>=1:1.1.4).

Mopsgok ycraHoBku

1) YcraHoBuTb NakeTbl U3 3aBUCUMOCTER, BbINOAHKB B TepmuHane B 0C (Ubuntu/ Debian/Astra) cnegytowyto

KOMaHpy:

sudo apt install libbrotli1 libcurl3-gnutls libelf1\ libev4 libjansson4 libsglite3-0 \libssI1.1 libuuid1 zlib1g

[ns 3naumntenbHoi yactu OC (Debian, Ubuntu) gocratoyno Beectin komanay sudo apt install libev4

2) MepeiiTn B AMPEKTOPUIO C PACNAKOBAHHbIM apXMBOM UHCTAANSTOPA, HANPUMEP, BbINOAHUTL KOMAHAY:

cd 3arpy3ku

3) Ycranosutb deb-naker arenta EDR B OC (Ubuntu/Debian/Astra), BbInoAHUB B TepMUHaNe CleAyHOLLYIO

KOMaHJy:

sudo dpkg -i avd_1.0.0_amd64.deb (noacTaButh TeKyLLyH0 BEPCHIO arenTa)

Y106b1 8 OC Debian 3anyctutb ycTaHOBKY 0T N0/1b30BaTeNs, ero Heo6x04MMO BHeCTH B thaitn sudoers.

MoApoOHasH MHCTPYKLMS HAXOAMUTCA N0 CChINKE.

rA
LJ
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https://dzen.ru/a/ZZkrtznG4kyLgO7j

4) [inq ycranoku naketo u3 3asucumocteit B OC Red 0S 7.3 B TepMuHane BbINOHUTL CleaylolLmue

KOMaHJbI:

sudo yum -y install jansson
sudo yum -y install libev

5) Ycranosutb rpm-naker arenta EDR 8 OC ReD 0S 7.3, BbINONHKMB B TepMUHANE CNIEAYIOLLYI0 KOMAHAY:

sudo rpm -U avd-1.3.0-redos.x86_64.rpm (noactaBuTb TekyLLy BEPCHIO areHTa)

NepBas Hactpoiika
Yka3aTtb B KOH(burypaunonHom (haitne /opt/avd/etc/avd.conf aktyanbHoe 3Hauexue pnsi customerld, a
Takxe appec cepsepa EDR — Bmecto localhost yka3atb IP-aapec uan JoMeHHOe uMs cepBepa, Hanpumep:
customerld=9e391e34f921fade
http {

server=edr.vr-protect.ru

J

BMecTo MMeHM MOXHO YKa3aTb aapec cepsepa:
server=192.168.1.1
[eHepauns TOKEHa BbINONHAETC areHTOM aBTOMATUYECKN NPN NEPBOM 3aMyCKe, OJHAKO TOKEH MOXHO

3aiaTb NPUHYLUTENbHO, YKa3aB B KOH(MTYpaLMOHHOM (hailne ero 3HaueHue B (hopmare: token=...

Y106b1 B8 OC Ubuntu nnu Debian 0TKpbITb KOH(MIypaLmoHHbIiA (ain ¢ npasamu root, Heo6X04MMO
BBecTn komaHzy SUDO_EDITOR=gedit sudoedit /opt/avd/etc/avd.conf
Y100b1 0TKpbITH B Pe0C KOH(MrypaLmMoHHbIin (haitn ¢ npaBamu root, He0OXOANMO BBECTH KOMaHAY

sudo mc.
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Mocne HaCTPOMKM KOH(MIypaLMOHHOrO (haitna HeoOXOAMMO 3anyCTUTb CEPBUC areHta, BbINOAHUB B
TepMUHaze CNEAYHOLLYI0 KOMaHAY:
sudo systemctl start avd
B nanbHeiwem cepsuc Gyaer craptoBatb aBToMatyecki npu 3anycke 0C.
locne ycnewHoi YCTAHOBKM areHT NosIBUTCS B CNUCKe Bepudukaumn Ha cepsepe EDR.

Mocne ycraHosku DEB-naketa B cucreme nosisutcs systemd-cepsuc avd.

H3meHeHne napameTpoB KOHGHIYPALHOHHOI0 Ghana nocse 3amycKa CePBHCa NPH YKA3AHHH OLUHOO0YHON HHEhopMaL K

[N u3MeHeHns napameTpoB B KOH(IMIYPaLMOHHOM (hailfie Mpu yxe BKNYEHHOM CepBuce Cnepyer
BbINOJIHATL CNEAYHOLLME feACTBHA:

1. OTKNIOYNTD 3aLLUTY OT OCTAHOBKU CEPBUCA, BbIMOHUB CEAYIOLLYI0 KOMAHAY B TEPMUHANE:

sudo /opt/avd/shin/avd --password

2. 0cTaHOBMTb CEPBHC, BbINONHUB KOMAHAY:

sudo systemctl stop avd

3.MonpaenTb KOH(MrypaLMOHHbIA (haitn (naHHoe AeircTBUE MOXHO BbinoaHMTL B OC Red 0S, Hanpumep,
BbINOHUB KOMAHAY:

sudo pluma /opt/avd/etc/avd.conf .

3. 3anyctuTb CepBUC, BLINOIHNB KOMAHLY:

sudo systemctl start avd

YcranoBka arenra B OC ALT Linux 10

1) OTKPbITb TEPMUHAN U BLINOAHUTD KOMAHAY SU —
2) YC1aHoBHTb NaKeTbl U3 3aBUCUMOCTE, BbIMOJIHUB KOMAHAbI:

epm install libcurl.s0.4
epm install libev.so.4
3) PacnakoBatb apxuB C HCTANNSATOPOM B (haiinoBOM MeHemxepe i Haxatb ITKM Ha rpm-nakerte, nocne

yero BblGpaTh NYHKT OTKpPbITL B YcTaHoBKa RPM;
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4) YcranoButb rppm-naker,

5) U3MEHMTb € NOMOLWBI0 KOMaHAbI MC (BOMKHA 3amyckatbCs OT root) KOH(UrypawMoHHbIA ain

Jopt/avd/etc/avd.conf B Tepmutane, yka3as IP-agpec cepsepa EDR Bmecto localhost;

6) 3anyctutb CnyxOy areHTa ¢ NOMOLLbI0 KOMaHAbI Systemctl start avd (nomkHa 3anyckaTbes o1 root).

5.2.3. Toyka BoccranoBnexns OC, CO34AHHAS NPH YCTAHOBKE AreHTa
Mepen CO3AaHMEM TOUYKM BOCCTAHOBEHMS NPK YCTAHOBKE areHTa Heo6xoanmo y6eauntbes, 4to cayxoa VSS
BK/IH0YEHA, @ 3aJaHHblii 00bEM ANCKOBOr0 NPOCTPAHCTBA AN1A TOYEK BOCCTAHOBIEHUS JOCTATOUEH 1S COXPaHEeHUs

BCEX CyLLECTBYHOLLNX U CO3aBAaEMOi TOUEK BOCCTAHOB/IEHMS.

T lMpumeyanne
l._l Touka BOCCTAHOBNIEHUS — CnewuunanbHas (yHkuns B onepauuoxHoin cucteme Windows, Kotopast
M03BONSIET COXPAHUTL TekyliMe HACcTpoiKkM Kommbrotepa. [locne BbINONHEHUs 3TOA onepauyu
nosib3oBatesib CMoxeT 6e3 0co60ro TPyAa BEpHYTbCA K paboyemy COCTOSHMKO YCTPOMCTBA MoC/e

NOSIBNEHNS HeNONA0K Uu 605 B paboTe CUCTEMDI.

Ecim npu yctaHoBke areHTa Oblfia C034aHa TOYKA BOCCTAHOB/EHNUS, TO ANS BOCCTAHOBNEHUS COCTOSIHUA
CUCTEMbI B COCTOSIHME, MpeALWeCTBYHOLIee YCTaHOBKE areHTa, Clefyer Npou3BecTH cnefyrouine Ledcteus (B
3aBucumocti o1 Bepcun Windows wwarv MoryT 0T1M4aTbCs, NpUBEAEHa nocaeoBaTeNbHOCTb aeicteuit g Windows
10):

1) Haxatb npaBoi kHOMKOW Mblwm Ha MeHto Tlyck w 3aitth B pasgen Cucrema. OTKPbIBAETCS OKHO
Mapamerpbl.

2) B o6nactn ConytcrBytowmne napamMeTpbl OTKPbITh pa3fen 3alumra CHCTEMbI.

3) B otKpbIBLEMCs okHe CBOMCTBA CUCTEMBI HaXaTb KHONKY BOCCTAaHOBUTD.

4) B oTkpbiBLIEMCS OKHE BocctaHOBNEHME cMCTeMbl NMOCTaBuTb qar 41s KHOMKKM BbiOopa Bbibpatb

APYryH0 TOUKY BOCCTaHOBAEHHS. OTKPOETCA OKHO, NPeCTaBNEHHOE Ha pUCYHKe 9.
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#® Boccranosnerue cucremer

BOCCTaHOBNEHHE KOMNBIOTEPa A0 NPEALIAYILErD COCTOAHHA lﬁy

Texywult yacosoii nosic: GMT+3:00

fata v spens Onncanue Tun
09.02.2023 15:10:03 AreHT RT Protect EDR. 2.0.101.2546 YcTarosKa

Mowcx 3aTparBaeNbIX nporparm

Hanee > OTMena

Pucynok 9 — Touka BOCCTAHOB/I@HNA CUCTEMDI

5) BbiOpaTb TOYKY BOCCTAHOBNIEHUS, CO3AAHHYI0 NPH yCTaHoBKe areHta EDR, BbigenuB COOTBETCTBYHOLLYHO

CTPOYKY M3 CUCKa. [1osBUTCA OKHO, NPefCcTaBaeHHoe Ha pucyHke 10.

#® Boccranosnenne cncremb

MoaTBEpXAeHWE TOUKM BOCCTAHOBNEHWA

Ha KoMnstoTepe BOCCTaHABNWEAETCH COCTORHNE, KOTOpoE
NPEAWECTEOBAN0 CODBITHID, YKa3aHHOMY B MPHEEAEHHOM HIDKE None
"Ommcanme”,

Bpems: 09.02.2023 15:10:03 (GMT+3:00)
Onmcarme: Yeranoska: Arent RT Protect EDR 2.0.101.2546
Auoar: NokaneHetit auck (C:) (CucTema)

Ecnmn Bel HeaaBHo MeHAnK napone Windows, pekomMeHaYeM BaM (030aTe
anck ciipaca napons,

UTofibl USMEHEHWS BCTYTMIK B CUITY, KoMMboTEp BYReT nepesarpykeH.
Mperkae YeM NPONOTHHTE, CONPaHMTE BCE OTKPLITHIE hainkl
33KPOIATE BCE NPOrpaMMel.

< Hasan OTmeHa

PucyHok 10 — MopTBEpXAECHNE TOUKN BOCCTAHOBNICHNSA
6) MoaTeepauTb feiicTBIe, HaXaB KHONKY [oTOBO.

5.2.4. Hpentnghnkayns arenra

3anpocbl OT areHta, NOCbIIAEMbIe HA CepBep, COAEPXaT B Tene COOOLLEHNA WMAEHTU(IMKATOP areHTa.
Kaxzblit 3anpoc o1 arenta copepxut napametp token. 3tot napamerp nepegaercs kak query-napametp URL. Ecau

token He Oyaer nepeaaH uan BepuduLMUpoOBaH CEPBEPOM, TO TaKOR 3anpoc OYAET OTKIOHEH C OLIMOKOM.
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TokeH npepnctaBasier 000/ CNyyaiHyt0 CTPOKY C NPON3BO/bHLIM HabopoM cuMBOMOB. B [porpamme
NpeayCMOTPEHa peann3aLinsg YHUKaNbHOCTH TOKEHOB 19 areHTOB, T0 eCTb CYLLECTBOBAHUE areHTOB C 0AMHAKOBLIMY
TOKEHaMM HEBO3MOXHO.

UneHtnpnkatop no3sonsieT cepeepy (BSi3aThb areHra ¢ coObituem B 0as3e fJaHHbiX. [lo  dakry,
MAEHTUMKATOP BbICTYNAET KaK noe B TabnuLe CoObITHit, N0 KOTOPOMY CTPOMTCS MHAEKC.

Bmecre ngeHtndpmkatop 1 TokeH 00pasytoT napy, CXOXYH0 C KOHLENLMeRn «10ruH 1 naposib», 0fHaKo, 6onee
CTPOryH0, TaK KaK OfIMHAKOBbIE «Napou» (TOKEHbI) He LONYCKAKOTCS AaXe A5 Pa3HbIX «IOrMHOB» (MAEHTU(UKATOPOB).
[Py 3T0M MAEHTU(INKATOP areHTa He IBNAETCA YyBCTBUTE/ILHOM MHAOPMaLLMeR. Takum 06pa3oM, BCE TeN0 CO06LLEHN

MOXeT GbITb NepeaHo Ast aHanu3a LoBepeHHoMy nuy/liporpaMme, 1 370 He PacKpoeT TOKEHOB A0CTYNa.

5.2.5. Ypanenune arenra Windows

YaaneHue arexta ¢ KOHEYHOR TOUKU MOXHO NPON3BECTH CNIeAYIOLLUMMI CnOCoOamu:

1) C nomowwbto nporpammbl AenHcrannstopa uninstall.exe, Kotopast HaXoANTCA B AupekTopun Program
Files/PT-uHcpopmavmonnasn 6esonacHoctb/Agent_RT_Protect_EDR;

2) WiratHbiM cnocoGom yaanenus nporpamm yepe3 npunoxexune Windows (Maxens ynpasnenus/ycraHoska
W yoanexue nporpamm);

3) B pexume KOMaHZHOR CTPOKM, HAOPaB KOMaHAbI:

— Uninstall /noUl — 3anyck yaanexus Mporpammbl 663 nokasa noab30BaTENbCKOT0 MHTEP(ENCa;

— Uninstall /noUl /canReboot — 3anyck yaanenus lporpammbl 6€3 nokasa noAb30BaTebCKOro MHTEpdeica

W pa3peLleHuem nepesarpysku 6e3 3anpoca K no/b30Baresio.

T lMpumeyanne
l"l AreHT yCTaHaB/IMBAETCA MO YMOYAHMIO C BbIK/IKOYEHHON ONLMERN NAPOJbHOM 3aLUMUTbI OT YAaNeHUs.
Ecnm naHHas onuus Obina BKNKOYEHA C cepsepa, 10 ang ynaneHud aredta Heo0xoanuMo 6yﬂ,6T BBECTH
TOKEH And yaanenus, C03p,aHHbIl7I B ﬂporpamme aBTOMaTHyeckn. TokeH YAANeHNs MOXHO YBUJETb K

CKONMPOBATb Ha CTPAHULE areHTa Ha CcepBepe ynpaBneHus.

PykoBozcTBO afiMuimcTpatopa RT Protect EDR otect
Bepcus 1.0.23 or 14 okra6ps 2024 3 5

w9
La
vo




5.2.6. Yaanenne arenta Linux

Mepepn ynanexuem M0 arenta HeoOX04MMO NPeaBAPUTESIbHO NPEABLSBUTL Naposb, 3aAaHHbIA HA cepaepe
(€CM BKKOYEH PeXuM 3aLuTbl OT yaaneHus).

BbinonHAeTCs 370 C NOMOLLHH0 KOMAHLbI:

sudo /opt/avd/shin/avd --password

['ne BMecTo password Heo6Xxo4MMO BBECTH Naposb 3aLLUTbI OT YAANEHNA U HaxaTb Enter. Ecam naposb He
Obl1 3a/1aH, He06X04MMO BBECTU NyCTOM naponb (Enter).

Mpu ycnewHom npegbsBaeHun Napoas 0TCYTCTBYIOT Kakue-1nmoo coobLieHus, npu owmnOKe npesbsBieHus
napons, Hanpumep, eCu OH HeBEpeH, T0 GyAeT BbIBEAEHO B KOHCO/b COOTBETCTBYHOLLEE COOOLLEHHE.

Mocne T0ro kak naposb NPeabSBIEH YCNELWHO, MOXHO BbINOAHUTL yaanerue 10 arenta ¢ MCNonbL30BaHUEM
LUTATHBIX NPOLLEAYP, NpeaycmMoTpeHHbIx B OC.

Hanpumep, ana yaanenus arenta (B8 OC Astra Linux) ¢ KOHEYHOR TOYKM MOXHO HabpaTb B TepMuHane
KOMaHAy:

sudo dpkg -r avd

[ns ynanenus arenta (8 0C RED 0S) ¢ KoHe4HO# TOUKM MOXHO HabpaTb B TEDMUHANE KOMAHAY:

«sudo rpm —e avd»

5.2.7. 06wne cBefeHNSA H HHCTPYKLHSA N0 YCTAHOBKe cepBepHoi Yactu RT Protect EDR Ha nokanbHoM cepepe

CncremHble TpeGoOBaHNS

[ins yctaHoBKw cepaepHoit YacTv [lporpammbl TpeOyeTcs COON0AEHNE CUCTEMHBIX TPEOOBAHMIM, YKa3aHHbIX
B nyHKTe 5.1.

B KayecTBe onepawyoHHOR CUCTEMBI LONXEH BbICTynuTb ZucTpuoyus Linux Ubuntu sepcun 20.04 unm Astra

Linux SE1.7.

logroroBka okpyxenns

[ins pa3septbiBaHns cepeepa EDR HeoOxogum APM ¢ yCTaHOBAEHHbIM Ha HeM MPOrpaMMHbIM
o0ecneyenunem:

— Python (He Huxe Bepcun 3.10.0) [ycTaHoBKa

— Ansible (He Huxe Bepcuu 5.7.1) [ycTaHoBKa
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https://www.python.org/downloads/
https://docs.ansible.com/ansible/latest/installation_guide/intro_installation.html#installing-and-upgrading-ansible-with-pip

Heobxoaumo Hactpoutb goctyn Ha cepsep (Docker-xocr) no SSH. YaaneHHOMy no/sb30BaTeNto JOMKHbI
ObiTb NpefocTaBenbl npasa sudo (uan root-nonb3osartens). [ng yao6crea ucnonb3oBanns Ansible Heo6XoanMo
[00aBNTb CBOW OTKPbITbIA SSH-KMKOY Ha CepBepe, B NPOTUBHOM Cy4ae MOXeT nOTpe00BaThCs YCTAHOBKA
[LONOHUTESILHOM YTUAUTLI SShpass.

[lanee HeoOXxo4MMO NPOBEPUTL, YTO C Cepepa ectb foctyn K peectpy Docker-06pa3o. (http://docker.rt-

protect.ru/) n ectb goctyn B MHTEpHET (N9 yCTaHOBKK deb-nakeTos).

Co3ganne KoHGbHrypaynn cepsepa
Y100b1 CO3AaTb KOHGUIYpALUMKO CepBepa, Heo0X0AMMO KNOHNPOBaTh peno3utopuit Ha APM, Ha koTopoMm

pa3sopauuBaetcs cepsep EDR, nepeias no ccoinke https://minio.rt-protect.ru/buckets/edr/browse nu6o no ccbinke

(https://gitlab.vr-protect.ru/edr-backend/edr-deploy). [anee Heo6xoauMo nepedth B KOpeHb penosutopus edr-

deploy. Ctpyktypa Katan0roB npefctaBieHa Ha pucyHke 11.

. (edr-deploy)

— README . md
[— compose-files
f— docker-compose.external-es.yml
b— docker-compose.yml
f— env.external-es.j2
— env.j2
— config
— default
f— config.yml
|— docker-compose.override. yml
f— server.crt

f— server.htpasswd
L— server.key

— edr-install.yml

— edr-update.yml

Pucynok 11 - Crpykrypa karanoros peno3sutopus edr-deploy

B katanore config xpausitca koHdurypauun cepsepos. Ciofa Heo6x04uMo [006aBUTb CBOK HOBYHO
KoH(urypaumto. HeoGxoaumo 00paTUTb BHUMAHKME Ha TO, 4TO Katanor config He 0TCNeXnBAETCS TMTOM (3anucaH B
.gitignore) (kpome nopkatanora default), nostomy MoxHo G6e3 orpaHuyeHnit [06aBASTb COGCTBEHHbIE
KOH(pUrypaLmuu B Nt06OM KONMMYECTBE W HE 0MAcaTbCs TOr0, YTO YYBCTBUTE/IbHbIE AaHHbIE U3 HUX NONAAYT B 0OLLMiA

PenosnTopuid.
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https://www.digitalocean.com/community/tutorials/how-to-configure-ssh-key-based-authentication-on-a-linux-server-ru
http://docker.rt-protect.ru/
http://docker.rt-protect.ru/
https://minio.rt-protect.ru/buckets/edr/browse
https://gitlab.vr-protect.ru/edr-backend/edr-deploy

MpaBuabHLIM NOAXOAOM OyaeT fepxaTb BCe KOH(Mrypauuu B OJHOM Mecte — B katanore config B

COOTBETCTBYHOLLMX NOAKaTas0raX. Takum 06pa3oM MOXHO OZHOBPEMEHHO YNPaBASTb HECKONbKUMM KOHAUTYpaLMsIMM

cepsepos. [lns yno6cTBa Nyyllie MMEHOBATh NMOAKATanoru, Hanpumep, no IP-agpecy cepsepa uan fomeHy. Torna

CTPYKTypa Katasora config co BpeMeHeM NPUMET BUf, Kak YKa3aHo Ha pucyHke 12.

{config)

=
o
=]

.168.113.68
config.yml

server.key
92.168.113.7

config.yml
server.crt
server.key

default
|— config.yml

I N B

= server.crt

— server.key

docker-compose.override. yml

docker-compose.override.yml

server.htpasswd

|— docker-compose.override.yml

= server.htpasswd

<- KaTanor He OTCAEXMEASTCA FWTOM, XPEHMTCA TONBKO Ha BaWeM KOMMoHTEpe

<- KBTE&NOT He OTCAEKHBEETCA TWTOM, XPAHMTCA TONBKD HE BallEM KOMNBHTEpe

PucyHok 12 - Crpykrypa katanora config

Ha pucyHke MOXHO yBUAETb fiIBE ONONHUTENbHbIE KOHUTYPaLMHM (TOMUMO KOHAUTYPALMM 110 YMONUAHHUIO):

ans cepsepa 192.168.113.60 u ans cepsepa 192.168.113.7.

[lanee Heo0XoAuMO C034aTb CBOA MOAKaTanor B katanore config M CkomupoBath B HEro COAEPXMMoe

katanora config/default (puc. 13).

config
docker

sServer

SEerver.

Server.

Lyml

crt
key
Lhipasswd

- HACTPOAKM KOHDMMYDELHK
-compose.override.yml -

compose-pain, OSST SOSMOKHOCTE: NEPSONPESENWMTE OCHOBHOM Composs-(Ekn HE VDPOBHE OTASNEHOA KOHG

- OTKpsITHIF CEpTUOMKAT CepEepa B gopmaTe PEM
- SAKpuITHE KNHY CepTHRWKaTa & gopmaTte PEM

- ¢$ain htpasswd (https://httpd.apache.org/docs/2.4/programs/htpasswd.html).

Pucyrok 13 - Hactpoiiku katanora config no ymon4yauuio

[lanee Heo6X0AMMO HACTPOMTL COAEPXUMOE Kaxaoro (aina Tak, Kak Tpebyercs (kpome (paitna

server.htpasswd). B caitne config.yml copepxatcs Bce ZOCTYMHble HACTPOMKK, BKAOYAA BEPCUN KOMMOHEHTOB

CMCTEMbI M CEKPETbI CePBUCOB (Secrets). MogpoOHOe onucaHme (haiina KOHGUrypaLmu:

PykoBogcTBo agmunuctpatopa RT Protect EDR
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config_name — Ha3BaHWe KOH(UrypaLmuu, LOMXHO COBNAjAThb C HA3BAHMEM Katanora, COAepXaliero
[aHHbI KOH(UTYPALMOHHBIA (hail;

product_type — Tun npoaykTa, fonyctumbl ABa 3HayeHus: EDR n ARW;

allowed_hosts — BHewwHue gomenbl 1 IP-agpeca, no KOTOPbIM arenTbl M NoNb30BaTeNn 3 Gpay3epa Oyoyr
obpawarbca K cepsepy EDR, yepes 3anaryto cnepyer ykasatb Bce IP-agpeca M JOMeHbl, N0 KotopbiM Oyger
0CYLLECTBAATLCA BHELUHNI JOCTYN CUCTEME;

elasticsearch_hosts — 3akoMMeHTMpOBaHHas Hactpoika, ecnm cepsep EDR pomked ucnonb3oBath
BHewWHtoto 6a3y Elasticsearch, 10 Heo6X04MMO PacKOMMEHTUPOBATb HACTPOMKY M yKa3aTb afpec NOAKMIYEHNA K
Elasticsearch BMecTe ¢ naponem, ecm OH ecTb;

event_retention_period — cpok xpaHeHus coObitiii B 6a3e Elasticsearch, nocne kotoporo coObiTst Moryt
ObITb yAaneHbI (BMECTE C MHAEKCaMHU);

auto_verification — aBTo Bepudpukaums arentoB: ecim Agent ID ectb B Ga3e, T0 areHT cyutaercs
BEPUDULMPOBAHHBIM;

logging_level — ypoBeHb norupoBaus aemoHoB (uucno, DEBUG = 10, INFO = 20, WARNING = 30, ERROR =
40);

config_sync_period — nepuog (B MUHyTax) CUHXPOHN3ALLMM BHELLHUX HABOPOB KOH(MrypaLLMit, 3HA4EHUe No
YMONYAHHUI0 2;

onfig_file_max_size — MakcumanbHblit pa3mep (B Merabairax) (haitna Habopa KOHGMrypaLymn, 3Ha4eHue no
ymonyauuto — 100;

etw_data_stream — 3aKOMMEHTUPOBAHHAs HACTPOWKa, yCTaHaBANBaKOLLas IKCNOPT cobbitnit ETW (winlog) B
data stream, no yMoN4aHUK IKCNOPT OTKNKOYEH, 115 BKKOYEHUS HEOOXOANMO PaCKOMMEHTUPOBATL U YKa3aTb UMS
data stream,;

django_email* — HaCTPOIKM MOAK/OYEHNS K NOYTOBOMY CepBepy, KOTOPbI UCMONL3YeTCA ANS OTNPABKM
yBegsomseHui cepsepom EDR;

docker_registry™ — HacTpoiku nogknouenns k peectpy Docker-06pa3os;

eventq® — HaCcTPOIKN BpeMeHHoro Bydepa Ans NOCTynaowwux oT areHToB COObITHIN (CAENAH Ha 0Yepeasx
Redis);

cache™ — HacTPoOiKu Kelw-cepsuca Ha Redis;

PykoBozcTBO afiMuimcTpatopa RT Protect EDR otect
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minio* — HacTpoikn 00bekTHOro xpanuanwa Minl0 ¢ S3 cosmectumbim API, ucnonb3yercs Ans xpaHeHus
KOH(pUrypaLmi (CNUCKOB) areHToB, a Takxe AN XpaHeHus pannoB, 3arpyXeHHbIX C areHToB, U AUCTPUGYTUBOB areHTa.

postgresql* — Hactpoikn 6a3bl faHHbIX PostgreSQL, kotopas ucnonb3yercs kak Gekent ans Django-
NPUNOXeEHNS;

elasticsearch — HacTpoitki 6a3bl aHHbIX elasticsearch, kotopas aBasietca 6a30i aHHON 415 BCEX COObITHIA
W MHLMAEHTOB;

worker* — HaCTpOilkv BOPKEPOB, BOPKEPbI BbIYUTBIBAKOT COObITUS M3 eventq (BpeMeHHbli Gy(ep Ha Redis),
COBEPLLAKT C COObITUEM Psif OnepaLLi, Nocne Yero 3anucbiBatoT B Elasticsearch, kpome Toro Bopkepbl Npou3BoasT
3KCNOPT COOBITUIA BO BHELLHME CUCTEMbI (Hanpumep, B SIEM);

djangoapp_version — Bepcua BeG-npunoxenns Ha Django, npepoctasnqfer APl ana dpoHTensa,
B3aNMO/EWCTBYET C areHTamu, ynpaBasier ApyruMn KOMMNOHEHTaMu CUCTEMBI;

djangoapp_session_token_secret_key — knto4 Ans WngpoBaHus CECCUOHHDIX TOKEHOB NONb30BATENER;

webserver_version — Bepcus Be6-cepsepa, Be0-cepBep NPUHUMAET 3anpoCbl OT areHTOB v 0T (PPOHTEH-
NPUNOXEHNI, BLINONHAET Npego0OpaboTKy AaHHbLIX U NPOKCUPYET 3anpochl ApyruM Cepercam

loadbalancer_version — Bepcust 6anaHcupoBLLnKa pasrpy3ki, peanusoanHas Ha Nginx, cepBuc npuHumMaet
BHeLWHMe nofkntoyenus no noptam 80, 443;

frontend_version — Bepcusi Be6-MOYNA afMUHUCTPUPOBAHMNS,

rating™ — HaCTPOIKN PEMTUHIOBOW NOJCUCTEMDI;

i0@* — HACTPOMKN MUKPOCEPBMUCA NPOBEPKM MHAMKATOPOB aTak;

ti_strict_mode — HacTpoitku nokasa copepxumoro BHewwHMX Habopos ¢ Tl: 0 — nokasbiBaTb BCE [aHHble
HabopoB, 1— noka3biBaTb BCE AaHHbIE, KPOME NONS YCNOBMUE B MHAMKATOPAX aTak;

agent_proxy_limit — HaCTPO/KKM KONNYECTBA areHTOB, KOTOPbIE NOJy4aT MH(OPMALLUMI 00 0GHOB/EHUSX OT
cepsepa 3a nepuop B 10 cek;

compose_dir — nyTb Ao Katanora ¢ hainamu docker-compose.yml u env;

secrets_dir — nyTb 40 (haitNI0B, COAEPXALLMUX CEKPETbI CEPBUCOB (MAPOJIK, TOKEHDI W APYTYHO YyBCTBUTESbHYHO
UH(OpPMALKK).

Hecmotps Ha 10, 4to docker-compose.yml yxe eCTb ¥ HacTpOeH NpaBUAbHO (HAXOAMTCA B Katasnore

compose-files), MOXeT BO3HUKHYTb HEO6X0AMMOCTb B KOPPEKTUPOBAHMM HACTPOEK.
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JT0 MOXHO CAenatb Ha YpOBHe COOCTBEHHOM KOH(Urypauuu, otpegaktuposas ain docker-
compose.override.yml. Takue U3MeHeH!A He 3aTPOHYT APYrue KOH(Urypawmu.

Oaitnbl server.crt n server.key MOXHO HacTpouMTb (eCIM eCTb CepTUIMKAT, MOANMCAHHbIA LleHTpoM
CepTudpukaLLim), a MOXHO 1 He HACTpauBaTh, ECAU KOH(UrypaLmus TecToBas, U J0CTyn u3BHe GyAeT orpaHuyeH. B 3Tom

C/y4yae ceptndoukar GWJ,eT CamonoAnuCaHHbIM.

9 BaxHo

L ) Oainserver.htpasswd HeoGxoguMo 0CTaBuTb Ge3s u3meHeHui, ckonuposas ero 3 config/default.

3anyck ckpunra pa3seproisanns (Ansible Playbook)

Korga Bce thainbl KOH(Mrypawum 0yayT HAacCTpoeHbl, He0OX0AMMO NepenTi B KOPEHb penosntopus (edr-
deploy). Pagom fonxeH HaxoanTbcs aiin edr-install.yml.

[lanee He00X0AMMO BbINOAHUTD B KOHCONM KOMaHLY:

$ ansible-playbook edr-install.yml --extra-vars "@config/192.168.113.60/config.yml" -i 192.168.113.60, -u
username --ask-become-pass

OnucaHue apryMeHToB KOMaHbl:

@config/192.168.113.60/config.yml — 310 nyTb 0 thaiina config.yml Baiweit KoH(UrypaLmu;

config/192.168.113.60 — 310 Katanor KoH(UrypaLuu;

192.168.113.60 — 310 agpec cepsepa ang gocryna no SSH (Docker-xocr);

username — 370 UMl YAANEHHOr0 N0b30BATENS.

Ecm Baw ynaneHHblii noNb30BaTeb root, T0 MOXHO COKPATUTh KOMaHLy f0:

$ ansible-playbook edr-install.yml --extra-vars "@config/192.168.113.60/config.yml" -i 192.168.113.60, -u
root

locne BbINONHEHMS KOMaHAbl HAYHETCs npouecc pa3seprbiBaHus cepeepa EDR. B Hauvane moxer
BO3HUKHYTb HE0OXOAMMOCTb BBOAA Napons ans poctyna no SSH. [lanee HeoGXoAuMO BBECTU Mapob v HaxaTb
knasuwy Enter.

MapameTpbl yCTaHOBKM yXe 3BECTHbI ieMoHy Ansible, oH Bo3bMeT ux U3 paina config.yml.

PykoBoactBo agMuimctpatopa RT Protect EDR rotect
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Korga Ansible 3akoHuut pa6orty, He00X04MMO NOAOXAATL eLe HeCKONbKO MUHYT (5-10) U nepeiTin B OKHO
Be0-Opay3epa.
[lanee Heo6xo0Mmo HabpaTb aapec cepsepa i NPOBEPUTL NOAKNKOYEHNE, 3aTEM BbINOHUTb BXOJ B CUCTEMY

C noruHoM 1 naponem admin/admin v nomeHsiTb NApObL NO yMONHAHMUIO.

06HoBnexHne cepsepa EDR

Ecnn tpeGyetcs o6HoBuTL cepaep EDR (Hanpumep, npu u3meHeHun Bepcuu KomnoHenta B config.yml), 1o
HE00X0ANMO BbINOAHUTL KOMAHAY, YKa3aHHYH0 BbllLe, HO 3aMeHuTb edr-install.yml Ha edr-update.yml. Ocranbhyto
4aCTb KOMaHAbI MEHATb He HyXHO. [Tpumep:

§ ansible-playbook edr-update.yml --extra-vars "@config/192.168.113.60/config.yml" -i 192.168.113.60, -u

username --ask-become-pass

5.3 Porm

Bcex nonb3oBateneit, B3aumopenctaytownx C [lporpammoi, MOXHO pacnpefenntb N0 CAeAyHLuM
(DYHKLMOHANbHBIM POSIAM:

— QHANNTHK;

— aiMUHUCTPATOP;

— onepatop noucka yrpo3 (threat hunter).

AHanMTMK — COTPYAHMK OTAENa uHopmaumoxHoi 6esonacHocTn (nanee UB) uam Lientpa obecneyerns
6e3onacHoct (SOC-LeHTp), KOTOPbII BbINMOHAET (DYHKLMIO IKCNEPTHON OLLEHKM YTP03, BOSHUKAOLLMX B OTHOLLIEHUH
3awuwaemont IT-uHpacTpykTypbl. AHaNMTUK SBASIETCS N0b30BATENEM CEPBEPHOR YacTi [Iporpammbl.

AHAMMTHK C MOMOLLbHO JOCTYMHOIO AN HEro (DYHKLMOHANA paccnepyer coObITHs, KOTOPblE MOTEHLMAsbHO
MOTYT HapyWuTb paboTy 3awMLiaeMblX YCTPOUCTB MM 3ALLMLLAEMOR CETH B LieNOM. 310 paboTa C MHLMAEHTaMK,
PETPOCMEKTUBHbIA aHasn3 COObITUI, paboTa C NpaBuIaMK, PEryNUPYIOLLUMUA MHANKALMIO aTak U T.4.

B cnyuae oGHapyxeHus BpeLOHOCHOA NPOrpamMMbl WK aTakin Ha MHPACTPYKTYPY 3aLLMLLAEMOr0 00bEKTa,
aHAMTMK MOXET OnepaTMBHO OTPearnpoBatb, W30AMPOBAB 3aPAXEHHbLIA BPEAOHOCHBIM (DAoM XOCT WK
3a010kupoBaB AENCTBME ONACHON NPOrpaMMbl, @ TakXe UCMo/b30BaTh APYrie LOCTYNHbIe CNoco6bl, YT00bI PeLmTb

npo6nemy HapylweHus 6e30nacHoCTy.
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AZMUHUCTPATOP — YNONHOMOYEHHbIA COTPYAHMK Oprann3aumn 3akazunka uan SOC-ueHtpa. AAMUHUCTpaTOp
YCTAHAB/IMBAET CEPBEPHDIA U areHTCKUA MOZYNM, @ Takxe Hactpausaet [lporpammy B COOTBETCTBMM C HACTOALLUM
NOKYMEHTOM 1151 €70 KOPPEKTHOA M NOSHO(YHKLMOHANbHOR PaboThI.

B Kpyr TMNOBbIX 3a4a4 aAMUHUCTPATOPA BXOLUT:

— NOAAEPXaHNE afMUHUCTPUPYEMON CUCTEMBI B PAMKAX BbIOPAHHOM NOAMTUKN Ge30NacHOCTH;

— o0ecneyeHue JOMKHOr0 YPOBHA KOH(MAEHLMANBHOCTH W LLENOCTHOCTH AaHHbIX;

— MOAr0TOBKA M COXPaHeHMe pe3epPBHbIX KONUIt IaHHbIX, UX NePUOLMYECKAs NPOBEPKA U YHUUTOXEHWE;

— CO3/,aHue 1 NOAEPXaHUe B aKTyaIbHOM COCTOAHMM NONb30BATENLCKUX YYETHBIX 3anucei;

— OTBETCTBEHHOCTb 3@ MH(OPMaLMOHHYLO 6e30MacHOCTb B KOMNAHUMK;

— OTCNeXNBaHWE MHOPMALLMK 06 YA3BUMOCTSIX CUCTEMbI 1 CBOEBPEMEHHOE NPUHATHE Mep;

— NEepUOANYECKOe NPAKTUYECKOE TECTUPOBAHME 3aLLMLLEHHOCTH CUCTEMBI;

— [IOKyMEHTUpOBaHMe CBoei paboTl;

— YCTpaHeHue HenonafokK B CUCTeme.

B Kpyr TMNOBbIX 3a4a4 aHaNUTUKa BXOAAT:

— pearupoBaHue Ha npegynpexaenus lporpammbl;

— @Hanu3 npegynpexaeHui liporpammbl;

— peructpaums nHungenta Wb, npoBeaeHne BHYTPEHHEr0 paccief0BaHus;

— NpejoTBpaLLeHune pa3suTna nHumaeHTa Ub;

— YyCTpaHenue nHumpenta Ub;

— BOCCTaHOBNeHe 6e30nacHoCTH nocne uHunaenTa Ub;

— (hopmupoBaHue pekoMeHAaLMi no pesynbtatam nHunaeHTa Ub no nosbiwennio ypoHs Ub.

Onepatop noucka yrpo3 (threat hunter) — cotpyaHuk oraena Ub man SOC-LeHTpa, KOTOPBIA C NOMOLLbH
3anpocoB Ha CTpaHuLe AKTMBHOCTD MOXET MPOBECTU UCCIEL0BAHNE aKTUBHOCTH areHToB C LeJIb0 00HapYXeHus
apTeakToB BPEAOHOCHOM AKTUBHOCTW MM NPU3HAKOB HANPaBAEHHOW aTaku Ha 3aluaeMyl UHQPACTPYKTYpY.
Hanpumep, oT4eTbl 0 BbIIBNEHHbIX aTakax Nt060ro BeHaopa Copepxar apredakTbl, (BA3aHHbIE C ITUMU aTakamu
(MmeHa bannos, xelwu, ip-aapeca, LOMEHHbIE UMEHA, HEKOTOPbIE CNELMdMYHbIE AEHCTBUS NPOLLECCOB). [oNyYEHHbIE
[aHHbIE NCNONb3YIOTCS 419 NONOHEHUS 6a3bl MHAMKATOPOB KOMNPOMETALMM 1 MHANKATOPOB aTak.

B TnoBOi KpYr 3a1a4 OnepaTopa NOUCKa yrpo3 BXOAAT:
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— NPOCMOTP U aHa/ N3 aKTUBHOCTM MPOLLECCOB, 3aPETUCTPUPOBAHHDIX B areHTCKOM CeTH;

— MPOCMOTP ¥ aHaAN3 NPOU30LLEALIMX MHLMIEHTOB.

5.4 0OcoberHocv pabors [Iporpammbi ¢ GHTHBHPYCHBIMH COEACTBAMH CTOPOHHHX NPOH3BOAHTENEH

5.4.1. CpabarsiBanne GHTHBHPYCHBIX CPEACTB NPH pabore ¢ Be6-npunoxennem RT Protect EDR

CpabarbiBaHue aHTUBUPYCHBIX CPeACTB Npu pabore ¢ Be6-npunoxennem EDR Bo3HuKaeT B TOM Cyyae, eciu
B JaHHbIX, NOYYaEMbIX (DPOHTEHAOM OT CepBepa (B OCHOBHOM OHY NpuxoAaT B hopmare JSON) cogepxutcs kakas-10
MH(OPMaLKSA, KOTOPYH AHTUBMPYCHOE CPEACTBO PACnO3HALT KaK MOTEHLMANLHO ONACHYH). ITO MOXET BbITb XeLw, UM
(haina, KOMaHAHAA CTPOKA U T. 4. (HUXE Takue MH(OPMaLMOHHbIE (hparMeHTbI Ha3bIBAKOTCS apTedakTamu).

Cnncok 3KpaHoB NPUIOXEHUS, e BbICOKA BEPOSTHOCTb CpabaTbiBaHNA aHTUBMPYCHBIX CPEACTB:

— Wnumpentol, HHumpenr (incidents, incident): BHYTpY MHUMAEHTOB MOTYT COAEPXaTbCS apTedakTbl;

— (!) no6oit 3kpaH (edr/*): B ONOBELLEHNN O HOBOM UHLMAEHTE COAEPXUTCA MH(OPMALMA 00 MHUMAEHTE
(BCNbIBaOLLME HOTUCIMKALLMM B NPABOM BEPXHEM Yry);

— AKTMBHOCTD (events): BHYTpM COObITUA MOTYT COAEPXaThCs apTedakTbl;

— OnoBeLweHus (User-messages): BHYTPU ONOBELLEHNI COJEPXUTCA MHKOPMALMA 00 MHLMAEHTAX;

— Mpoueccbl n mogynu (modules): BHYTPU COBLITHI MOTYT COAEPXATbCs apTedhaKThl;

— Mpouecc (process): B uHhopMaLmum 0 npoLecce MOTYT COAEPXATbCA apTedaKTbl;

— XypHan (users-actions): B coObITUAX XypHana MOryT cofiepXaTbcst apTedhakTbl (BHYTPU MHLMAEHTOB M

— otyert Tl-nnatchopmbl (ti): B 0T4ETE MOTYT COAEPXATLCA apTE(AKTBI.

Cnncok 3KpaHoB NPUNOXEHUS, e BEPOSTHOCTb CPabaTbiBaHNA HIkKe:

— Yassumoctu (vuln): B uHchopMaLum 06 yA3BUMOCTAX MOTYT COAEPXATbCs apTedakTsl;

— Xpanunuuie (storage): dainbl MOryT onpesensiTbCsl Kak BpeOHOCHbIE;

— AreHTbl, AreHT (agents): n3-3a BUAXETa CkaHepa yA3BUMOCTEN Ha IKpaHe AreHT,

— TepmuHan (terminal): BHyTPM KOMaHA MOTYT COAEPXaTbCH apTedaKTsl;

— naBHas crpanmnua (dashboard): B HekoTopbIX MecTax MoryT Obitb apredhaktbl (Hanpumep, Ton-10

mopaynei);
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— 3KpaHbl HabopoB 1 3nemenToB (config-set, config-item): BHyTPM 3neMeHTOB HAGOPOB MOTYT COAEPXATLCS
apTedhakTbl.

Cn1CoK 3KpaHOB NPUIOXKEHNS, TAe BEPOATHOCTb CPabaTbiBaHUS MOXHO CYMTaTb HYNEBOM:

— ApMuHKucTpUpoBaHme (administration);

— Mpodunb nonb3oBarens (user-profile);

— T'pynnsi (groups);

— Bepudhukanus (verification);

— I'padmknm (charts);

— [nctpnbyTuni (distributions);

— Jnuensns (license);

— 3KpaHbl npocpuneii (profile);

— 3KpaHbl MHOXeCTB npodhuneit u Habopos (profiles, config-sets);

— 3KpaH cBpoca napons (reset-password).

9 BaxHo

LJ [N NONHOTO MCKKOYEHNA NOXHBIX CpabaTbiBaHMiA aHTMBUMPYCHBIX CPeAcTB npu pabote C Beo-
npunoxexnem EDR wuenecooOpa3Ho A00aBUTb B MCKKOYEHUS COOTBETCTBYHOLMA AOMEH/afpec

NONHOCTbH: <host/ip>/*.

5.4.2. OcobeHHOCTH BbINONHEHHS JEHCTBHS OIOKHPOBAHNSA ANS GHTHBHPYCHBIX PELUEHHHA.

B HekoTopbIx Cnyyasx K 3a0N0KMPOBAHHOMY MOAYMO Mpowecca Moxer 06paliatbCs aHTMBMPYCHOE
CpeactBo. [lng 1oro, 4t00bI 370 Ob110 BO3MOXHO, B [Iporpamme npeLyCMOTPEHO BHYTPEHHEE UCKITYEHNe, KOTopoe
C03faer cobbite ana nopoGHoro obpauiexus. To ectb, ecin CoObiTue GNOKMPOBAHMS BO3HUKAET B KOHTEKCTE
AHTUBMPYCHOTO MpoLecca (Takue NpoLeccsl 0TMeyatoTcs B cucteme (hnarom AVEngine), To GnokupytoLee feicreme
nepeonpegenserca Ha [Mpopomkatb HaGnofeHue W KPUTMYHOCTL COObITMS COpacbIBAeTCs Ha YPOBEHb
Wudopmauma, npu 310M B npuunHe CoObiTus ykasbiaetcs Wckniouenne ans nporpamm. Takas /0ruka

XapakTepHa NS BCEX aHaNUTUYECKNX NPaBUA, KpOMe (haiiNoBbIX MCKNHOYEHMUIA.
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6.1 Okro aBropn3aLmn 1 o0LYHe CBEREHHS

Mozynb ynpaBnexus, HaXoAALLMACA Ha CepBepe, NpeAHa3HAYeH ANs CleAyHoLuX 3a4ay:

— aIMUHUCTPUPOBAHME areHTOB, YCTaHOBNEHHbIX Ha APM;

— NPOCMOTP COBLITUI M MHLMAEHTOB;

— pearupoBaHue Ha onpefeneHHble COObITUS U MHLMAEHTDI;

— OLLeHKa aKTMBHOCTM Ha APM n 1.1,

Bxog B [llporpammy npou3BOAMTCA M3 NOALEPXMBAEMON Bepcuu Opaysepa, ANS OTKPbITUS OKHA
aBTOpM3aLMK Heo6Xx04MMO B CTPOKe Bpay3epa BBECTH UMS CepBepa unu ero ip-aapec. llocne BBOAa B CTPOKe Gpay3epa

KOPPEKTHbIX laHHbIX OTKPOETCS OKHO aBTOpM3aLliK (puc. 14).

[] E.rrotect E D R

Momanyiora, BESAMTE Bal NOMaH ¥ Napons

A Nomws
&  Mapoas

[C] “Yyewol komneoTep

Bo#TH B cHCTEMY

Pucynok 14 - OkHo aBTOpH3aL MK

Mocne BBOJA B OKHE dBTOpU3aLMK maponsg U NOTMHA AfMWUHUCTPATOPA OTKPbIBAETCA OCHOBHOE OKHO

lporpammbl (puc. 15).
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E ATEHTSI Q VHLALEHTbI ‘L) cossius
ABMMHACTDMDOBaHHE una L) coss

S 93 18 (19%) 0 0 34874 27 602 93 Thic & maH
cosuimn Beero AKTUBHAIE HA BEPUBIKALIHIO [\aneonas | scero [ orwcpusie | 3815 MUHYT

MOCAEAHNE OBHAPYXEHHbIE MPOLIECCHI M MOAYN TEKYLUEE 3HAYEHVE EPS: 119 /7 CPEAHEE 3A HELE/IHO EPS: 101

AVHAMUKA MHLMAEHTOB ens Mecay KPUTMYHOCTb MHUMIEHTOB

[
= i / \ / N -

TOM 10 MPABUA B UHLIMAEHTAX e Heaenn  Mecoy

AV
>

TOM 10 TEXHWK MITRE B UHLIMAEHTAX

iﬁ; YA3BAMOCTI

PucyHok 15 — OcHoBHOe OKHO lporpammbl

Ecn B Teyenmne 12 yaco nonb3oBatenb BbINOAHMA 20 uan Gonee HeyAauHbIX NOMBITOK BXOAA, TO €ro
y4eTHas 3anucb Oyaer 3a0/0kupoBaHa. B 3ToM ciyyae pa36n0kMPOBaTL TAKOTO NOAL30BATENS CMOXET TOJIbKO
afiMuHucTpatop (noapobHee cM. noapasaen 6.4).

OYHKLMK, ROCTYMHbIE B MHTEP(IEHCE aAMUHUCTPATUBHOTO MOAYAS YNpaBNEeHHS:

— MPOCMOTP COOLITUA U MHLMAEHTOB;

— aiMUHUCTPUPOBAHME MALUMH, HA KOTOPbIX YCTAHOBMEH MOLY/Nb areHtra, M YYeTHbIX 3anuceil
nosib3oBaresei;

— HACTPOWKa 1 MPOCMOTP NPaBNA LETEeKTUPOBAHNS;

— HACTPOWKa 1 NPOCMOTP KOH(UIypaLMOHHbIX NapaMeTpoB;

— HACTPOWKa W MPOCMOTP NPOMKIIEN 3aLLUThI JAHHBIX HA areHTax;

— NPOCMOTP JeHCTBUA NONb30BATENEH;

— MPOCMOTp NapameTpoB padoTbl [porpammei.

B neBoit yact 0CcHOBHOrO OKHa lporpammbl (M. puc. 15) HaxoauMTCA BePTUKANbHAS NaHEesb ynpaBaeHus,

NOCTYNHAs aAMUHUCTPATOPY ANS BLINONHEHUS PA3NNYHbIX HACTPOEK U NPOCMOTPA MHAOPMALWMK N0 pa3fenam.
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B npaBoi acTi OKHA NpejicTaBNeHa NH(OPMALWMA BbIOPAHHOTO pa3fiena U OCHOBHOM MHCTPYMEHTApHii s

pPaboThl AIMMHUCTPATOPA M AHANUTHKA.

r RT © 2022

B HUXHER 4acTv CTPaHMLLbI HAXOAMTCA MH(OPMALMA 0 TOBAPHOM 3HaKe KoMNaHuyu — ISR WIS,

B LeHTpe psALoM C ToBapHLIM 3HaKOM 0TOGpaXaetcs Tekywas sepcus lporpaMmbi:

CnpaBa oT Tekywwei Bepcun lporpammbl 0ToGpaxaercs Haanuc o ToM, rae «RT Protect EDR» pa3paGoTaHa

[l CnenaHo B FOCCHI

6.2 [opH30HTA/IbHASA NAHEb YIPAB/IEHHS

B BepXxHeil YacTi OKHa HaXOAUTCS FTOPU30HTaIbHAR NaHeNb YNPaBAEHNS.

BeptukanbHast n ropu3oHTaNbHas NaHenn ynpaBaeHus SBASKTCS OOWMMK AN BCEX CTPAHUL U Pa3fenos
[porpammbi.

Mpu HaxaTm kHonkM CKpbITb/NOKa3aTh NaHenb paspenos (.) neBas naHeb ¢ paspenamu lporpammbl

CTAHOBUTCS CKPBITOM. Ins BO3BpaTa NePBOHA4aibHOIo BMAA Heobxoanumo MMOBTOPHO HaXaTb Ha KHOI'IKy..

Mpu Haxatum kHonku TeMHas Tema (E) OCHOBHOE OKHO [1porpamMbl MEHSIETC COOTBETCTBYHLUM
00pa3om (60sblas yactb OkHa [lporpamMmbl CTAHOBMTCA TeMHOM). [ns BO3Bpata K nepBOHAYafbHOMY BuAy

Heo6X0MMO Haxarb kHonky CBetnas Tema ().

6.2.1. Onoseuyerns
Crpannua OnoBeweHus NO3BONSET NPOCMOTPETb BAXHYK MH(OPMALMIO, CBA3AHHYH C 3alLULLAEMON
UHAPACTPYKTYPON.
[Inst nepexofa Ha CTpaHuLy HeoOXOAMMO Haxatb Ha KHOMKY OnoBewieHns Emmmll, KOTOpPas HAXOAMTCS
cnpaBa 0T kHonok TemHas Tema/CBetnas Tema.
B BbieNeHHOA KpacHbIM LBETOM 00/1aCTM MKOHKM YKa3aHO YUCIO0 HEMpOYMTaHHbLIX OMOBELLEHWH,

MOJYYEHHDbIX MOJIb30BATENIEM.
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UH(hopmaLs 06 ONOBELLEHNSX NPUXOAMT B PEXMME PeasibHOro BpeMeHu v TpeGyeT COBepLUEHNS feiCTBUI
€O CTOPOHbI Nosib30Batenei lporpamMml.

[laHHble 0 COObITUAX NPeACTaBAEHbI B TAGANYHOM BUE HA NPABOM NaHenn 0To6paxeHns MHGopmaLum.

B BepxHei yacti, Hag Tabanuen, HaXOAATCA CEAYHOLLME JIEMEHTbI (PUAbTPALMK:

— MokasbiBaTthb NO;

— Kputnusocro;

— Cratyc onoBeLyeHus;

— Tun onoBewwexus.

C nomowpto (unbtpa MokasbiBaTb MO 33J3ETCA 3HAYEHWE YMCNA OMOBEILEHMA, 0TOOPAXAeMbIX Ha
cTpanuue Tabanusl: 10, 20, 50, 100 nan 500 onoseLwyeHuit.

Ecm konnyecTBo 3anuceit B TabnnLe NPEBbILIAET YCTAHOBAEHHOE KONMYECTBO 3anucel, 0To0paxaeMblX Ha
CTPaHULE, B BEPXHER M HUXKHER YaCTH TaBAMLbl 0TOBPA3MTCS NarnHaTop, C NOMOLLLI0 KOTOPOTO MOXHO NEPEXOAMTb N0
CTpaHuuam 3anucei (puc. 16).

MaruHaTop ABASETCA CKBO3HbIM WHCTPYMEHTOM [AS BCEr0 MOAYAS aAMMHUCTPUPOBAHMSA, TO €CTb

0106paxaercs Ha Nt000K CTpaHMLLE C PUAbTPAMM.

KHonka nepexopa K O6nacTb, NoKasbiBatoLasn
nepson cTpaHuue HanMymne Kak MUHUMYM eLe
cnucka OAHOW CTpaHULbI C 3anMcaMn
- 2 3 4 ’ ”
1 [ |
KHonku nepexopa Ha KHonka nepexopa K
cneayoLyro CTpaHuLy nocnefHen crpaHuue
B/1€B0/BNPaBo cnucka

Pucynox 16 — Maruuatop

C nomowpto (unbtpa KpuTHUHOCTD 33/a€TCs YPOBEHb Yrpo3bl, KOTOPOMY AOJKHbI COOTBETCTBOBATH
0100paxaemble B TabaunLe onoseLLeHus. Bce onoseLLeHnss MOXHO 0T(YMALTPOBATH N0 CAEAYHOLLUM YPOBHAM YTpo3bl:
1) He 3apaHa — npu BbIOOpe (hunbTpa MH(opMaLyMa B TabauLe NOKa3bIBAETCS BHE 3aBUCUMOCTH OT YPOBHS

YTPO3bl, YCTAHOBAEHHO ANA COOLITUS, O KOTOPOM MPHULLAO ONOBELLEHHE;
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2) Uncpopmauma — npu BoiGope (punbtpa B Talbnuue 0T106pasATCS ONOBELIEHUS [ COObITUM,
onpegenexHbix lporpammoii kKak Co0bITUS YPOBHS MH(OPMALLMK, HE UMEHOLLEl MPU3HAKOB Yrpo3bl;

3) Huskas — npu Boibope (unbTpa B TabauLe 0106Pa3ATCS ONOBELLEHUS ANs COObITUA, ONPeAeNeHHbIX
[lporpammoit Kak CoObITUS ManoBEPOATHOTO YPOBHS Yrpo3bl;

4) CpepgHsas — npu BbiGope hunbTpa B TabauLe 0T06pa3ATCs ONoBeLLEHNs 415 COObITUA, ONpeaeneHHbIX
[Iporpammoit Kak CoObITUS CPeHEBEPOATHOTO YPOBHS Yrpo3bl;

5) Bbicokast — npu BbiGope (unbTpa B TabnuLe 0106pasaTcs onoBeweHNs Ans COObITUIA, ONPEAENEHHbIX
[IporpamMmoit Kak COObITUS BEPOSITHOTO YPOBHS YTPo3bl;

6) Kputn4Has — npu BbiOope (unbTpa B TabnuLe 0T06pa3aTcs ONOBELLEHUS A5 COObITHIA, ONPeAeNEHHbIX
llporpamMmoit Kak CoObITUSi Haubonee onacHbie And 3awmuwiaemoin IT-uH(PACTPYKTYpbl MAK COOLITUS KpaiiHe
BEPOSTHOr0 YPOBHS yrpo3bl.

MogpoOHee 0 MeToAax W CnocoGax pearnpoBaHMA Ha Pas3iNyHbIE YrPO3bl MOXHO Y3HATb B JOKYMEHTE
«PykoBozCTBO aHanutuka RT Protect EDR».

C nomowybto unbTpa Cratyc onoBeweHus 3a4aeTcs (IuAbTPaLUs ONOBELLEHNI N0 CEAYHOLMM CTaTyCaM:

1) He 3apaH — npu BbiGope dunbTpa B TabnuLe GyAyT NOKa3aHbl Kak NPOUUTAHHDIE, TaK U HENPOUNTAHHbIE
OMNOBELLEHNS;

2) NpouutanHble — npu Bbibope uabtpa B Tabnuue OGyayT NOKasaHbl TOABKO MPOYUTAHHbIE
M0/Ib30BaTE/IEM OMOBELLEHMS;

3) Henpountanuble — npu Bbibope (unbTpa B Tabauue OYAyT NOKa3aHbl TONLKO HEMPOYUTAHHbIE
M0/b30BaTe/IEM OMOBELLEHMS.

C nomotwbto (hunbTpa Tun onoBeLL,eHNA 3a4aeTCs (DULTPALLMS ONOBELLEHN N0 CNeAYHLWMM TUNAM:

1) Bce TMRBI — npu BLIGOPE Ha CTpaHuLe OyayT NpeAcTaB/ieHbl BCE TUMbI OMOBELLEHHI;

2) WHumpent — npu BbIOOpe (hunbTpa B Tabaunue OyayT NOKa3aHbl ONOBELLEHNS 00 MHUMAEHTAX;

3) Moteps cBA3M € areHTOoM — Npu BbIGOPe (hunbTpa B Tabnuue OYayT nokasaHbl COObITUS, KOTOPbIE
yKa3bIBAOT HA Pa3pbIB (BA3M areHTa ¢ MOJYeM afMUHUCTPUPOBAHMS,

4) N3menunca cocras M0 — npu BbiGope hunbtpa B Tabanue GyayT noka3aHbl areHTbl, Ha KOTOPbIX Gbin

u3meHeH coctas 10 (Ha areHTax ¢ BKNKYEHHOM YHKLMEN 0TCAEXMBAHUS 30/10TOM0 00pa3a).
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Hue CTPOKM C hunbTPAMM HAaXOAUTCA CTPOKA C INIEMEHTaMM HaBUraLmuu B Tabauuax (cm. puc. 16). B atoi xe

CTPOKE HaXOMNTCH 3NeMeHT 0TOBPaXeHNs KONMYeCTBa BbIGPAHHbIX B TABANLE ONOBeWeHMA =, @ Takxe
3NIEMEHT 0TOOPAXEHNA KONMYECTBA HAMAEHHDBIX M OKA3aAHHBIX PE3yNbTaTOR /e & rosaa cine e

Bce anemenTbl 3T0W CTPOKKM YONMPYIOTCS B HUKHER 4acTu OKHa [lporpammbl, CHU3Y OT Talauubl, 419
y406CTBA NPOCMOTPA U HABUTALMM.

B 1abnmue C onoBeLLeHnaAMM COAEPXATCs CeytoLLne nons:

1) KHonka BbIGopa 3neMeHTa Tabanubl (COLEPXHT YeKOOKC | ¥ INEMEHT PacKpbITUS LONOAHUTENbHON
UHAhopMaLmu 0 CoObITHN * );

2) OTMeTMTb KaK NPOYMTAHHOE (B LUANKE COAEPXUTCA 3HAUOK 2, B NMOAX CTONGLA COLEPXMTCH 3HAYOK
® . NPy HABELEHUN HA KOTOPbIA 0TOGPaxaeTcs 3anuch OTMETUTb KaK NPOUHTaHHOE);

3) Tun;

4) Ha3BaHwue,

5) Kputn4HoCTb;

6) Bpems perucrpaumm.

Knonka BbIG0pa SBASETCS 3N1€MEHTOM, C MOMOLLbHO KOTOPOro Nob30BaTesb [porpaMMbl MOXET BbiGPaTh
OAHY MMM HECKONbKO 3anuceit B Tabauue M NPUMEHNTb COOTBETCTBYHOLLYID ONEpaLuMi0 K BbliGPaHHbIM 3anucsM.
Hanpumep, B OkHe npocMotpa OmoBewjenust Takoit onepauyeil spsercs EEANRaed. OTMeyeHHble
N0Ab30BATENEM 3/IEMEHTbI NOCAE HAXATUS KHOMKW MOMEYATCH Kak NpouMTaHHble. CXOXYH0 (DYHKLMOHANBHOCTD
umeeT none OTMeTMTb Kak npountanHoe. Mpu Haxatuu kHonku ®  BbiGpaHHOe OnoBelleHNe NOMeYaeTcs Kak
MPOYMTAHHOE.

Monb30BaTeNIb MOXET OTMETUTL BCE ONOBELLEHIS KaK NPOYMTaHHbIE C MOMOLLbI0 onepaLyn lpounTats Bee.

OnoBeLLeHNs NPUXOAAT B peXuMe peanbHoro BpemMeHu. Mpu nosBAEHUM HOBOrO ONOBELLEHUS B BEPXHE

4acTM OCHOBHOTO OKHa lporpammbl nosiBasieTcs coobuexue (puc. 17).

PucyHok 17 — BcnnbiBarowyee 0KHO € 0noBeLyeHeM 0 COObITHUM

PykoBoactBo agMuimctpatopa RT Protect EDR rotect
Bepcus 1.0.23 or 14 okra6ps 2024 5 l

w9
La
vo




Mpu Haxatum JIKM Ha 3Ha4oK > B CTPOKE OMOBELLEHUS OTKPbIBAETCS 00M1acTb JONOJHUTENbHON
uHopmaumn. lononHutenbHas MH(OPMALMA B 3aBUCUMOCTH OT BLIOOPA TUNA ONOBELLEeHUs OYAET 0TMYaTbCs.

Ha3gaunme WHUMAEHTA no3BOASET ObICTPO nepedt K ctpanuue MHUMAGHT 1S COBEpLUEHNS
LONONHUTENIbHLIX  AEACTBUA MO  BbIOpaHHOMY MHUMAEHTY. Takke B CTpOKe C HA3BAHMEM  HAXOAMTCS
NAEHTUDUKALMOHHBI HOMEP MHLLMAEHT.

B ctpoke Onucanue (npu co3pganmnm) 0To0paxaetcs OnucaHne MHLUMAEHTA, B C/lyyae ero oTCyTCTBUA None
OCTAHETCs NyCTbIM.

Ums arenTa B cTpoke ¢ onosewieHusmu no tunam Uamennncs cocras M0 u Moteps CBA3K C areHTOM
SBNSIETCS aKTUBHOR CCbIIKOM, NP Haxatuu no Kotopoi JIKM MoXHO ObICTpo nepeitn Ha cTpaHuLly AreHT (kotopast

COOTBETCTBYET areHty, yka3aHHOMY B OFIOBELI.I,(:‘HMM).

6.2.2. MeHio «llonb3oBarens»
Mpu Haxatuu JIKM Ha umenn nonb3oBatens (N0ruH) B NpaBoit BEPXHEW YacTi OCHOBHOIO OKHa lTporpamMbl
OTKPbIBAGTCS MEHH0 paboTbl C Y4ETHOR 3aMUCbio, B KOTOPOM NnpefcTaseHsl nogmento Mpodunb v kHonka Beixoa,

[n9 Bbixofa U3 lIporpaMmbl ¢ Tekyliero ycTpoiictaa (puc. 18).

| Brlxoa

Pucynok 18 — Menio «[onb3oBarenn»

NMogmento Mpodhunb pasfeneHo Ha ABe HGopmaLmoHHble o6nacti: Mpodomnb n Ceccun n ycTponcraa.
Mpochunb — no3BoNSET U3MEHATL N0IL30BATEN UMSA, DAMUANIO U APEC INEKTPOHHOI NOYTLI NS CBOEH
YYETHO 3aMUCH, @ TAKXKe U3MEHATb Naponb ¢ noMoLbto kHonky L. Takxke B PN N0Nb30BATENs MOXHO
YBUAETb €r0 PO/ib (aAMUHUCTPATOP MM aHANNTUK) W ero uaeHTUdmkaTop B lporpamme. 3aech Xe HacTpauBaercs

BO3MOXHOCTb NnOJiy4aThb yBeOMJIEHUA 00 MHUMAEHTAX Ha oYty N HACTpanBath ﬂ,BYXCbaKTopHy}O ayTequJMKau,mo
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(nocne BBO Napons NPH BXOAE B Y4ETHYIO 3aMUCh Ha NouTy Gy/LeT MPUXOAUTb YUCAOBOT KOJL, KOTOPbI HEOGXOAMMO
BBECTH). AyTeHTUUKALIMORHI KOZ MPUXOLHT Ha 3NEKTPOHHYIO TIOYTY, YKa3aHHYH B oM.
[L1S COXpAHEHUS M MPUMEHEHUS U3MEHEHHOM KOH(UTYPaLMK HeoBXoanMo Haxarb krony K . Mpu

HaXaTUu KHOMKN CMEHUTDb naposib OTKPbIBAETCA OKHO A1 CMEHbI AP0 (pVIC. 19)

CMeHUTL Naponb x

Balu Texylumi napons
HoEeklii Napons

TMOETOpUTE Naponk

TpeGoEaHUA K Napok:

* Ball Napofik He A0MKEH COBM3LETE C ESLIMM UMEHEM WIW APYTOM
MepCoHaNbHOM MHOOPMALWEeR KN ObiTk CIMLLIKOM NOXOXIM Ha
He&,

= Baw Napofb A0/D¥EH COAEPXATE KaK MUHMMYM 12 CUMBONOB.

* Ball napo/ib HE MOXET ObiTh OAHKM M3 LUMPOKO
PACMPOCTRPAHEHHBIX Naponei.

* Ball Napo/ik He AOMKEeH COCTORTE TOMBKO M3 WGP,

PucyHok 19 - OkHo cMeHbl naponsi

BBe/ieHHbIN Naposib JOMKEH COOTBETCTBOBATL TPEOOBAHMUAM, YKa3aHHbIM B HIKHEN YacTi OKHa:

— Napo/ib He JO/KEH COBNAjaTh C UMEHEM MOMb30BATENS UM APYrod NepcoHasbHOM MHOPMALIMER UK
ObITb C/IMLLKOM MOXOXUM Ha Heé;

— Naposib JOMXEH COAEPXaTb Kak MUHUMYM 12 CuMBOI0B;

— Mapo/ib He MOXET ObITb OZHAM U3 LWMPOKO PAcnPOCTPAHEHHbIX napone;

— Naponb He JOXEH COCTOATb TONbKO U3 Lngp.

[ins CMeHbl Napo He00X0ANMO BBECTU CTAPbI 1 HOBBII NapoNb C NOATBEPXAEHUEM B COOTBETCTBYIOLLME
NONS U HAXaTb KHONKY [ copas. |

Ceccumn n ycTporcTBa — M03BOJISET Y3HABATL MHDOPMALMKO O CECCUSIX M YCTPOMCTBAX, C KOTOPbIX

ocywecTBAanca Bxoz B Mporpammy.
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B obnactu MPOCMOTPA peain30BaHa Q)YHKLI,VIFI BbIXO/A U3 Y4ETHOW 3aNuUCK TEKYLLLEro Nob30BaTeNns Ha BCex

yCTpOVICTBaX, C KOTOPbIX OCYLLECTBAANCA BXOA B aAMUHUCTPATUBHbIA MOAY/b ﬂpOFpaMMbI. [ing BbIX0Aa CO BCEX

BRIFTH Ha BCEX YCTPOMCTEEX

yCTPOACTB Heo6X0ANMO HaxaTb KHOTKY

6.3 nasHas ciparnnya

Ha pucyHke 15 npeacrasneH pasaen FnaBHas CTpaHmua Moayns ynpaBaeHus.

Mpu oTKpbITMK pa3gena FnaBHas CTpaHMLUA Ha NPaBOW NaHen 0T06Pa3NTCA CTPaHULA CO CedyHoLLUMM
MH(OPMALMOHHBIMK 001ACTAMM:

— AreHTbl;

— Wudppactpykrypa;

— WHumnpenTor;

— MocnepHune o6HapyxXeHHbIE NPOLECChI U MOAYIH;

— Tekywiee 3Ha4enue EPS u cpepree 3a Hegento EPS;

— JINHAMMKa NHUNAECHTOB;

— Pacnpeenexne NHUHUACHTOB NO KPUTUYHOCTH;

— Ton 10 npaBuN B HHLMAEHTAX;

— Ton 10 rexuuk MITRE ATT&CK B mHumMpeHTax;

— YA3BUMOCTH.

B o6nactv npocmoTpa AreHTbl N0Ka3bIBAeTCA COCTOSIHNE BCEX YCTAHOBNEHHbIX areHToB:

1) 06Lee YuCNo areHToBs;

2) KonmyecTBo akTBHbIX areHToB;

3) Konnyecto areHToB, 0X1AAIOLLMX BEPU(UKALMI;

4) Konuyecto U30/1MpOBaHHbIX areHToB.

[pu HaXaTUX Ha YMCNOBbIE 3HAYEHNS B 0061aCTH NPOCMOTPa AreHTbl NPoNCXoauT nepexos B pasaen Cnncok
areHToB, B KOTOPOM MOXHO M3y4uTb MOAPOOHYI0 MH(OPMALMIO 0 BbIGPAHHON KAaTEropum areHToB.

B o6nactu npocmotpa MHLMAEGHTBI NOKA3bIBAKOTCS BCE 3aPEruCTpupoBaHHble B IporpaMmme MHUMAEHTBI U

OTKPbITbIE MHUMAEHTbI, MO KOTOPbIM OTCYTCTBYET pelueHue. Tpu HaxaTuu NeBoit KHOMKOA Mbiwy (nanee JIKM) no

La
vo
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YUCNOBOMY 3HAYEHMIO BbIOPAHHOIM KATEropuu MHLMAEHTOB NPOMCXOAMT nepexod K pasaeny MHUnAeHTbI, B KOTOPOM
npeacTasnexa 6onee nogpobHas MHGopMaLMA 0 3apErucTPUPOBaHHbIX B [IporpamMme MHLMAEHTAX (CM. NYHKT 6.5.1).

B o6nactu npocmotpa CoObITUS afMUHMCTPATOP MOXET YBUAETb, CKOJbKO COOBITMI MPULNO OT BCeX
BEPU(MLMPOBAHHBIX M HE U30/IMPOBAHHDBIX areHTOB B nocneaHne 15 MUHYT, a Takxe 3a NoCAeHUA AeHb. Takxe 34ech
MOXHO YBU/ETb, KAKOE KOJMYECTBO NAKeTOB C COBLITUSIMM HAXOAMTCA B 04EPE/M Ha 3aNnCb B 633y AaHHbIX.

B o6nactn npocmotpa Mocnepnne oGHapyXeHHbIe NPOLECCHI M MOAYM NOKA3bIBAKTCA NOCNEAHUE
MPOrpammbl, 0GHapPYXeEHHbIE B 3aLLMLLAEMOR MHAPACTPYKTYPE.

Mpu HaBEIEHUM YKA3aTeNA MbILUM HA UMS NPOLLECCA NOSBASIETCS BCN/IbIBAOLLEE OKHO C ONUCAHUEM NOJHOTO

nyT! 0 MecTa 06HapyXeHus npowecca/mogyns (puc. 20).

\Device\HarddiskVolume3ywWi
ndows\SoftwareDistnbutiony,

DownloadyinstalhAM_Delta P
atch_1.373.1530.0.exe

A Delta Fatch .
Abd_Delta_Fatch_
dentity_helper..

Pucynok 20 - lytb go 06HapyxeHHOro npoyecca

UMa npouecca uan MoZyNA SBASIETCS aKTUBHOM CCbIIKOM, NMPU HAXaTM HA HEe NPOMCXOAMT Nepexo Ha
CTPaHULL aKTUBHOCTH, HA KOTOPOW NMOKa3aHbl COOLITUS, CBSI3aHHbIE C BbIGPAHHOI MPOrPaMMOA.

B o6nactu Tekywiee 3Hauenne EPS cofepXutca MHTEpaKTMBHBIA rPagivk, NOKa3bIBAOLLMI 3arpyXEHHOCTb
MOZyAs anMuHKCTpUpoBaHus. 0TOOpaXaeTcs KONMYECTBO COOBITUR 3 CEKYHAY, NMPUXOAALLEE OT aKTUBHbIX areHToB.
Ha rpacmke umerotcs onpefesnieHHble uHTepBanbl (5 Cek), OTMEYeHHble TOYKaMM, NPU HABELEHUM HA KOTOPbIe
yKa3aTens Mblly NOSBASETCA BCM/bIBAIOLLEE OKHO C 0TOGPaXEHUEM TEKYLLER AaTbl, BPEMEHM W KONMYECTBA COOBITHA

(puc. 21).

w9
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TEKYLLEE 3HAYEHWE EPS: 67 / 3

17.02.2023, 13:24:30

[l
(=)
T
T

Pucynok 21 - Oro6paxenue EPS Ha rpadhuke ¢ mHtepBanom 5 cek

B o6nactu CpepHee 3a Hegento EPS otoOpaxaercs rpauk u cpefHee 3a Heflento KoNn4ecTBo cobbITuii B
CEKYHOY ANS aKTUBHBIX areHTOB.

Ha rpaduke umetotca onpefeneHHble nutepsabl (1 fieHb), OTMEYEHHbIE TOYKAMM, NPU HABELEHUM Ha
KOTOpbIE yKa3aTes MblLLu, NOSIBAACTCA BCN/IbIBAIOLLEE OKHO C 0TOOpaXEeHUeM TeKyLel AaTbl, BDEMEHM U KONNYeCTBa

CoObITHiA (puc. 22).

CPEAHEE 3A HEAENMHD EPS: 46

02.09.2022 o <—
CoBbITHA : 4138991

Pucynok 22 — Oro6paxeHnue cpeaHero 3a Hegento EPS Ha rpadhmke B uHtepBane 1 geHb

B o6nact lNHaMMKa MHLMAEHTOB 0TOOPAXATCA rpadhuku, Ha KOTOPbIX MOXHO NPOCAEANTb AMHAMMKY
NOSABAEHNS MHUNAEHTOB N0 KPUTUYHOCTY 3@ ieHb, HEAENI0 6O 38 MeCsL,

[pachuk pasneneH KOHTPONbHbIMU TOYKAMU Ha OTPE3KHM C NEPUOAMYHOCTbIO B OMH 1eHb, NPU HABELEHNN
yKa3aTens MbILLKM Ha 0TPE30K NOSIBASIETCS BCMIbIBAMLLLEE OKHO, TOKA3bIBAILLEE KOMYECTBO MHLMAEHTOB. [LUHAMUKy
U3MEHEHUS MHLMAEHTOB MOXHO NPOCMOTPETb 3@ NEPUOS IEHb, HEAENS UK MECSLL.

B o6nactu KpMTMYHOCTL MHLMAEHTOB afMMHUCTPATOP MOXET NOCMOTPeTb B BUAE [AMarpamm
pacnpefieneHue 3aperucTpUpoBaHHbIX MHLMAEHTOB MO CTEMEHN KPUTMYHOCTM (C YKA3aHMEM KOMMYecTBa), 3a

[leHb/Hepento/MecsLl.
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3anucu KPUTHYHOCTI MHUMAEHTOB SBASIKOTCA AKTUBHBIMU CChIKAMM, NPU HAXATUK N0 3aNUCH WA LBETHOM
KONIOHKe NIeBOM KHOMKOW MbILUM TPONUCXOANT NEPEXOA Ha CTpaHuLy MHLMACHTBI, Ie N0Ka3aHbl 3aMuCH N0 BbIGPAHHON
KPUTHYHOCTH.

B o6nacv Ton 10 npaBun B MHUMAGHTAX B BUAE KPYrOBOW AMarpaMMbl MoKasaHbl AecsTb Npasui,
KOTOpble Hanbonee 4acto cpabaTbiBaOT NPU CO3AaHUN MHLMAEHTOB. HekoTopble npaBuaa MOryT COAEPXathb CCblIKM
Ha Habopbl B Buge 3HaukoB (PEDCR) uan 3naukm, 0603HaualwLiMe yhaneHHble HaBopbl, a Takxe Habopbl,
nonyyeHbie ot Tl-nnatchopmbl (=, @ T1).

MOXHO M3MEHMTb Nepuod, 3a KOTOPbIA YYMTbIBAKOTCA 3TU AMArpamMMbl, M3MEHUB HACTPORKM Ha
[lenb/Hegens/Mecsu. Ms npaBuna B CIUCKe NpaBun ABASIETCS aKTUBHOM CCbIIKOIA, €C/IN 3T0 He BCTPOEHHOE NPaBuno,
NPV HAXATUM N0 CCbINKE MPOUCXOANT NEPEXOZ HA CTPaHMLLY C npaBuioM. [pyu HaBeAEHNN YKa3aTeNs MbILLW Ha NPaBUAO
NOSIBAAETCA BCM/bIBAKOWEE OKHO C OTOOpaXeHMeM WMEHW npaBuna W Kareropued npasuna (Mupmkatop
komnpomeTaumu, MHaunkatop atak).

B o0nactv TOM 10 TEXHUK MITRE ATT&CK B MHLIMAEHTAX B Buze kpyroBoi Auarpammbl 0To6paxaercs
10 ocHoBHbIX TexHUK MITRE, Ha KOTOPbIE CCbINAKTCA MHLMAEHTDI.

[narpammy MoxHo oto6paxatb 3a nepuogbl B [JleHb/Hegento/Mecsiy. WmeHa TexHuk SBASHOTCS

aKTUBHBIMM CCbIKAMM, NPU HAXaTUM NPOUCXOZMT NEepexof Ha caiT https://attack.mitre.org, Ha KOTOPOM MOXHO

03HAKOMMUTLCA C OMUCAHMEM aHHON TEXHUKM.
B o6nactv YA3BMMOCTH nokKa3aHa VIHd)OpMaLI,VIFI 0 nocneaHuX UHUMAEHTax ¢ TPEHA0BbLIMU YA3BUMOCTAMMU,
d Takxe VIHq)OI'paq)VIKa C KONYEeCTBOM nporpamm, B KOTOPbIX COAEPXATCA U OTCYTCTBYHOT YA3BUMOCTH, KOJTNYECTBOM

yﬂ3BVIM0CTEl7I M0 CTeneHu KPUTUYHOCTI U KOJIN4ECTBOM areHToB, B KOTOPbIX COAEPXaTca n OTCYTCTBYHOT yA3BUMOCTH.

6.4 AgmurnctppoBarme
B pa3zene ABMUHUCTPUPOBAHME AAMUHUCTPATOP MOXET TPOCMATPUBATL MH(OPMALMIO O N0/b30BATENAX,
C034aBatb M YHANATb YYeTHble 3anucu nosib3oBatesied, a TaKKe W3MEHATb NapameTpbl YYeTHbIX 3anuceil

nosib30BaTenei.
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https://attack.mitre.org/

6.4.1. 06was nHghopmayms o CNUCKe NoAb30BaTENEH

B pa3nene ARMHHHCTPHpPOBaAHME NOKa3aHa MH(opMaLus 060 BCeX 3aperncTpupoBanHbIx B lporpamme
N0Nb30BaTENAX.

[laHHble 0 N0Nb30BaTENSX NPe/CTaBAeHbI B TAGANYHOM BUAE (PUCYHOK 23).

Tabnuua CoAepxuT CnepytoLyme nons:

1) Ums nonb3osatens;

2) MocnenHee Bpems BXOAa;

3) Nwmg;

4) Gamunus;

5) Email;

6) Ponb;

1) Crary;

8) YnpasneHue.

AT
L Py

rotect

MaBHaA CTpanmLa

AIMWHUCTpUpPOBaHKe
(R ASMMHWCTDMpOEaHKE A pyp
Mokassigats no VMR noaszosaTens Hima
COBLITHA
VIHLMAEHTH
Ema Ponk nonbsceatena
AKTUEHOCTH o FonssoEaTEN
MpoLeccsl W MOAYAM
 E
ATEHTH
WMma nonbsoBatena MocnegHee EpEMA BXOLA Wma Damuana
AreHTnl
» wp-test-user-2 vp-test-user-2 vp-test-user-2
Fpynno
» testpagis testpagi3 testpagl3
Kotdurypawmm
» wp-test-4 vp-test-4 vp-test-4
BepudmKalna
» ) user e
Tepmutan
» testpagl? testpagi? testpagl?
Mpadwic
¥ yEYEYKE EYHEYHE YEKEKYE
XpaHuaniLe
» testpaglé testpagis testpagis

YAEMMOCTH

Pucynok 23 — Paspen «AfMUHNCTPHPOBAHME

Wms nonb3oBatens — coepXuT 10ruH, NoJ, KOTOPbIM NOJIb30BATENb 3aPErucTPUpoBaH B Mporpamme.
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MocnepHee BpeMs BXOAA — COAEPXMT AaTy M BPEMSA NOCAELHEr0 BX0AA N0ONb30BaTeNs.

Mms — copepxut umsa, KOTOpoe Nosb30BaTeNb YKa3a Npu PerucTpaLmm.

damnnunsa — cofepxut Gamunmio, KOTOpYro N0NL30BATENb YKa3an Npu PerucTpaLum.

Email — 3neKTpoHHbI N0YTOBbIA APeC, yKa3aHHbIA N0Nb30BATENEM NPU PErMCTPALIMK.

Ponb - (hyHKuMOHaNbHAS PONb NONb30BATENs (MpedycMOTpeHbl 3 ponu: ARMUHMCTPATOP, AHANNTHK,
Onepatop noucKa yrpos).

Craryc v YnpaBneHue — B yKa3aHHbIX N0ASX COAEPXATCA KHOMKN AN U3MEHEHNS NapaMeTPoB YYETHbIX
3anucei nonb3oBarenei.

B BepxHen 4actu OKHa Haj Tabnuuen CoAepXatcs CTPOKM ANs MOMCKA NOAb30BaTeNel No napamerpam
(unbTpaumu:

— MokasbiBaTthb NO;

— WmMs nonb3oBartens (10ruH);

— Nms;

— Qamunusg;

— Email;

— Ponb nonb3oBarens.

Kaxpaa CTpoka Talbnuubl COAEPXUT AONONHUTENbHYID MH(OPMALLMIO O CeCCUsX nonb3oBatens, 4ns ee
npocMotpa Heobxoaumo Haxatb JIKM Ha 3Hauyok . B ciyyae, ecnm y nob30Batens OblM aKTUBHbIE CECCUM, OHM

Gy/yT nokasaHbl HUxe cTpoku. Mo yMonuaHmto 0To6paxaercs TONbKO nocneaHss ceccus (puc. 24).

Bpemsa cosganua: 01.04.2021, 11:12:10

IP agpec: 192.168.113.1

Bpaysep: Chrome

OC: Windows

User agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/89.0.4389.90 Safari/537.36

PucyHok 24 - Undopmanus o ceccusix nonb3osarens
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lns PacKpbITUA [aHHbIX N0 BCeM CECCaM CneflyeT HaXatb KHOMKY Bce ceccun nonb3oBartens. B okHe

ceccun oToBpaxaercs MHGopmaLms no cnegyrowum napametpam: Bpems cospanns, IP appec, bpaysep, 0C u User

agent.
Bpems co3panmsa — fata u Bpems BX0a B YYETHYI0 3anUCb N0Ab30BATENS ANS BbIGPAHHOR CECCHU.
IP appec — ip-agpec ycTponcTsa, € KOTOporo Oblf BbINOAHEH BXOA N0Nb30BATENS AN BLIOPAHHOM Ceccuu.
bpaysep — Opay3ep, 3 K0T0poro b1 BbINOSHEH BXOA B [Iporpammy Ans BbIOPaHHOA CeCCuu.
0C - onepauuoHHas cucTeMa, nof ynpaBAeHUEM KOTOPOW BbINONHANCA 3anyck Gpay3epa Ans BXoAa B
llporpammy.

User agent — B nose 01o0paxaercs HauMeHoBaHWe Opay3epa, C MOMOLLbHO KOTOPOr0 BbIMOJHSETCS

B3aUMOJENCTBUE C areHTOM.

6.4.2. H3meHeHHe napamMeTpOB yHeTHbIX 3aMHCeH N0/b30BaTeNeH

[Ba nons Ttabanubl ¢ Y4ETHbIMK 3anuncamu nonb3oBatenei copepxar pOonoJiHUTeNbHbIE KHONKW And

ynpaBneHus napaMeTpamm y4eTHbIx 3anucei: Cratyc v Ynpaenenue.

lpumeyanne

9

L)  Ku«onku ynpaenewns u GnokupoBaHMs/pasOnoKupOBAHUS aKTMBHbI TONbKO ANS MoNb3oBaTened,

BOLIEALINX B HporpaMMy MO YYETHOM 3anuCbIo afMUHUCTPATOpA.

B none Craryc Haxoastcs kHonku 3aGnokmpoBatb/Pas36nokupoBatb nonb3oBatens ©/ | ¢
MOMOLLbLH0 KOTOPLIX QAMUHUCTPATOP MOXET BPEMEHHO 3aNpPeTUTb WAK paspeLltb TOMY WM MHOMY NONb30BATEN
pa6otatb ¢ lporpammoi. Onumust 610KMPOBAHMS HENPUMEHUMA N0 OTHOLIEHNIO K CBOEW y4eTHOR 3anucu. lpouecc
0710KMPOBAHNA MOMb30BATENA 3ALLMWEH OT CIy4alHbIX HAaXaTud HeoOX0AMMOCTbIO MOATBEPXAATh AeEHCTBUE
6710knpoBaHNA/pa36n10KMPOBAHUS B OTAENbHOM OKHE.

Mocne noaTBEPXAEHUS OMEpaLMn B HIKHER 4acTU OCHOBHOO OKHa [lporpamMmbl noaBAsetcs coobLieHue

NMonb3oBarenb pa3610knpoBaH/3a0610KMPOBaH.

PykoBogcTBo agmunuctpatopa RT Protect EDR
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B none Ynpaenenue Haxoaqtcs kHonku PegaktupoBatb nonb3oBatens -, C6pocutb naponb ' #
Ynanutb nonb3oBarens . [lns 3a6/10KMPOBAHHOTO NONb30BATENA AKTUBHbI GYAYT TONLKO KHOMKM yAaneHus
n0/1b30BaTeNA U PELAKTUPOBAHMUS.

Mpu HaxaTuu KHoNKu PepakTMpoBaTh NOML30BATENN OTKPLIBAETCS OKHO, B KOTOPOM MOXHO U3MEHHTH
UMS 1 (DaMUANIO NONb30BATENS, afPec INEKTPOHHON MOYTHI, @ TAKXE POJib BbIGPAHHOTO N0JIb30BaTENS.

Onuus M3MeHeHus posu NONb30BATENA HE NPUMEHSETCA NO OTHOLIEHNIO K COGCTBEHHOA Y4YETHOM 3anucy.
[nst COXpaHeHus v NpUMEHeHNs! N3MEHEHHbIX NapamMeTpoB HeoOX04UMO HaxaTtb kKHonky CoxpaHmtb. [pn HaxaTuu
kHonku COPOCMTb NAPOIb OTKPLIBALTCSH OKHO, B KOTOPOM A/151 CGPOCa TeKyLLero naponst BbIGpaHHOMY N0J1b30BATENH0
CNIeflyeT HaxaTb KHONKY BoinonHuTb

Ccbinka Ha cOpoC napons OTNPaBAsSeTCs NOMb30BATEN0 HA YKA3aHHbIA MpU PerucrpaLuu agpec
3/IeKTPOHHOM NoyTbl. [lanee nosb3oBate/ib NePexoANT N0 0TNPABAEHHON CCbINKe, NOC/E Yero BBOAUT HOBbIA Naposb

W noATBEPX/eHMe Napons B okHe C6poc napons (puc. 25). Maponb K0NXeH COOTBETCTBOBATL NPaBUNAM, YKA3aHHbIM

B NyHKTe 6.4.3.

E] E;rotect E D R

CBpoc napona

Pucynok 25 - OkHo BOCCTaHOB/IEHNS NAPONSA NONb30BATENSA

Mocne BBOZA 3HAuYeHWii HOBOrO Napons W €ro MOATBEPXAEHMS HEOOXOMUMO HaXaTb KHOMKY
P Mocne 3aBepiueHust onepauuu C6poca naponst NMoAb30BaTeNb CMOXET BOMTH B CBOK

Y4€THYI0 3anucb C HOBbIM NApPONEM.

PykoBoactBo agMuimctpatopa RT Protect EDR L Brtect
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”pVI HaXaTu KHOMKM YAanuTh nonb3oBatens OTKPbIBAETCA OKHO, B KOTOPOM A1 YAANeHUs YYeTHOM

3aMnucu Bbl6p8HHOFO nonb3oBarens Cnefiyer Haxatb KHOMKY BbinonHutb.

6.4.3. Co3ganne y4eTHON 3GNHCH N0/b30OBATENA

B HMXHEW YacTh NaHenu afMUHUCTPUPOBAHNA HaXOAMTCS KHOMKa Co3aaTh noab3oBatens. [lpu HaxaTuu
KHOMKM OTKpbIBaeTCs 0kHO Co3aaTb nonb3oBatens.

[ins noGasneHus nonb3oBarens Heo6XoAUMO 3anonHuTb B okHe Co3path monb3oBatens Crefyloline
nons:

— WM nonb3oBarens;

— Appec IneKTPOHHON NOYTbI;

— Wwms;

— Qamunus;

— HoBblit naponb;

— Mostopure napons;

— Ponb.

[ns 3aBepLUeHNs PerucTpaLLi HOBOro NoNb30BaTeNs CNeAyer 3an0NHUTL BCe Noas BBOAA. B none BBoja
Aapec 3neKTPOHHON NOUTbI HEOOXOANMO BBECTU aAPEC INEKTPOHHOA NoyThl BUAA login@domain. [lns Toro, 4To0bI
0T00Pa3TL/CKPbITL CUMBOILI, BBOAUMBIE B NoAis HoBbIA naponb 1 MoBTOPUTE NAPONb CNIELYET HAXaTb KHOMKN

© /&

B HuxHeit yactn okHa Co3paTh NONb30BaTENS NPUBEEHbI NPaBuUaa (PopMUPOBaHUS Napons:

— Napo/ib He JO/KEH COBNaAaTb C UMEHEM M0Ib30BATENS UM APYrod NepcoHasbHOM MHOPMALIMER UK
ObITb C/ILKOM MOXOXWM Ha Heg;

— Naposib JOMXEH COAEPXaTb Kak MUHUMyM 12 CuMB0I0B;

— Mapo/ib He MOXET ObITb OZHAM U3 LWMPOKO PAcnPOCTPAHEHHbIX napone;

— Napo/ib He LOMIXEH COCTOATb TONLKO U3 Ludp.

[ns NOATBEPXAEHNA 3HAYEHNI, YCTAHOBNEHHbIX 4151 HOBOW YYETHOM 3anucu nonb3oBarens, HeobxoauMo

Haxarb kronky EEl.

PykoBoactBo agMuimctpatopa RT Protect EDR rotect
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6.4.4. CoolLyeHns afMHHACTPATOPY NPH BBOJE HEKOPPEKTHBIX 3HAYEHUA

Mpun BBOE aAMUHMCTPATOPOM HEKOPPEKTHBIX AAHHBIX B NOASX OKOH PeflakTpoBaTth Nonb3oBatens |
Co3gatb nonb3oBatens lporpamma BbIBOANT CO06LLEHMS 00 OLINOKaX.
Ecim nonb3oBatenb 0CTaBASET B YKa3aHHbIX BbiLe OKHaX X018 Gbl 0HO NYCTOE Nojie BBOAA, TO BbIBOANTCS

coobLieHue (puc. 26). Takoe Xe coo6iieHMe BLIBOAUTCA BO BCEX MONSX, TPEOYHOLMX BBOAA MH(OPMALMM.

MR o II

PucyHok 26 - CoobLieHue o nycTom none BBoAA

”pVI Hanucauuu B nose Beofa UMa nonb3oBatenst 3Ha4eHUS UMEHU NO/b30BATENS, UAEHTUYHOIO yxe
COXpPaHEHHOMY B ﬂporpaMme, BbIBOANTCS COOOLLEHIE O TOM, YTO N0/Nb30BATENb C TAKUM UMEHEM yXxe CylectByer (pMC.

21).

MiMA NnonsL20BaTENs
* [1ONL20BATENL C TAKME MMEHEM YAHE CYLLECTEYET.

PucyHok 27 - Coo6ieHne 0 coBnafieHuH HMEHH NoNb30BaTens

lpu BBOAE NONL30BATENEM HEKOPPEKTHOTO aApeca 3MEeKTPOHHOM NouTbl B nose BBoAa Email B HixHeit
4acTu OkHa PepakTupoBatb nonb3oBarens uin Co3Aatb nonb3oBaTens BbIBOAUTCA COO6LLEHNE 0 HEOOX0AMMOCTH

BBOAA NPaBU/IbHOIO afApeca INEKTPOHHOM NouThI (puc. 28).

sd@dsdf ®

Heawnnms HOE THAYEHIAE &S
Cel R 0 i oy L) o | el e

PucyHok 28 - CoobLieHune o HenpaBUAbLHOM apece INEKTPOHHOM NOYTbI
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Ec/m BBEA€HHbII NAPONb HE COOTBETCTBYET OHOMY WM HECKONbKUM yKa3aHHbIM B NyHKTe 6.4.3 npasunawm,
T0 B HIXKHE# YaCTV OKHa NOABUTCS CO0GLLEHME, B KOTOPOM OYAET yKa3aHO HapyLIEHHOE NPU CO3ZaHMM NapONs NPaBuJ

(puc. 29).

1111111 0

=S — =) "\.::_'-.-\._ = LASH = ~LARIE Ulelz
=t — it = ot I - - P - = A

Pucynok 29 - lpeaynpexpaatowee coobLienne npu BBOAE HEKOPPEKTHOTO Napons

Mpu BBOE OTAMYHBIX JPYr OT Apyra 3HaueHuii B nons HoBbiit naponb 1 MoBTOpMTE NAPONb B HIKHE

YacTu noneii BBOAA NOABMTCA CO0OLLEHNE O HECOBNAAEHUN BBE/IEHHbIX naponeit (puc. 30).

PucyHok 30 — Coo6uieHune 0 HecoBnageHnn naponen

Mpy BOCCTAHOBNEHUM NAPOAs N0 CCbINKE, OTNPABAEHHOR aAMUHUCTPATOPOM, NOCAE BBOAA NONb30BaTENEM
HEKOPPEKTHbIX 3HaueHui B nons Beegute HOBbI Naponb v MosTopute naponb B okHe COpoc napons GyayT

0T06paxaTbCs COOOLLEHNSA, AEHTUYHBIE YKa3aHHbIM Bbille (puc. 31).
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PucyHok 31 - Beop HeKoppeKTHbIX 3Ha4eHui npu copoce napons

Coo6uuieHus 06 owwmbKax, KoTopble BbiaaeT lporpamMMa npy BBOLE HEKOPPEKTHbIX 3HAYEHMIt napons, OyayT
WIEHTUYHBI TEM, KOTOPbIE MOTYT BO3HMKHYTb MpU BBOAE Mapoas W €ro NoATBepxaeHus B okHe Co3pgatb

nonb3oBatens.

r BaxHo

L)  Ecw s teyenme 12 yacos nonb3osatenb Mporpammbi BbINOAKAT 20 uAn Goniee HeyfauHbiX NOMbITOK
BX0Za, TO ero y4ertHas 3anucb Oyper 3abnokuposaHa. B 3toM Ciydae pa3bnokMpoBaTh Takoro

0/ib30BaTeIa CMOXET TO/IbKO aIMUHNCTPATOP ﬂpOFpaMMbI.

6.5 Cobbitns

B cepsepHoii yactu Mporpammbl 00pabaTbiBAKOTCA COOLITUS AKTUBHOCTH, MPOUCXOAALLENA HA KOHEYHbIX
TOYKaX C YCTAHOB/IEHHbIMM HA HUX areHTamu. Bce oOpaGaTbiBaemble COObITUS MOXHO Pa3fenuTb Ha TpU OONbLLKX
KaTteropun: OGHapyxeHns (B YCTOABLIEACS MeXAYHApOAHOW TepmuHonorun — alerts), MH(OpPMaLMOHHbIE
o6HapyxeHus (informational alerts) u Tenemerpus.

OOHapyxeHus — 310 CoObiTis, Kotopble EDR co cpefHed U Bbile CTENEHbH BEPOATHOCTH (CpesHsis+
KPUTMYHOCTb COOBITUA) MAEHTUDUUMPYET KAaK OnacHble uau BpefoHOCHble. Ha CTpaHMuax ¢ oToGpaxaembiMu

COBbITMSAMU 0BHapYXeHus noMeyaloTcs 3Haukom * B nonsix Onucanme uan Hassanme. Crctema oGHapyxeHus 1
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onoseLeHns B lporpamme oxBaTbiBaeT COObITUS MHOXECTBA KOMMbIOTEPHBIX NOACHCTEM: (DainoBas NOACUCTEMA,
ceteBble COObITUS, COObITUA, NPOMCXOASALLME C NPOLLECCAMM, PEECTPOM U T.4.

HHopmanmoHHbie 06HapyXeHna — 370 COObITUA, UMEIOLIME HU3KUI YPOBEHb KPUTUYHOCTH, TO €CTb
COObITUS, NPeACTaBASIOWLME MANOBEPOSITHYIO YTPpo3y, HO MPU 3TOM M3pefKa Tpebylolmne BHUMAHNA aHANNTUKA
MHOpPMALLMOHHOA Ge30nacHoCTh. Takue COObITMA B HEKOTOPbIX CAY4asX MOrYT MPeacTaBNATb ONacHOCTb AN
3awmwaemon UT-MHGPACTPYKTYpbl WAN SBASATHCS MPU3HAKOM TOMO, YTO HA areHte MposBAAETCS aKTMBHOCTb,
(BSI3aHHaA C pa3suTieM ataku. MHdopmaunoHHble 06Hapyxenus (informational alerts) He HACTObKO SBHO FOBOPST
HaM 0 TOM, YTO B 3alLUMLLAEMOI CUCTEME NPUCYTCTBYET BPEAOHOCHAS aKTUBHOCTb WK 0OBEKT, HO B TO Xe BPeMS
AOCTATOYHO BaXHbI, YTOObI BbIAEANTD UX B OTAE/IbHYHO KATeroputo CoObITHA.

Tenemetpua — Bce CoObiTia, peructpupyemble Mporpammoi, ¢ ypoBHem Kputnuxocth WHdpopmaums
(coBbiTis, KOTOpbIE NepeaaoTcs Ans 06paboTKM B CepBEPHYH0 YacTb [IporpamMbl OT KAMEHTCKOM YacTy).

Ans no6oro cobbitis win rpynnbl coObiTHit B [Iporpamme Moxer GbiTb co3aaH MHUMAEGHT. B 0CHOBHOM,

MHLMAEHTbI Ha3HavatoTcs [IporpaMMoit aBTOMATUYECKN Ha OCHOBE 0GHAPYXEHMI.

A lpumeyanne
L_. Kpome aBToMaTnyeckoro cospauns uxumaeHtoB B «RT Protect EDR» npegycmotpeH qyHKLMOHAN
C034aHUA WMHUMAEHTA BPYYHYIO, YTO M03BONSET QHANNUTUKAM MPOBOAUTL PETPOCMEKTUBHbIE

paccneoBanms, KOHq)VIprVIpyFI UHLUWUAEHTBI CAMOCTOATENBHO.

CoObiTHs BCEX KaTeropuit MOXHO npocMoTpetb B o6nac CoObiTMsi. 31ech cofepxatcs pasaent
WHumpeHTbl 1 AKTMBHOCTb. Ha CTpaHuuax pa3fenoB npeacTaBieHa ucYepnbiBatowias MHAOPMaLms o coBbITusX,
NETEKTUPYEMbIX Ha areHTax 1 06pabaTbiBaeMblX Ha CEPBEPE, @ TAKXE UHLMIEHTAX, CBA3AHHBIX C ITUMU COOBITUAMM.

MozpoGHas MH(OpMaLMs 0 paccnefoBaHusiX W aHanue CcoObiTHiA, 0GHapyXuBaeMbix [lporpammoi,

COAEpXMTCA B fOKYMeHTe «PykoBoacTBO aHanutuka RT Protect EDR».

6.5.1. Huyngentol

Ha ctpanuue pasnena MHUMAEHTBI copepXuTCs MHdopMaLMsa 060 BCeX 3aperucTpupoBaHHbIX HHLMAEHTAX.
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WHumaeHTbl renepupytotcs NporpaMmmoi B aBTOMATUYECKOM PeXuMe Npu 0OHApYXeHn COObITUIA, KOTOpble
MOTYT KOCBEHHO WM ABHO WMHTEPNPETMPOBATLCA KaK BPELOHOCHbIE. B WMHUMAEHTbI nonafatt Bce COObITMS-
00HApYXeHUs,, peryampyemble npaBuaaM1 MHAMKALMK, YCTAHOBAEHHBIMU B [IporpamMme N0 yMOMYaHMIO, @ Takxe
npaBunamu, npeactaBneHHbIMU B 06n1acTh AHanuTMKa (cM. nogpasgen 6.7). Kpome aBTOMaTHYeCKOM reHepaLim
MHLMAEHTOB B lporpamme npegycMOTpeH (DYHKUMOHaN 406aBAEHUs COObITHI B MHLMAEHTbI B PYYHOM PEXUME (CM.

NyHKT 6.5.2).

r BaxHo

L) Muungent hopmupyerca Ha cTpanmue MHUMAEHTBI, €CTM YPOBEHD KPUTUYHOCTH XOTA Obl OAHOTO M3

COGbITHIA 3TOr0 MHLMAEHTA OLEHNBACTCS PABHOM UM BbILLE YPOBHS KPUTUYHOCTH CPesHas.

[ng npocMoTpa MHOPMALMM NO BCEM WHUMAEHTAM HeoOXOAMMO YAANNTb HACTPOMKK (UIbTpaLmK,
YCTAHOBNIEHHbIE MO YMONYaHMI0, HaxaB KHOMKY COpocuTb chuabTpbl. TloCe M3MEHEHUs HACTPOEK Ha CTpaHuLue

NHumpaeHTb! 6Yﬂ,yT MOKa3aHbl BCE UHLUAEHTDI, 3aPEerucTpupoBaHHbIC B ﬂporpamme.

Pabora c nHyngeHTaMu
Crpanuua pasgena HHumaeHTbI npecTaBneHa Ha pucyHke 32. UHgopmauna 06 MHLMAEHTaAX HA CTPaHULE
paspena npefcrasneHa B 1abanyHom Buge. Mo ymonyanuio B Tabanwe 0To6paxatoTcs BCe HE3aKPbITble NHUMAEHTBI,

B TOM YiCne Ha3Ha4YeHHble Ha TEKYLLEro N0Nb30BaTENS.
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i) Thaenas crpanuua

MHuUmnAaeHTbI
ALMHHUCTDNDOBEHHE
MoksssizaTs N0 Toynna Arert KDUTALHOCTS
COBLITHA
& 2 H
0 VsumgenTs
Orsencreermsi Cosaztens Mepuoa pervcTpaLiie
AxTHBHOCTE % | v
MPOUECTs 1 MOAYAH Cratyc MITRE Montoe A ug
Hos: H:
AIEHTHI
Arenal
AVHAMUKA UHLAAEHTOB
Fpynnet
: 3 4
71 Kogurypaymm - I
B @ Bpems . Kon-so
SEntSa. Kputnunocrs Hassanme P Bpema aciicrana Aretat . c
perucTpaum coBbITHit
Tepmuran
> [ Coospuns | RT_notsigned_cioud & OneDrive.axe 278408 11.18.2024, 14:1 ® VIM-IREN / WIN10-86 1
Tpadurn
> [ Connn | SOC_Viber_connections = 11.10.2024, 14:1¢ e onpenenew ® @maranwiNTI@8a 1
Xparunmie
> [ Connn | SOC_Viber_connections = Viberexe 11.10.2024, 1 1 ® WORK / ANPG_WORK_10 2
S Ysewmoci
> [ Connn | SOC_win_susp_schtask_start_from_public_d.. $78¢ | 11.1e.202, 13:38 le anpenenew ® WORK / A_P-Release 1

Pucynok 32 - Crpanuua «MHLHACHTBI»

CBepxy Tabnuupl ¢ MHUMAEHTaMU B none [IMHAMMKA WHLMAEHTOB COJEPXATCS TPAachuKM, HA KOTOPbIX

MOXHO Npocneautb AUHAMUKY BO3HUKHOBEHWUSA MHLWAEHTOB B COOTBETCTBUM C BblﬁpaHHbIMM (i)VIﬂpraMVI. Y1000

noka3aTb rpauk, Heo0Xo4MMo Haxatb KHOMKY . [pacuk MoXeT ObiTb NPeCTaBAeH Kak B IMHEAHOM, TaK U B
cron6yarom suae. UtoObl nepexntountb 0To0paxeHue rpaduka, Heo6xoauMo BbiIGPaTh OANH U3 ABYX THNOB rpaguka
B 061actv Tun rpadhuka (JiuHeiHbin nan Cronbyatbin).

B Tabnunue MHUMAEHTOB NpeACTaBAeHbl CiedytoLLne nons:

1) Kronka BbiGopa nHunaenta (@);

2) KputnyHocrb,

3) HasBanme,;

4) Bpemsi peructpaumm;

5) Bpems peicTBus;

6) AreHTbl;

1) Kon-8o cobbituit;

8) 0TBETCTBEHHbIH;

9) Craryc.
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B none ¢ kHonkon Bbl60pa NHLUAEHTOB COAEPXKNTCA KHOMKA PACKPLITUS LOMNOHUTEIbHON MHd)OpMaLI,VIVI 0

COObITUSIX, BKNKOYEHHDIX B MHUMACHT (). Mpu HaxaTun IKM Ha 3Hauok *

CHM3Y OT CTPOKKN MHLIUAEHTA OTKPbIBAETCA
LL0NONHUTENbHAS H(OPMALMOHHAA 00/1aCTb, B KOTOPOW NO/Ib30BATENIb MOXET NPOCMOTPETH AaHHbIE 00 NHUNAEHTE.

WHumpeHTbI, KoTOpbIe ObiN CO3aHbI Ha 0CHOBE NPaBMA U3 BHELHEro Habopa (Habopa, co3haHHoro Ha Tl-

nnaropme), nomeyaroTcs B cTpoke MpaBuna 3Haukom o1 Mpu HaBeaeHNM yKa3aTeNs MblLliv Ha JAHHYI0 UKOHKY

MOABUTCA OKHO C BCNJIbIBAOLLMM COOGLLEHNEM, NPEACTAB/IEHHBIM Ha pucynke 33.

Brewruli Habop

YcnewHo CUHXPOHMN3MPOBaH

MocnepgHas cn HXPOHW2aUumnaA:

QT

PucyHok 33 - BcnnbiBatowee coobuieHne ¢ uHchopmawuen o BHelwHeM Habope

B none gononxutensHoi uugpopmarim 06 nHumuaente B crpoke Texunkn MITRE npejcraBieHbl TeXHUKM,

KOTOpbIE MOKPbIBAET JaHHOe NPaBHio.
T1012 Query Registry

Ha3BaHue TeXHUKW, Hanpumep, IBNSETCS aKTUBHOM CCbINKOM, NpU
HaXatuu N0  KOTOPOM  NIEBOA  KHOMKOM  MbIWKW  NPOMCXOAMT  Mepexod Ha  CTpaHuLy  CaiTa
https://attack.mitre.org/techniques ¢ nonHbIM onucaHuem 3T0i TeXHUKW. [Ipy HaBefEHUN yka3aTens MbIWK Ha
Ha3BaHME TEXHUKI NOSABASETCS BCMAbIBAIOLLEE OKHO C KPATKNUM ONUCAHUEM TEXHUKM.

B none KputyHOCTb noKa3bliBaercs MH(OPMaLMA 0 CTENEHN KPUTUYHOCTM WMHUMAeHTa. Bcero
NPeayCMOTPEHO NATb YPOBHEN KpUTHYHOCTH: WHhopMaLma (HanMeHee KpUTHYHBIIA YPOBEHb MHUMAEHTa), Hu3Kua,
Cpeptnit, Boicokuit, KpuTHUHbIA (Hanbonee KpUTUYHbIA YPOBEHD MHUMAEHTA).

B none Hasanme t1abnuupl MHUMAGHTBI HAXOAMTCA MMS, NPUCBOEHHOE WHUMAEHTY U €ro Homep.
WHLUMAEHTbI, KOTOPbIE NONb30BATENM CO3AAOT BPYYHYIO, TOMEYATCA 3HAYKOM < . 3HAYOK 0TOOPaXaeTcs psaoM C

Ha3BaHueM. Mpu Haxatm JIKM Ha UMeHN MHLLMAEHTA NPOUCXOLNT Nepexos Ha cTpaHuly HHumaeHr.

[ins u3MeHeHus Ha3BaHua MHLMAEHTa B none Ha3sanue CnpaBa OT UMEHW UHLMJIEHTA COIePXUTCA KHOMKA

PepaktupoBatb (- ). KHonka Gypaer oto6paxarbCs TONbKO 4151 MHUMAEHTA, Y KOTOPOTO HA3HAYEH OTBETCTBEHHDII

PykoBogcTBo agmunuctpatopa RT Protect EDR
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https://attack.mitre.org/techniques

3@ €ro peweHne nonb3osatesb. lpu HaxaTuu KHOMKM OTKPbIBAETCA OKHO PepaktMpoBaHMe MHUMAEHTA. [1q
N3MEHEHUS UMEHU MHLMAEHTA HeoOX04MMO BBECTU MPOM3BOJIbHOE UMS B CTpoke HasBaHue, nocie 4yero Haxatb
kHONKy CoXpaHuTb NS 3aBEPLUIEHUS OnepaLyn.

B none Bpems peructpawuu 0100paxaercs nHhopmaLmus 0 BEeMEeHU PerncTpaLum MHLMAEHT.

B none Bpemsi peictBuA 0T00paxaerca MH(OPMALMUA O BPEMEHM, B TEYEHUe KOTOPOro MPOUCXOANA
VHLLMAEHT. ITO BPEMS PACCUMTLIBALTCS, KaK Pa3HULLA MEX/Y BPEMEHEM, KOTa Ha4an0Cb NepBoe CoBbITHE MHLMAEHTA,
W BPEMEHeM, KOTia 3aKOHYNN0Ch NOCNeHEee COObITUE MHLMAEHTA.

B none AreHtbl 0T0GpaxXaercs MH(opMaLus 0 rpynne, B KOTOPYK BXOANT areHT, Ana KOTOPOro CO3AaH
VHUMAEHT M uM$ areHTa. [lpu HaxaTu Ha UMEHM TPYNNbl WAK HA3BAHUN areHTa NPOMCXOAMUT NEPexod K CTpaHuLam
Ipynna v Aremr.

B none Kon-Bo coObITMit 0100paxaetcs MHopMaLs 0 KONMYeCTBe COObITUI, BXOASLMX B MHUMAEHT.

B none OtBeTCTBEHHbIH HAXOAMTCH KHONKA W3MEHMTb (), C MOMOLLbIO KOTOPO MOXHO W3MEHHTb
N0Nb30BaTeNA, OTBETCTBEHHOI0 3@ PeLleHne nHuMaeHTa. [pu Haxatuu kKHonkn U3MeHUTb 0TKPbIBAETCS 0KHO BbibGop

OTBETCTBEHHOr0 MO MHUMAEHTY (puc. 34).

BEIGOD OTEBETCTEEHHOMND MO WHUAAEHTY

Coxpassims

PucyHok 34 - Boi6op nonb3oBatens, 0TBETCTBEHHOr0 3a peLeHne HHLHMACHTA

B cnyyae, ecim 0TBETCTBEHHDIM 3@ MHLMAEHT yXe Bbin Ha3HaueH, T0 ANA BbiGOpa HOBOTO N0b30BaTENS,
OTBETCTBEHHOI0 3a MHLMAEHT, He06X04MMO B CTpOKe OTBETCTBEHHBIN YA/ INTh TEKYLLEr0 N0Nb30BATENS, HAXAB B Hell
kHonky ~ . [lanee BbiGpatb noib30Batens u3 cnucka, Haxas JIKM Ha nycryto cTpoky nons OTBETCTBEHHBIM, UK
BBECTY B HEM C KNaBUATypbl UMS HOBOIO N0/Ib30BATENS, OTBETCTBEHHOTO 3@ MHLLMAEHT. [LNs 3aBEpLUEHNS NPOLeAypb

Ha3HAueHNs OTBETCTBEHHOTO NOb30BATENs Cieayer Haxarb kHonky .

PykoBogcTBo agmunuctpatopa RT Protect EDR r
Bepcus 1.0.23 or 14 okra6ps 2024

La
vo

rotect




B none Cratyc oto6paxaetcs MHOPMALMA O TEKYILEM CTATyce MHLMAEHTA. B 3aBUCHMOCTH OT TeKyllero
CTaTyca MHUMAEHTa B mone OyayT 0To6paxatbCs Pa3fuyHble KHOMKM, C MOMOLLbIO KOTOPbIX MOXHO M3MEHHTb

HEKOTOPbIE NapaMeTpbl MHLMAEHTA:
1) 3akpbITb MHUMAEHT — = (aKTuBHa npu cTatyce HasHaueH uin HoBbli);
2) Ha3HauuTb UM OTKPbITH MHLLMAEHT NOBTOPHO — B (aktmsHa npu cratyce HoBbld 1 3aKpbIT);

[Lns 3aKpbITUS MHLMAEHTA HEOOXOAMMO HaXaTb KHOMKY 3aKpPbITh MHLMAGHT () M B OTKPbIBLIEMCS OKHE
3akpbitHe nHumMaeHTa (puc. 35) Haxatb KHonky CoxpaHmTb. 3aKpbiTb MHLMAEHT MOXHO, AaXe eCN AN MHLMAEHTE

He Ha3Ha4€eH 0TBETCTBEHHbI.

3akpbiThe MHUMAeHTOB (1) X

KommenTapuii

[3akpeiTie MHUMAeHTE]

s

PucyHok 35 - 3akpbiTne HHLMAEHTOB

Mo ymMON4aHUI B OKHe 3aKpbiTMe MHUMAEHTA B nose KomMMeHTapuit CTouT 3amucb [3akpbitHe
WHUNAEHTA], €e MOXHO M3MEHUTb Ha MPOM3BOJbHbIA KOMMEHTapUiA WAM COXPaHUTL CTaTyC MHUMAEHTa 0e3
kommeHTapus. Mudopmaums, ykasaHHas nonb3oatesem B none KommeHtapui, 0100pasuTcs Ha CTpaHuue
WHuupenr.

[ins 1010, 4TOObLI HA3HAYMTb OTBETCTBEHHOIO M0JIb30BATENS MO HOBOMY MHLMAEHTY, HEOOXOANMO HaxaTb
kHONKy HasHaunTb MHUMACHT (ﬁ) " B OTKpbIBLEMCA OKHe Ha3Ha4yeHue MHUnAEHTOB B nosie OTBETCTBEHHBINA
BbIOPaTb N0/1b30BATENS, OTBETCTBEHHOI0 3@ PELUEHUE MHLMAEHTA, NOC/E Yero Haxarb KHONKY COXpaHMTD.

Kpome Ha3HaueHus OTBETCTBEHHOTO B OkHe HasHaueHMe WHUMAEGHTA N0/Nb30BATENb MOXET BBECTH
MPOM3BO/IbHLIA KOMMEHTapKI B NoNe KOMMEHTapHi, COXpaHMTb CTaTyC MHLMAEHTA 63 KOMMEHTapua Wan 0CTaBUTb
KOMMEHTapui no ymonuaxuio. UHopmauus, ykasaHHas nosb3osaresiem B nose KommeHtapui, 01o0pasuTcs Ha

crpannue MHumupeHr.
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lns MMOBTOPHOIO OTKPbLITUA WHLKUAEHTA HEo0X0MMO HaxaTb KHOTKY HasHauntb MHUMAEHT (OTKprTb

NOBTOPHO) ('ﬁ1 ), n0C/E Yero B OTKpbIBLIEMCS OkHe Ha3HaueHne MHUMAEHTOB HaxaTb KHONKY CoXpaHMTb, N3MeHHB
WM COXPAHUB TEKYLLLEro N0Nb30BaTe/N B KA4eCTBE OTBETCTBEHHOIO 3a PELLEHUE MHLMAEHTA.

lpn NOBTOPHOM HA3HAYEHNM MOXHO, KaK M Mpu Nto00M Apyroil CMeHe CTaTyca, A00aBUTL KOMMEHTAPWH,
KOTOPbI 0T00pa3uTCs Ha cTpaHuLe HHumpaenT. llocne 3aBepLueHns onepaLmun No NOBTOPHOMY OTKPLITUIO MHLMAEHTA
B HUXHER YaCTi CTPAHNLbI NOSIBUTCS BCN/IbIBAKOLLEE OKHO C COOOLLEHUEM.

[ns uAbTPALUMM MHLUMAEHTOB MO TEM WM WHLIM NPU3HAKaM Ha CTpanuue WHUMAEHTBI Cofepxarca
Cnegytowne uabTpbl:

1) MokasbiBaTb NO;

2) Tpynna;

3) Arenr;

4) Kputn4HoCTb;

5) OTBETCTBEHHDIIH;

6) Cospaten;

1) Mepuopg perncrpauum;

8) Craryc;

9) NMpasuno;

10) MITRE;

11) NonHoe nms ucnonHseMoro MoAynsa npouecca.

MpuHLMN PabOTLI C PUALTPAMM HE OTIMYALTCSA 0T PA0O0ThI C PUILTPAMK B pa3iesie AKTUBHOCTD.

B none unvtpos Mpasuno, MITRE, MonHoe umsa ucnonusemoro Mogyns npouecca, NoAAepXmsaercs
aBTONOACTaBAEH!e cumBo0B wildcard (*) 49 hounbTPOB N0 arperupoBaHHbIM NOAAM.

[ns hounbtpaumn B none dunbipa Mpasuno, cnepyer nucatb HazBaHue npasuna 6e3 paclungpoBKiu.

Mpumep:

MaliciousDomain B chrome.exe — npasuno ¢ pacwudgposkoit (MaliciousDomain — npasuno, no KoTOpOMy

OyAyT UALTPOBATLCS MHLMAEHTDI).
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Ounbtp Mepuoa perncrpaumm B cpaBHeHnm ¢ unbtpom Mepuog perncrpaumn (Ha cepsepe) CopepXMUT
0JHO [ONONHUTENbHOE 3HayeHne Bcé Bpems, npu BbIOOpe KOTOPOro NOKA3blBAKOTCS BCE KOrAa-nnoo
3apernctpupoBaHHble B [IporpaMme UHLMAEHTbI.

B none dunbTpa Cratyc BO3MOXHO BbIOpaTh CIEAYHOLME BAPUAHTbI CTATYCa MHLMAEHTA U3 BCMAbIBAIOLLEND
cnucka:

1) HoBblif;

2) Ha3Haues;

3) 3aKpbIT.

B none unbtpa OTBETCTBEHHDBIN 334aETCH (DUALTPALMS MHLMAEHTOB N0 N0/b30BATEN0, OTBETCTBEHHOMY

' - -y -
CHpOCHTE OHARTPE

3a pelwenve nHunpenta. C6poc 3HaueHuin (IUNLTPOB OCYLLECTBASETCS C MOMOLLBH) KHOMKM
[ns coptuposkn B nonsix Kputuunoctb, Bpema perncrpaumm u Cratyc 1a0iuubl C MHUMAEHTAMAN

MCMIONb3YIOTCH KHOMKM CMELLAHHOM COPTUPOBKM |, COPTMPOBKY N0 BO3PAcTaHMio T 1 COPTUPOBKN N0 YObIBAHMIO

B HuxHei yactn cTpanuubl MHLMAEHTBI COEpXaTcs KHOMKI ANS BbINOAHEHNA CEAYHOLMX ONepaLui:

— Ha3Ha4MTb OTBETCTBEHHOIO 3@ MHLMAEHTbI;

— 3aKpbITb BbIOPAHHbIE MHLMAEHTbI;

— YAA/UTb BbIOPAHHbIE MHUMAEHTLI.

Y1006bI HA3HAYMTL OTBETCTBEHHOTO, HEOOXOAMMO BLIMONHUTL ClIEAYIOLLIMeE LeHCTBUS:

1) BbiGpath OANH UM HECKONILKO MHLMAEHTOB C NOMOLLbLH0 KHOMKM BbIGOPA, OTMETUB UX (DAaXKamu;

2) Haxatb kHonKy Ha3HaYnTb MHLUMAEHTBI, OTKPOETCS OKHO Ha3HayeHue MHLMAEHTOB;

3) B oTKpbIBLLEMCS OKHE BbIGPATh OTBETCTBEHHOTO M HAXaTb KHOMKY COXPaHMTb.

Y1006l 3aKPbITb MHLMAEHTBI, HE0OX0AMMO BbINONHUTL CEAYHOLLNE AeHCTBUS:

1) BbIOpaTh OAMH MAK HECKOJILKO MHLMAEHTOB C NOMOLLbIO KHOMKM BbIOOPA, OTMETUB UX (h1aXKamu;

2) Haxartb KHOMKY 3aKpbITb BbIGpaHHbIe, 0TKPOETCA OKHO 3aKPbITHE MHLU/AEHTOB;

3) B OTKpbIBLUEMCS OKHE BBECTU MPOM3BO/IbHBIA KOMMEHTAPUI U HaXaTb KHONKY OTNPaBMTD.

3aKpbIBaTh MHLMAEHTI MOXHO AaXe TOTAa, KOTAa ANs 3TUX MHLMAEHTOB HE HAa3HAYEHbI OTBETCTBEHHbIE 33
WX PeLUeHue COTPYLHMKN.

[Lns ynaneHns MHUMAEHTOB HEOOX0AMMO BbINOAHNTb CEAYIOLINE AEACTBUS:
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1) BbIOpaTh OAMH UAK HECKO/IbKO MHLMAEHTOB C NOMOLLbIO KHOMKM BbIGOPA, OTMETHB UX (DN1aXKaMu;

2) Haxatb KHOMKY Y Aanutb BbIOPaHHbIE, 0TKPOETCS OKHO Y AaneHne NHUMAEHTOB (puc. 36);

3) Haxatb kHonky Hayatb yaaneHue;

4) Nlanee Heo6XoaMMO NOATBEPANTL YAANEHUE B OTKPbIBLLUEMCA OKHe MoATBEpXACHNE AEACTBHSA, HAXaB

KHOMNKY BbInonHuTh.

Ypanenwe nHumaeHToB (4) X

* NMaliciousDomain & msedge.exe (#28118)
* MaliciousDomain B msedge.exe (#27591)
® Cetepol MHAVKaTOR KoMnpomeTauuy hh (#27578)

s MaliciousDomain B msedge.exe (#27572)

YaaneHue (He Ha4aTo)

PucyHok 36 - [pynnoBoe yaanenne MHUMAEHTOB

B npouecce rpynnoBoro yaajeHna WHUWAEHTOB UMEETCA BO3MOXHOCTb npepBath Onepaunto ynaneHud,
HaXaB M0 UKOHKE . YLanexue MHUMAEHTOB NPepBeTca Ha TOM UHLMAEHTE, KOTOPbIA He 0TMeYeH

3HAYKOM B CMIUCKE YAaNSIEMbIX UHLMIEHTOB.
5) [inq 3aBeplueHns onepawumny yAanenus Ciefyer Haxatb KHOMKY 3aKpbiTh.

A)J,MI/IHI/ICTpdTOpy JOCTYNHA BO3MOXHOCTb CO3/1aHUA OTHYETOB M0 UHLMJIEHTAM, OTOﬁpa)KGEMbIM Ha CTpaHuLie.

Y1o6bl COXxpaHuTb OT4eT B hpopMate pdf, emy HEOGXOAMMO Haxarb 3HauoK

B BEPXHE# 4acTh CTpaHuLbl C
HUMaeHTamu. OT4eT COMEPXMT MH(OPMALMIO, COOTBETCTBYHLLYIO YCTAHOBAEHHbIM Ha CTpaHule MHUMAEHTI

(unbtpam.

Huynpgenr
XU3HEHHbIN LMK KaXA0r0 MHLMAEHTA N0APA3yMeBALT NPOXOXAEHHUE TPEX CTaNi:

— HOBbIA UHLLMAEHT;
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— Ha3Ha4eHHbIi B paboTy;

— 3aKPbITblil MHLMAEHT.

EC/M MHLMZEHT He npeacTaBnseT GoNbLue LEHHOCTH ANS JanbHelileit padoThl, €r0 MOXHO YaNuTb.

[ns 31070 MCNONB3YeTCH KHONKA Y Aanutb MHUmMAeHT B 061acTn MHdropmaumsa 06 MHLMAEHTE.

B 3aBucUMOCTH OT CTaTyCa MHLMAEHTA Y CTpaHNLbI MHLUMAEHT (DYHKLMOHANLHOCTL MOXET pa3fnyarbcs. [nq
HOBOrO ¥ 3aKPbITOr0 MHUMAEHTA HEAOCTYNHA (DYHKUMS PefakTMpOBaHMA MHUMAEHTA). YToObl 0TPeaKTMpoBaTh
VHLLUAEHT, He0OX0MMO HA3HAYNTb N0/Ib30BATENS, OTBETCTBEHHOTO 3@ €ro peLleHue.

Nepexog Ha cTpanunLy MHumaeHT BoinoaHsgeTcs npu Haxatvn JIKM Ha umeHn nHumngenTa. Lng uHunpenta, y
KOTOPOrO Ha3HayeH OTBETCTBEHHBIN 3@ €ro pelueHune nosb30BateNb, (PYHKLMS pelakTUpoBaHUs aktuHa. CTpanuua
MHumpaenT pasgenena Ha ciepytowme obnacu:

1) Unchopmanus 06 MHLMAEHTE,;

2) KommeHTapuu;

3) NlononnnrenbHas nHdopmauus;

4) O6HapyxeHus.

B o6nactn WHchopmaumsa 06 MHUMAEHTE N0/b30BATENb MOXET HA3HAUUTb MHLMAEHT HA TOTO WU UHOTO
aHaNUTUKa ANA JanbHedwwei paboTbl UAKM BLINONHUTD APYrue AeiCTBuS:

— PEAAKTMPOBATb MHUMAEHT;

— 3aKPblTb UHLMAEHT;

— OTKPbITb MHLMAEHT NOBTOPHO;

— YAANUTb MHLNAEHT,

— COXpaHuTb 0TYeT 00 MHLMAEeHTE B (haitn hopmara pdf Ha KOMNbKOTEP, C KOTOPOTO OCYLLECTBAEH AOCTYN B

MOJY/b aAMUHUCTPUPOBAHUS (KHOMKA . ).

B o6nactn Unchopmaums 06 mHUmMAEHTe 0T00PAXAKTCA CEAYIOLLIME AAHHDIE:
— Ha3BaHWUe MHUMAEHT];

— KPUTUYHOCTb UHLIMAEHTA,

PykoBoactBo agMuimctpatopa RT Protect EDR rotect
Bepcus 1.0.23 or 14 okra6ps 2024 7 5

w9
La
vo




— OTBETCTBEHHbI 3@ PeLUeHne UHLLMAEHTa;

— (TaTyC MHLMAEHTa;

— @reHT, Ha KOTOPOM NPON30LLAYM COOLITUS MHUNEHTA;
— BEeMS PerucTpaLmn HUNAEHTa;

— BpEeMS 1eNCTBUA NHUNEHTA;

— OMnucaHue.

PenakTnpoBaTh MOXHO CriefytoLLne napamerpbl:

— Ha3BaHue;

— OTBETCTBEHHbIN;

— KPUTMYHOCT®;

— OfncaHune.

lpumeyanne

9

LJ Onepauvm pefakTupoBaHua WMEHW WHUWAEHTA, KPUTUYHOCTU, ONUCAHMA, @ TAKXE WCKIYeHKne

COOBITUI U3 MHLMAEHTA CTAHOBSTCS JOCTYNHbIMK MOCNE HA3HAYEHNA OTBETCTBEHHOI0 3d UHLIMAEHT.

Mocne 3aBepleHms peflakTUpOBaHUs HeoOX0AUMO HaxaTb KHONKY COXPaHHTb U3MEHEHHS.

B o6nact KommeHtapum nonb3oBatenb MOXET YKa3aTb NPOU3BO/bHbIA KOMMeHTapuii. Takxe
KOMMEHTapUM YKa3bIBAOTCS aBTOMATUYECKM NPU NEPEBOAIE MHLMAEHTA U3 OHOTO CTaTyCa B AAPYroi, Hanpumep, Npu
Ha3HaueH!M UM 3aKPbITUN MHLMJEHTA.

[ins 106aBneHNs HOBOTO KOMMEHTApUS CeAYeT HaxaTb kHonky Co3patb KOMMEHTapHii, nocie Yero

0TKpbIBaeTCs 0kHO Co3paartb KoMmeHTapui (puc. 37).
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CozpaTb KOMMeEHTapuid X

TekcT KOMMEHTapUA *

Pucynok 37 - OkHo BBOA@ KOMMEHTapHA

[inst {OOABNEHNA KOMMEHTApUS K MHLMAEHTY HEOOXOAUMO BBECTU B OKHE TEKCT KOMMEHTapust U Haxarb
kHONKY COXpaHMUTb, NOC/IE Yero KOMMEHTapuit NoNb30BaTeNs OyaeT f06ABAEH HA CTPAHULY MHUMAEHTA.

B o6nactn JlononHutenbHas MH(hopMaLmMs npeacTaBieHa HGOPMALNA MO MHLMAEHTY C YTOYHEHUEM
NapameTpoB, XapakKTepU3yHLMX MHUMAEHT, TaKNX Kak KOMaHHas CTpoKa, npaBuna, AOMeHbl, hainbl. B cTpoke
CoObITHsA yKa3bIBAeTCS 00LLEe YN0 COBLITUM, BXOASALLMX B MHLMAEHT. YUCI0 ABAAETCA CCbINKOM, KOTOpas N03BONAET
nepedTn Ha CTpaHuLy AKTMBHOCTb C NpefyCTaHOBAEHHbIMI HACTPOAKAaMK (UALTPOB W CoOTBETCTBYHOWMM DSL-
3anpocom.

UHhopmawms 0 CoObITUAX, KOTOPbIE GbIM BHECEHDI B MHLMAEHT NPH €70 PerncTpaLymm, npeacraBaeHa Takxe
B 061acTn O6HapyXeHus B Ta0SMYHOM BUE.

lepexoa no CTpaHuLaM B TabanLe OCYLLEeCTBASIETCS C MOMOLLbIO NaruHaTopa (CM. pucyHok 16).

B Bepxneit yactn o6nactn O6HapyxeHus otobpaxaercs uHhopmauma 06 o6Liem Koanyectse CoObITHI B
UHLMAeHTe u unbTp MokasbiBaTb MO (MOXHO 3a4aBath Crepytowme 3uayerus: 10, 20, 50, 100).

B rabnuue ¢ 06HapyXeHusiMu MHOpPMALUS pacnpedeneHa no CleaywuM noasm:

1) Peructpauus Ha cepsepe;

2) Pernctpauus Ha areHre;

3) 'pynna/Mms arenra;

4) Onucanme;

5) Mpouecc;

6) UHchopmaums.
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Peructpauns Ha cepsepe — COLEPXHT MH(OPMALMIO O TOfE, MeCsue, AHE W TOYHOM BPEMEHU
peructpauyumn oGHapyxeHus Ha cepsepe no craxgapty UTC.

Perucrpaums Ha arente — COZEPXHUT MH(OPMALLUIO 0 TOAE, MECALE, AHE W TOHHOM BPEMEHU perncrpavmu
00HapYXeHus Ha arexte, 10 eCTb N0 TEKYLLEMY BPEMEHH, KOTOPOE YCTAHOB/IEHO HA MALLMHE C areHTOM.

I'pynna/ims arenta — B none 0T06paxatoTcs rpynna, B KOTOPOW HAXOAMTCA AreHT, U Ha3BaHue areHTa,
UMEHA rPpynMbl M areHTa Cyxar runepecblIKoi 4ns nepexoia K COOTBETCTBYHOLLMM CTPAHULAM.

OnmncaHmne — CofepXuT KpaTkoe onucaxue cobbiTus, KOTOPOE CUCTEMOI ONPeAENeHO Kak 00HapyXeHune uau
TenemeTpus, cobbiTue-06HapyXeHue NOMeYaeTcsl 3HaYKoM A\

Mpouecc — copepxut umsg npouecca, AeACTBUA KOTOPOro NpUBEAN K 00HapyXeHuo lporpammon, ums
npouecca oTo6paxaercs B BUAE CCbUIKN ANA nepexoda K cTpaquLe Mpoueccbl (CM. nyHKT 6.5.3).

B none Wudpopmavnus nokasaubl ciefytolLmue JaHHble N0 0GHAPYXEHUH:

— Kputnunoctb/flecteue;

— MITRE;

— Mpasuno.

Kpntnunoctb/[leiicTBHE — NOKa3bIBAET YPOBEHD Yrp03bl, KOTOPAS NCXOAMUT OT 0GHAPYXEHHOr0 COObITUS
Ana 3awmwaemoin UT-uHPacTPyKTypbl, A9 aBTOMATUYECKUX 0GHAPYXEHUN 3TO CPESHNIA, BbICOKUI U KPUTUYECKHIA
YPOBEHb, @ TAKXe B NoJie 0T00paxaercs AeicTBue, NPeANPUHSTOE B CBA3M C 00HapyxeHnem cobbiTus. [porpammoit
npeaycMOTPeHb! TpU AeiCTBUS: 0JI0KMPOBATh, JETEKTUPOBATL U NPOJOMXeHNe HabntofeHns. B nociegHem cnyyae
no/ie 0CTaHeTCs NyCTbIM.

MITRE - B none otoGpaxaetcs naentndnkatop TexHuku atakn MITRE ATT&CK, kotopblit cootBeTCTBYET
Co0bITHI0, 4OOABAEHHOMY B MHLMAEHT (MAEHTU(DUKATOP HA3HAYAETCS ONLMOHANBHO).

MpaBuno — B none oto6paxaercs HaMMeHOBaHWe NPaBMa, B COOTBETCTBUN C KOTOPLIM COObITUE ObINIO
[,00@BNIEHO B MHLMAEHT.

B none MHdpopmauma takxe Haxoautca kHonka JloxHoe cpaGatbiBanme (- ). HaxaB Ha KHOMKY,
N0/1b30BATe/Ib MOXET CO34aTb UCKIIOYEHNe ANA (hailnia C MOMOLLbI0 MacTepa UCKyenuin. Co3aatb UCKNKOUYeHKe C
MOMOLLbH0 MAcTepa MOXHO He [/l BCEX UHLMAEHTOB.

00wwmA BUA OKHA NPK CO3AaHMN UCKNKOYEHNA C MOMOLLbHO MacTepa UCKOYEHNIn A5 (haiina npeacraBieH

Ha pucyHke 38.
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\"13ETE|J CO24aHWA NCKNKOYEHNA X

Twn NCKIYEHWA

WcknroueHna ana dalinoe

Xew

cec4406bd28864b89c962783053boa2c3c7T4TdoT41ffaded4a5b22567d9

Wwma daiina
\Device\HarddiskVolumel\Users\user\AppData\lLocal\Programs
\Opera\93.@.4585.37\opera.exe

v

Twun CO3A3B3EMON0 UMCKNHYEHWA

Xew =

Habop

Iskl_for_file (HE PEAAKTWUPOBATE WM HE ¥IANATh)

PucyHok 38 - OkHO MacTepa co3faH1s MCKNHOUEHHH

B naHHom okHe nons Tun uckniovenns, Xew, Ums cbaﬁna YyCTaHABJ/INBAOTCA aBTOMATUYECKN U3
BblﬁpaHHOFO OGH&py)KGHVIﬂ, Tpe6yeTcs1 onpeaenuTb TOJbKO TUM CO34aBAEMOr0 NCKNHOYEHNA: UCKIHOYEHUEe No XeLl-
CYyMME WK UCKNOYEHUE N0 UMEHK (baﬁna. Takxe MOXHO YKa3aTb Ha60p, B KOTOPbIA Cnegyet 106aB1Tb UCKNKOYEHMUE.

[Ing nanbHerlero CoO3faHus UCKHYEHNS Tpe6yeTcn HaXaTb KHOMKY Dlanee, nocne yero nponsoiper

nepexos K okHy Jlo6aButb ncknrouenme (puc. 39).

[06aBUTb UCKAIOUEHWE x
TN Xew-CyMme!

SHA-256
Xew-cymma * (@

630cch202c8eeBbeal7a07518d786c82084Fa06ddfcob2d2c 1495457 2feede1ba
Leiicrane

Pazpewnts
KommeHTapuii

“

PucyHok 39 — OkHo go6aBneHHUs HCKNIOUEHNA
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Xew-cymma 3anonHseTc aBToMaTMyecku u3 npedbipyuiero okHa. YtoObl 3aBepwutb fo0OaBneHue
MCKNKYEHNs, TpebyeTcs T0bKO onpefenuts eicteue (Paspewuntb/bnoknpoBatb) u Haxatb o kHonke Jlo6aBuTb.
Mpu Haxatun JIKM Ha 3HA40K # B CTPOKE PSAZIOM C KHOMKOM BbIOOPA CO6bITUS, 106ABAEHHOTO B MHLMAEHT,

OTKPbIBAETCS LONONHUTENbHAS MH(OPMALLMSA O BbIOPAHHOM 06H8pY)K€HVIVI.

6.5.2. AktuBHoCTD

CrpaHuua pa3gena AKTMBHOCTb COLEPXUT MH(OPMALLUMIO NO BCEM COObITUAM, NOCTYNAOLLMM OT areHTOB Ha
cepsep lTporpammbl. OCHOBHOE (DYHKLMOHAbHOE HA3HAYeHue pa3fena AKTHBHOCTb — 3T0 NPOBEJEHUE aHANNTUKOM
PETPOCNEKTUBHOIO aHanu3a COBLITHA C NOMOLLLHO MHCTPYMEHTOB 1 INIEMEHTOB, NPeACTaBNeHHbIX B pa3aene. Takoi
aHann3 Moxer ObITb 0COOEHHO NMOSIE3eH NPU NPOAKTUBHOM MOUCKE Yrpo3 (TOAPOGHO CM. B OKYMeHTe «PYKOBOACTBO

aHanutuka RT Protect EDR»).

061w as nHghopmayns

CTpaHuua pa3aena AKTHBHOCTb NPU HACTPOKaX N0 YMONYAHUIO Npe/iCTaBeHa Ha pucyHKe 40.

AKTMBHOCTb e,

Pucynok 40 — AKTMBHOCTb
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B BepxHew YacTv CTpanuLbl Nonb3oBatensm MporpaMmbl MOXET ObITb NOKa3aHa 0011aCTb C Auarpammamu,

Ha KOTOPbIX B Fpaq)queCKOM Buae npeacraBneHbl Tunbl U MOATUNDI CoObITUIA B COOTBETCTBUM C HACTPOEHHbIMK B

AaHHbI MOMEHT (hunbTpamu. 4100kl NoKa3aTb rpadivku, HEOOXOANMO HaXaTb KHOMKY

[pachuky pacnpefeneHus cobbiTuii MOXHO NPOCMATPUBATL B KPYTOBbIX MArpaMMax, a TakxKe MHEAHOM K

AwvHamnka /

cron6yatom Buge. [ns NnepeknoYeHnd mMexay 3TMMiA BUAAMKU MCNOAb3YeTca COYeTaHne KHOMOK

PacnpegensHue (pMC. 41)

rPA®UKW PACTIPEAE/IEHNA COBbITUIA Tun rpaguka:  Pacnpeasnenve  [unamuka | A

HMcrounnkm cobemmid MNoarmnel coBLITWIA

m Gaiine: ®aiin G0 npountan (22829) - 37.0%
13.6%
12.8%

m Cafner Cozaan HoBRIA darn (8409)

m [Npouecce: 3arpyzka obpaza (790
m Cafne: Yaaned dann (7545) -

Daiine (47283) - 76.7%

Mpouecce (10479)
HypHanel (1899 P
Cete (1102 Dadine: Qakin G0 MoguMduUMpoRaK (2977) - 4.8%

Peecp (870) - 1.4% \\-— T N m KypHanst: CoBbitue sxypHana (1899) - 3.1%
3awuta darnce (9) - < 0.1% Dafne: MNoAKNKUEHKE K MMEHOBIHHOMY KaHaNy
Ceccum (4) - < 0.1% (1273) - 2.1%
%

m lMNpoueccs: CrapT npouecca (1169) - 1.9%
m lMpouecce!: 3aBeplenne npouecca (1112) - 1.8%

m Dafine: Dafn NepeUMEHOEaH ( 5.0%

Ton 5 npouyeccos: cl.exe (5346) - 8.7% cl.exs (4797) - 7.8% Ffirefox.exe (4541) - 74% vmware.exe (2951) - 4.8% postgres.exs (2280) - 3.7%

Ton 5 DLL svchost.exe: esent.dll (599) - 1.0% schedsve.dll (533) - 0.9% rpcrtd. dll (236) - 0.4% wusueng.dll (215) - 0.3% schedsve.dll (183) - 0.3%

Pucyxok 41 - Ipadpmku pacnpepenexns cobbithit

Huxe rpacukos nosb3oBartesb EDR Moxer npocMotpers Ton 5 Hanbosee 4acTo BCTPeUaroLLMXCs npoL,eccos
B 3aLLMLLAEMOA MHPACTPYKTYpe, @ Takxe Tom 5 AMHaMuyeckn 3arpyxaembix GubaMoTEK B XOCT-Mpouecce
svchost.exe.

UHthopmaLus 0 CoObITUSX Ha CTpaHNLLEe AKTUBHOCTb NPeACTaB/eHa B BIAE TabuLbl, KOTOPas BK/IOYAET B

ce0s cnegyroLme nons:

1) Knonka BbiGopa ( > );

2) Pernctpauus Ha cepsepe;
3) Peructpauus Ha arenrte;
4) Tpynna/Wms arenrta;

5) Onucanne;

6) Mpouecc;

1) Wudpopmavus.

PykoBoactBo agmutmctparopa RT Protect EDR L Brtect
Bepcns 1.0.23 or 14 okr0ps 2024 8 l




[l1s1 NPOCMOTPA CTPAHML, C COBLITUAMI UCMOb3YETCA NAruHATOP B BEPXHER M HIKHEW YacTit TabauLbl C

NeBOM CTOPOHbI (CM. puc. 16).
Mo LeHTpy TaBnuLibl BBEPXY M BHU3Y HAXOLUTCA CTPOKA, NOKA3bIBAKOLLAA KONMYECTBO BbIGPAHHDIX COObITHIA
spemo l0vEDonss UOND OB gepXHeM M HUKHeR 4acT TabnMubl C MPaBOM CTOPOHbI HAXOGMTCH CTPOKA,
noKasblBalowas o6Liee KONMYECTBO HaWAEHHbIX COObITMA (B COOTBETCTBMM C (PUAbTpaLMed Mo BpemeHu) W

NOPSAKOBbIA HOMEP 0TOOPAXAEMbIX COBbITUR ~=/45"% FRREaRA58 neeazzna. o

MakcumanbHo B Tabauue oto6paxaercs 10 000 cobbiTuit. Npu HaBeAEHUN HA CNOBO ~2.1=% BCM/bIBAET

OKHO C nofickasKo (puc. 42).

JLnA yMeHBIIEHWA YN
PE3YALTATOE YTOUHWTE

napameTtpsl GuasTpaumm

PucyHok 42 - Mopckaska B Tabnue co6bITM

Kaxzoe coObiTHe CofepxuT B ce6e CBOAHYIO MH(OpMALMIO, COOPaHHYHO B BULE KApTOUKM COBbITUS (puc. 43).

Bpemn perucTpaumn Ha cepsepe
Bpemn perucTpaumn Ha arente
Tun cobuitua

MoaTun cobuiTna

t (ypoeHs ) cobi
Arent
YHUKANLHBIA MAEHTUGMKATOp areHTa
Mnargopma
MMoAHOe MMA MCNONMAGMOTO MOAYAA NPOYecca
MaenTndnKaTop NpoLecca Ha areHTCKOl cucTeMe
MAaeHTMGNKaTOp PORNTENLCKOrO NPOLECCa Ha ATGHTCKON CNETEME
YHUKanbHbIH MEHTHMKATOP Npoyecca
KomaHgHan cTpoka npouecca
CunnteTnueckoe cobuiThe
Aomen (paBouan rpynna) NoL20BaTeNs, 2ANYCTUBIIErD NPOLECT
MmsA nonbzoBaTens, 3anycTBIIErO NROWECE
Homep ceccuu, B KOTOPOii paboTaeT NPoUece Ha areHTCKOW cucTemMe

Aeiicrame, cBAzanHOE ¢ coBuIThEm

[ Gaiin

11.11.2022, 13:35:00

11.11.2022, 13:35:12
Gaiine

CozaaH HOEBIA dakin
[ Vesdropwauina

ArenT pc-ub
38a1598018701
Linux ()
fusr/lib/firefox/firefox
30481

2320

B3BF5SFOE-5DCB-4C51-9B6F-506F0E0101ET

{usr/lib/firefox/firefox
Het

pe-ub

user

0

TIPOAGMKERNE HAEIOACHHS

Monnoe umn daiina /homejuser/.cache/mozillaffirefox/Ifuspawg.default-release
1627288282121 /cache/entries/28306A37E0 18E327960B7046E961A80043DD8337

Pucynok 43 - Kaptouka cobbitii

KapTouka coObitna otkpbiBaetcs npu Haxatuu JIKM Ha BbiOpaHHOM COObITUM. B 3aBUCUMOCTH OT MCTOUHMKA

00HapYXEeHHOA aKTUBHOCTM KApTOUKa COObITHI ByAeT 0TAMYATLCA U COAEpXaTb B Ce0e pa3nuyHblit Habop nosei. K
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kapToukam cobbiTui npukpennsiercs JSON-06bekT, KOTOPbIA OTKPLIBAETCS NPU HAXATUN KHOMKM ") cnpaga OT
KapTouku cobbiTus. MoapoGHas MH(OPMALKUS O MOAENN JAHHBIX COObITUIA HAXOANTCA B LOKYMeHTe «Pyk0BOACTBO
ananutuka RT Protect EDR».

[Inq B03BpaTa K NePBOHAYANLHOMY BUAY KAPTOUKN COBbITHA HEOBXOAMMO HaXaTb kHoMky =)

[laHHble COOBITHIA MOTYT MCNO/b30BATLCA AHANMTUKOM 1S @HANU3A UHLMAEHTOB WM PETPOCNEKTUBHOIO

aHaNu3a, CO3JaHNA NpaBMA MHAMKALMM W LETeKTUPOBAHMA, NPeLOTBPALLEHU NOCNeACTBUIA aTaK M Yrpo3 And

sauyuuiaemoi [T-undppactpykrypel. Mpu Haxatun kronku ~ { cniesa ot Konmyectsa nementos B JSON-oGbekTe
CTPYKTypa 006beKTa CBEPHETCH U NOA CoObITMEM 0TOOPA3UTCA TONbKO KONMYECTBO 3IEMEHTOB A1 COOTBETCTBYHLLEr0
JSON-00beKTa U KHOMKa packpbITis ero crpyktypbl ~ € - -1,

HekoTopble nonst B KapTouke COObITUS COAEPXAT runepccbiiku AN Nepexofa K pasnnyHbIM pasfenam
Mporpammbl. Mpu Haxatm JIKM Ha MMeHN areHTa uan UMeHM rpynnbl B CTPOKe AreHT 0CYLWECTBASETCS NEPEXo] Ha
CTPAHWLY areHTa un rpynnbl.

B crpokax MMonHoe uma ucnonHsemoro mopyns npouecca, MonHoe uma daina, MonHoe umsa
NCMNONHAEMOro MOAYNSA-UHMLMATOpa onepauuu, MonHoe uma chaina obpasa cnpasa 0T UMeHM aina uam
MOAYNS COAEPXMTCA KHOMKA 3arpy3ku (haina B pannoBoe xpaHunuwe == . lpn HaBefeHUN Kypcopa MbILN Ha

KHOMKY NOSIBUTCS BCMbIBAIOLLLEE OKHO € C006LieHnem 3arpy3utb thain B thaiinoBoe xpaHunuLye (puc. 44).

3arpy=vTe $aiin e painoeoe

APaHHUAnLLE

Pucynok 44 - CooGueHue o 3arpyske aina B (hainoBoe xpaHunuLLe

Eciv areHT, Ha KOTOPOM NPONCX0AKN0 COObITHE, 0TOGPaXaeMoe B KapTouke COObITUS, B LaHHBI MOMEHT He

dKTUBEH, KHOMKa 3arpy3ku I'IpVIOﬁpETéT BUA . ”pVI HaBEJEHUM Kypcopa MbIlIN HA KHOMKY MOABUTCA

BCM/IbIBAIOLLEE OKHO € C000LieHreM 3arpy3ka thaina HeBO3SMOXHA, TaK KaK areHT He akTMBeH (puc. 45).
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3arpyz«ka daiina

HEBOZMOXHG, TAK KaK areHT
He aKkTHEEH

PucyHok 45 - CoobLienue o Tom, 4To 3arpy3ka hainna HeBO3MOXHa

EC/m arent, Ha KOTOPOM NPoM30LWN0 COObITHE, aKTUBEH 1 CCbINKA HA CKaunBaHue (aina LOCTyrHa, T0 npu
HaXaTuu KHOMKM ~— OTNPABASIETCS 3anpoC Ha 3arpy3Ky (haiina, nocne 4ero (hain 3arpyxaetcs B XpaHuauLLe.

Mpn Haxatuu JIKM Ha 3HaueHun WMAEHTM(MKATOPOB npouecca B Tabanue M Kaptoukax CoObITi
oCylecTBaserca nepexop Ha crpanuuy Mpoueccbl. MoapoGHas MHGOpPMALMA O CTPaHULE pacCMaTpUBaeTCs B
noanyHkre 6.5.3.

Mpu Haxatvun JIKM Ha 3HaueHuAX pa3finyHbIX NPOBEpPseMbIX 00LEKTOB B CTPOKAX KapTOUKM COObITUS MK
CT0N0LaX Ta0MLbI COOLITUA NOSABASETCS BCM/bIBAKOLLEE OKHO C MHGDOpMALLMed 0 npoBepke Ha Tl-nnatopme 06bekTa
(puc. 46):

— ip-appec;

— UMS JOMEHa;

— Xew (paina.

B BepxHeit 4aCcTi KapTouKM C KpaTkum otyetom Tl-naaT(hopMbl COLEPXATCA MH(OpMALUA 0 NPOBEPAEMOM
apredpakte. [lanee cnepyer Kpatkui OTYeT 0 TOM, Korfa 0ObekT Obln OOHapyXeH, v 0oOwWuid BbiBOA 00
onacHocti/Ge3onacHocTh 06bekTa (Hanpumep, —). OkHo cozepxut KHonky lepedtn K oruery.
06HOB/IEHNE JaHHBIX N0 0GHEKTY NPOUCXOAUT ABTOMATUYECKY.

[ins 6onee rnyboKoro aHann3a Heo6X04MMO NEPETH Ha CTpaHuLy € otyeToM Tl-nnathopmbl, Haxas Ha

kHonky Mepeity K oTyery.

IP-appec: Jante Tl-naardopmst

* Brnepewe obHapyxeH: 18.11.2021, 09:41:30

MNepeid k oTveTy

PucyHok 46 - Kaprouka nicpopmanum o nposepke o6bekra Ha Tl-nnatchopme

PykoBozcTBO afiMuimcTpatopa RT Protect EDR otect
Bepcus 1.0.23 or 14 okra6ps 2024 84
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lpoBepsiemMble 00BEKTHI B 3aBUCUMOCTI OT COAEPXaHUs 0T4eTa 0TOOPaXatoTCs Ha CTpaHuLLEe AKTUBHOCTD B
pa3nuyHoi LuBeToBoi ramme. 00beKTbl, Kotopble Tl-nnatthopma onpeaenser kak 6e30nacHble, 0TMEYAKTCS 3e/1EHbIM
usetom (.1==:155:20:2). BpeoHOCHbIe 00bEKTbI OTMEYAKOTCH KPACHbIM LIBETOM (:-:-:) 06beKTbl, AN
KOTOPbIX MPOLECC aHanu3a BbLIMOJHAETCA B HacToswee Bpemsi, 0TOGPaxaloTcs CUHUM  LBETOM

973224237 4e 1240004414 30C f:'-i—I—IE.'E'.'-";EZ'-"i:—‘.:'.:). OﬁbeKTbl, p'"ﬂ KOTOple VIH(I)OpMaLlVIFI Ha Tl_

nnatgopme OTCYTCTBYET WM HE npoBepsaiacb, 0TMEYalTCA CEPbIM LIBETOM ( ) Kaptouka ans

BPELOHOCHOro 06beKTa noka3aHa Ha pucyHke 47.

HAonen: Namine TI-naargopmbl

* Brnepewe obHapyxeH: 30.03.2023, 14:30:39

Mepeidm k oTyeTy

Pucyrok 47 - Kaprouka Tl-nnatcpopmbl anst BpeOHOCHOr0 06beKTa

Kaptouka Tl-nnatthopmbl A9 00beKTa, MHOPMaLMA N0 KOTOPOMY OTCYTCTBYET, NPeACTaBeHa Ha PUCYHKE

43.

IP-appec:

* Brepeble oGHapy#eH:

(7) HewzeecTHui

Mepetitu Kk oTHeTY

PucyHok 48 - Kaprouka Tl-nnatchopmbl ans orcyrcrBytowero B 6ase 06bekra

[ins noKanbHbIX ip-afpecos v LOMEHOB NpoBepka Ha Tl-nnatrdopme He BbinonxsAeTca (puc. 49).
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IP-appec nokansHOR 20HBI

Pucynok 49 - Kaprouka Tl-nnatchopmbl ansi nokanbHoro ip-appeca

Mpu otcytctBum B 0ase Tl-nnaropmbl MH(OPMALMKA O BLIOPAHHOM apTedpakte uan HeZOCTYNHOCTH

nnaTgopMbl N0Nb30BATENIO BbIBOAKTCS CO0OLLEHME, NPEACTABAEHHOE Ha pUCYHKe 50.

JomMen:

VHpopmMauma ob ofbexTe OTCYTCTRYET WAM 3arpyXasTca

Pucyrok 50 — Unchopmaums Tl-nnarchopmbl HegocTynHa

B cronbue Wndpopmauma T1abnuupl € COObITMAIMM HA CTpaHuLe AKTMBHOCTb MOKa3blBAETCS
COOTBETCTBYHLLAA MHOPMALLKS:
1) Kputnurocto o1 yposHs Uuchopmaums 1o yposHs KputnyHas,

2) Neiictue (no ymonuatuio feitcteue Mpopomxatb HaGNIOAEHNE HE NOMEYALTCA KaKUM-NMBO 3HAKOM),

Apyrve 4encTBuA NOMEeYaTCs 3HaKamiu (neTekTMpoBaTb) U : (6n0KMpoBarb);

3) Ums npasuna (oTo6paxaerca ecam coBbiTue BXOAUT B MHLMAEHT), ABASETCA CCbIUIKOM NS NEPEX0Aa Ha
CTpaHuLy;

4) NHumpent (oToOpaxaetcq UMS MHLMAEHTA, eCnu CoObITHE Ha CTpaHuLe AKTMBHOCTb BXOZMT B 3T0T

WHLMAEHT), MS MHLMAEHTA ABNSETCA CChINKOR M N03BOASIET NepeiiTi Ha cTpaHuLy MHumaeHT;

5) KHonka JloxHoe cpaGatbiBaHMe (- — Mactep UCKN4eHui). C noMOLbI0 MacTepa UCKNYEHMUIA

MOXHO B aBTOMAaTU3WPOBAHHOM pexnme 6bICTp0 €o3aatb dJaVIHOBbIe, MPOrpammHble UK CceTeBble NCKNHOYEHNA.

PykoBogcTBo agmunuctpatopa RT Protect EDR
Bepcus 1.0.23 or 14 okra6ps 2024
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Punbipayns cobbiTi

lporpamma PerucTpupyer MHOXECTBO COOLITUA, MOCTYNAKLMX OT areHToB. [LNs YMEHbLIEHNS KONNYeCTBa
0T100paxaemblx COObITHIA B TabAMLE C MHOPMALLMER 00 aKTUBHOCT HEOOXOAMMO U3MEHUTb MapaMeTpbl PUALTPALMA.
Cucrema dunbTpaumn B npeactanennn Mo yMonyaHuio CoCTONT U3 CEAYHOLMX NONER:

1) Noka3biBaThb NO;

2) T'pynna;

3) NcTo4HMK cOObITHS;

4) Nepuop pernctpauun (Ha cepsepe);

5) MopTnn cobbiTHs;

6) 3anpoc Ha s3bike DSL.

1) Arenr,;

8) Mnatcopma;

9) KputnuHocTb (He MeHee);

10) LleitcTBue, CBSI3aHHOE C COOBITHEM.

Mocne HaXaTUs KHOMKM - “Poce @41=ibst gee yCTaHOB/IEHHbBIE NapaMeTpbl UabTPaLyMm CopacbIBatTCA.

Moka3sbiBatb N0 — hubTP YCTaHABANBAET KONMYECTBO COBbITUR, KOTOPbIE 0TOOPAXAKOTCA Ha CTPaHULE B
Tabnuue. BosmoxHo BbiOpatb otoOpaxexune no 10, 20, 50, 100 uam 500 coObituid. Mo ymonyaHuo Ha CTpaHuLe
AktuBHOCTb 0TOGpaXaetcs 50 nocneHux CoObITHA.

Ipynna — unbTp N03BONSET COPTUPOBATL COOLITUS NO BbIGPAHHOA FPYNNE areHToB.

Mcrounnk cobbitus — huabTp N03BOASET COPTUPOBATL COOBITUA MO CAEAYHOLLUM UCTOUHUKAM:

1) Cers;

2) Gaiinol;

3) Peecp;

4) XypHanel;

5) Mpoueccsl;

6) Ceccuw;

1) 3awura Oaitnos;

8) Cucrema;

9) Bbi30Bbl;

PykoBozcTBO afiMuimcTpatopa RT Protect EDR otect
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10) Kontponb USB;

11) Cratuctuka.

Pagom ¢ 0603Ha4eHMEM MCTOYHMKA COOLITUSI COMEPXUTCS LMPOBOE 3HAYEHNE, COOTBETCTBYIOLLEE TUMY
Co0bITnA t, KOTOPOE MOXHO MCMONL30BATH NpK cocTaBneqnn DSL-3anpocos.

Mepuop peructpauuu (Ha cepepe) — 3a4aeTc napamerp, KOTOPbIA YKa3blBAeT HA MHTEPBAJ BPEMEHH
AN peructpaumnn cobbituin. B Tabnuue oto6Gpaxatotcs T0AbKO Te COObITUA, KOTOPbIE MPOMCXOAUIN B [aHHOM
WHTEpBaNe BpeMenu. JloCTynHO 3a4aHue napameTpa U3 CUCKa Uin C NOMOLLbH KaneHaaps.

s 3afaHns napameTpa u3 cnuncka Heo6xoAuMo yctaHoBUTL (hnar CAMCOK, Kak NOKa3aHO Ha pUCyHke 51.
[lanee BbIOPaTh U3 OTKPbLIBLUIETOCS CMUCKA OAHO U3 CEAYIOLLUX 3HAYEHWI:

1) He 3ajaH;

2) 15 MutHyT;

3) 1yac;

4) 8 vacos;

5) 1 AeHb;

6) 1Henens;

1) 1 mecsu;

8) 3 mecsua.

Mepwog pervcTpauky (Ha cepeepe) © Cnucok Kanengape
1 JeHb a G

PucyHok 51 - Boi6op nepnopa peructpanun cobbITus U3 CNNCKa

[ins 3ajiaHus napameTpa u3 Kanexaaps cnedyer ycraHosutb paar Kanenpapb, kak NokasaHo Ha PUCYHKe
52. [lanee HeoOxoaumo Haxatb JIKM Ha nycToe none BBOAA W YCTAHOBUTb B OTKPBIBLLEMCA KaJieHAape rofd, Mecs 1

ATy A9 HA4aNbHOMO U KOHEYHOr0 3Ha4eHil BPEMEHHOr0 UHTepBana, NoC/e Yero Haxatb kKHonky BbiGpatb (puc.

53),

PykoBozcTBO afiMuimcTpatopa RT Protect EDR otect
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Mepuog perucTpauunu (Ha cepeepe) Cnucok ) Kanewpape

——

Pucynok 52 — Boi6op nepuopa peructpaumm cobbits B Kanenpape

< >
M Br Cp Yt MOt €6 Bec MH Br Cp 41 Nr C6 Bc

1 2 3 1 2 3 4 5 (5]
3 4 5 6 7 8 9 7 8 9 10 N 12 13

10 n 12 13 14 15 16 14 15 16 17 18 19 20
17 18 19 20 21 22 23 21 22 23 24 25 26 27
24 256 26 27 28 29 30 28 29 30 2 3 4

31 2 3 4

11.05.2021, 16:14:02 - 11.05.2021, 16:14:02 OuUCTUTE

PucyHok 53 - Kanengapb ans Bbibopa nepuofia perncrpauum cobbithit

3HaueHwe BbIOPAHHOr0 BPEMEHHOr0 MHTEpBana 0To0pa3uTcs B none Mepuop pernctpaumm (Ha cepeepe).

[nst 04MCTKN YCTAHOBNEHHOTO MHTEPBANA HE0OX0AMMO HaXaTb KHOMKY OUNCTHTD.

Moptnn cobbiTMA — (huAbTP NO3BOASIET COPTUPOBATb COOLITUS NO MOATUAY, ANA KAXAOr0 TMNA COObITHA
onpefenexbl cBou noaTunbl. K npumepy, ans cobbitus Tuna Ceb onpeaeneHbl Cieayrowne NoATuNbI CoObITHiA:

1) Ucxoasiwee noaKNOYEHNE,;

2) Bxopgsiee nopknoYeHme;

3) Otnpaska;

4) Tpuewm;

5) DNS-3anpoc;

6) DNS-otBeT;

7) Bxopswmi DNS-3anpoc;

8) Ucxoaswmin DNS-otBer;

9) SSL HELLO;

10) OtkpbiTHe nokanbHoro nopta Ha npuem (LISTEN);

11) Cetb: OGHapyxeHue: cpabaTbiBaHue CETEBOrO UCKIOYEHMS.

PykoBoactBo agMuimctpatopa RT Protect EDR s
Bepcus 1.0.23 or 14 okra6ps 2024




12) OGHapyxeHue: cpabdaTbiBaHNe MHAMKATOPA KOMNPOMETALK;

13) Llpyrue oGHapyxeHus.

rg lpumeyanue
L  3nauenns nOLTUNOB He yHUKAAbHBI, NO3TOMY, ECAK B 3aNPoCe yKa3aTh st:0, 10 370 Gynet 03Hauarb 1
nogtun Cetb: Ucxopsiwee nopkniouenune, v ®annbl: Co3pan HOBbIA (han U NOATUMLI APYTUX
TMNOB COGbITHA. [L15 TOYHOCTM 3anpoca HeoOX0AMMO YKa3biBaTh eLe U Tun cobbiTus (t). Hanpumep,

DSL-3anpoc t:0 AND st:6 nokaxer co6biTus cetu, csi3aHHble ¢ SSL HELLO-3anpocamu.

3anpoc Ha a3bike DSL — dhunbtpyer cobbiTis B COOTBETCTBIM C BBEEHHBIM B N0/Ie (DMALTPA 3aNPOCOM.

T Mpumeyanne
l._l B Hekotopbix Cnyyaax 3anpoc Moxer ObiTb COCTaBfeH Hed(dekTuHo, Toraa [lporpamma
npegynpexaaer 00 3T0M NOAb30BaTeNs C MOMOLLbK 3HAyka Hap CTpokoi Beoga ( — ). Mpu

HAaBeNEHUN Kypcopa MblILLW HA 3HA4OK NOABUTCA npenynpe)K,uarommVl TEKCT 0 XenaresbHOi KoppeKLmu

3afnpoca.

B npaBoit yactn CTpokm unbTPa Haf KHOMKOM = cogepxarcs npumepbl DSL-3anpocoB (puc. 54).

app:*dns.exe - HasBaHWe npouecca "dns.exe”

act:1 - npeanpuHAToe gefcTEne “Pazpeweno”

act:@ AND svriid - npegnpuHAaToe geldcTEMe "3anpeweno” v KpUTHYHOOTE "KpuTudHan

r_p:[2@ To 98] AND r_ip:217.85.12.8 - yaaneHHHA nopt < Homepom oT 80 go 90 v yaanensold [P-aapec 217.65.12.8

t:@ AMD size:»=188 - ceTeBble coBuITUA, ¥ KOTOpPBIX pasMep cocbwerua Boaswe 100 BaiT

actil - cobomuA, He nueowwe ctarye “Paspewenc”

Pucynok 54 - lpumepsi DSL-3anpocos

PykoBoactBo agMuimctpatopa RT Protect EDR T ] Prtect
Bepcus 1.0.23 or 14 okra6ps 2024




Jlo6aBneHne coObITHii B HHUHJEHT
Ha CTpaHuue pas3pena AKTMBHOCTb N0/1b30BATEb MOXET ﬂ,OﬁaBMTb OLHO WKW HECKONbKO CoObITHIA B

MHLMZEHT. [Lnq 3T0r0 CneyeT BbIAEAUTL UX hnaxkoM B neBoit yacTu Tabauupl & nanee B HIKHEl YacTu CTpaHuLbl

:
HaXaTb KHOMKY . Ecm Tpebyerca 100aBuTb COGbITHE B HOBbIM WMHLMAEHT, TO U3 CMUCKA

OnepaLyii, OTKPbIBLLEroCs NPU HaXaTun KHONKM JloGaBHTb B MHLMAEHT (puc. 55), HeoBX0aMMO BbIGPATL ONEpaLuio

HoBbin.

AOBaBEUTE E MHHUHWAEHT ™

PucyHok 55 — Cnncok onepaumi ¢ cobbITUAMM Ha CTPaHNLLE <AKTMBHOCTbY

B pe3ynbTate BbINOJHEHUS ONepaLyuu 0TKpoeTcs okHo JloGaBneHue cOObITHA B HOBbIA MHLIMAEHT (pHC.
56), B KoTOPOM Ceayet 3anontutb nons Haseaxue, Onncanme v BbIGPaTL OTBETCTBEHHOO 3a PELLIEHNE MHIMAEHTA
B none OTBETCTBEHHbIA. [0 YMONYAHNIO OTBETCTBEHHbIM 3@ PELIEHUE WHLMIEHTA Ha3Hayaercs Noab3oBaresb,

[,00aBNAIOLLMIA COObITHE B HOBbIN MHLLMAEHT.

Mons HasBaHue n Onucanme He ABASIOTCS 00513aTENbHBIMM 4151 L06aBAEHNUS COObITUS B HOBbIA MHLMAEHT.

PykoBoactBo agMuimctpatopa RT Protect EDR rotect
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[NobasneHne cobbithii (1) B HOBbIW MHUMAEHT

HazeaHue

e 3343aH0

Onuncanme

me 2343aHo

OTeeTcTBEHHBIA *

pe (7)

MepeifTi K MHUMASHTY

PucyHok 56 — Jlo6aBnexne co6bITMA B HOBbIA MHLMAEHT

B HuxXHeil YacTh okHa HaxoamuTcs dnaxok MepeiTn K MHLMAEHTY, NPy YCTAHOBKE KOTOPOrO NPOMCXOANT

aBTOMATMYECKMIt nepexos Ha cTpanuily MHUMAEHT nocne J00aBneHus uHUMIEHTa. JInA 3aBeplieHus onepaiuu

[06aBNeHns COObITUS B HOBbIA MHUMAEHT HEOOX0AMMO HaXaTb KHOMKY . Ecnn tpebyetca pobasutb
COObITHE B CYLLECTBYHOLLMI MHUMAEHT, TO U3 CMUCKA ONEpaLui, OTKPLIBLIEroC Npu Haxatuun kHonku Jlo6aButb B
WHUMAEHT, cnenyet BbiOpaTb onepaumio CywiectByrowmii. B pesynbrate BbINONHEHUS ONEPaLM OTKPOETCS OKHO
Nlo6aBnenmne cobbiTHit B MHLMAEHT (puc. 57), B KoTopoM B none MHLMAEGHT He06X0AMMO BbIOPaTh CyLLECTBYHLMIA

UHLMJEHT.

(S
JoGaeneHne coBbITMA B MHLWASHT x
WMHumaenT *

MHUWASHT Be3s HaseaHuA) #4513 x
MepeiTi K MELKWASHTY NoBaEuTs
-

PucyHok 57 - lo6aBnetne cobbiTHS B CyLLECTBYIOLUA MHLMAEHT

B HWXHe# 4acTi 0KHa, TakXe Kak v B 0kHe JlobaBieHne coObITUI B HOBbIA MHLMAEHT, HAXOAUTCA (D1aXOK

llepefﬁu K WHUKMAEHTY, NpK YyCTaHOBKE KOTOPOro nocne HaXatng KHOMKK NMPOUCXOANT aBTOMATHYECKMHA
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nepexo4 Ha crpaxuy MHumpent ans BbiOpaHHOro MHunpenta. Ecm naxok Mepedt K MHUMAGHTY B OKHAX
Nlo6aBnexne coGbiTMA B HOBbIA MHUMAECHT 1 JloGaBneHNe COOLITUA B MHLUMAEHT He YCTAHAB/IMBATbL U HAaXaTb
kHonky Jlo6aBuTb, 10 OyZer BbINONHEHA BbIGpaHHaA onepauus. M10ab30BaTeNb NPU 3TOM OCTAHETCH Ha CTPaHuLe

AKTMBHOCTD.

Mepexogb! K Apyrum CIPAHALAM H3 TAGAHLbI C COOBITHAMN

B rabnunue coObITMii MOXHO nepeinTi Ha apyrue cTpanuubl. Mpu Haxatuu JIKM Ha uMmenu rpynnbl arexTa B
cron6ue I'pynna/ms arenta ocyulectensietcs nepexog Ha ctpaduuy Fpynna B pa3gen Hacrpoiika I'pynnbl.
MoapoGHas uHcopmaLms 06 3T0M pa3aene paccMatpusaetcs B nyHkTe 6.6.3. Mpu Haxatum IKM Ha uMeHK arenta B
cron6ue I'pynna/Wms arenta ocyuiecTnsercs nepexog Ha crpaHuuy Areut B pasgene Hactpoika aredra. lpu
Haxatiu JIKM Ha umenn npouecca B cronoue Mpowecc B Kaptouke CoObITUS OCYLLECTBASIETCS Nepexos Ha CTpaHuLy

Mpoueccb (cM. nyHKT 6.5.3).

6.5.3. lposepka c nomoybto Tl-nnarghopmbi

TI-nnatthopma ConoCTaBASIET M aHANN3UPYET AAHHBIE KOMNBIOTEPHBIX YTPO3 U3 HECKONbKUX UCTOYHUKOB B
PEXUME PeanbHOr0 BPEMEHHM AN NOAAEPKKM 3aLMTHbIX AeiCTBHMI [Iporpammbl. Ha faHHbIn MOMeHT B [lporpamme
npesycMoTpeHa NpoBepKa CedyroLLnx apTedakTos:

— Xeu;

— rnoGanbHblit ip-appec;

— 11106abHOe UMS IOMEHa;

lpoBepKa BbINONHAETCA B HECKONIbKUX UCTOYHUKAX, B 3aBUCUMOCTH OT TUNA apTedpakTa, Habop MCTOYHNKOB,
B COOTBETCTBUM C KOTOPbIMU NPOBEPSIETCH apTeaKT, MOXET 0TNYaThCS:

1) BHewHue nctounnkm (Hanpumep, MalwareBazaar);

2) VirusTotal;

3) 3aknoyeHne aHaNTUKa;

4) YARA;

5) 10C;

6) PublicTI;

1) Whois.
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Bepauktbl Tl-nnatchopmbl paBHO3HAYHbI C aHanuTukoi cepsepa EDR. Hanpumep, ecin epaukt Tl no
onpefenéHHomy Xelwy OyfeT OTMEYEH Kak BPefOHOCHbIA, a Ha cepsepe EDR 70T Xe xew Oyner OTMeYeH Kak
0e30nacHbli, 10 0yaeT C034aH HLKMAEHT. To Xe camoe Npon3oiaeT B 00paTHOM Ciiyyae, korja cepsep EDR otmeyaer
apTe(hakT kak BpeoHOCHbIA, a Tl-nnatdpopma kak 6esonacHbiin. Ecnn npasuna Tl-nnathopmel 1 npaBuna cepeepa
EDR Gynmyr mybnupoBatb Apyr Apyra, 10 B Cfyyae 0OHApyXeHus BPELOHOCHOW aKTMBHOCTM CO3[AAYTCA ABA
He3aBUCUMbIX MHUMAEHTA. CTpaHuubl otyeta Tl-nnathopmbl OTKpbIBatOTCA Ha BKAagke 06was mHgopmaums,
KOTOpas COAEPXMT CBOAHbIE aHHbIE U3 BCEX JOCTYMHbIX AN BbIOPAHHOTO apTedakta NCTOYHNKOB.

B BepxHeil 4acTn CTpaHuLbl 0T4eTa 0TOOPAXAeTC HAMMEHOBAHUE M 3Ha4YeHue apTedhakra u BepamkT Tl-
nnathopmbl. Ha neBoit naxesm otyeta 0T00PaXAtOTCA BKNALKM C HAMMEHOBAHUAMM UCTOYHNKOB JAHHBIX, OT KOTOPbIX
Obin NONYYeHbl CBEAEHNA NS BbIHECEHHOrO BePAMKTA. Ha npaBoi naxenn otyera o1o0paxaercss MHpopmauus o
BbIOpaHHOM aptedpakTe. MHpopmaums npeactaBneqa B 1abnnyHom Buge. Monq 1abauubl cogepxar Crepyrowme
[laHHblE:

1) BepamkT (6e30nacHblit/BpesOHOCHDIR);

2) Bpems o6HapyxeHns (koraa aptedakt 06HapyXeH BepBbie);

3) Bpems 3arpy3ku haina Ha cepeep;

4) Pa3mep haiina (onumoHanbHo);

5) Xew, paccuutantblit no anroputMy SHA-256 (onumnoHanbHo);

6) Xew, paccuutantbli no anroputMy SHA-1 (onumMoHasbHo);

7) Xew, paccuntanHbli no anroputmy MD5 (onwuoHasbHo);

8) Xew, paccuntanHblit no anroputmy TLSH (onumnoHanbHo);

9) Xeww, paccuutanubiit no anroputMy Imphash (onuuoxansHo);

10) Xew, paccumntanHblit no anroputmy SSDEEP (onumnonanbHo);

11) O6HapyxeHHble UMeHa (ONLMOHANbHO).

[Insi TAKMX LaHHBIX, KaK 3HAYEHNS XeL-CyMM 1 0OHAPYXEHHBIX UMEH, [OCTYMHA (DYHKLMS KONUPOBaAHUS B
Oythep o6meHa. [ns konupoBaHus B Oydep 06MeHa HeobxoauMo Haxatb kHonky CkonupoBatb B Gydiep oOMeHa (

&) B cTpOKe C BbIGPaHHBIM 3HA4EHHEM XeLLi-CyMMbI UK OBHAPYXEHHbIMI UMEHAMY.

CnpaBa 0T TabAMLLbI C SaHHBIMU HAXOAUTCS KHOMKa ““="' . Tlpu HaXaTuu KHOMKK (hopMaT OTYETa MEHSETCS

Ha JSON-hopmar (puc. 58).
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r9RT DB (SHA-ZE] 2425 eibe e e b A S P 025 e 0B 6 26 e
L1t T1 Dl (SHA-256): 2eu23cuben a0 2de0sencb RS 3025 260 me 9B 2635 42009

[Aantbie Tl-nnatgopmbi

©

15.07.2021, 16:20:52

ENEPBLIE OBHAPYXKEH

PucyHok 58 — Otuér B JSON

NlioGoit 3neMeHT uan Gnok nementos B dopmate JSON MOXHO CKOMUPOBaTb, HaXaB KHOMKY =. [lns

BO3BpATa K pe3y/bTatam ot4era B hopmare HTML veoGxogumo Haxarb IKM Ha 3xauok

6.5.4. lpoyeccobi

B lporpamme CopepXmMTCs LOCTYNHBINA 419 NOHUMAHUS W 3 (EKTUBHbIN B PACCAEL0BAHNN MHCTPYMEHTAPHIA
19 aHaNM3a NOBEAEHNA NPOrpamMM, 3anyCKaeMblX HA MALUMHE areHTa, KOTopblid N03BO/ISET HANTH MH(OPMALMIO 0
3anycke, paboTe UM OCTAHOBKE TOM JIM MHOM NPOrpamMMbl B cucTeMe areHta. Ha crpaxuue Mpoueccbl nonb3osaresb
MOXET y3HaTb 00LLYH UH(OPMALMIO 0 3amyCKaeMbIX Mporpammax:

— KaKue J0YepHue npoLeccl 3anyCTun pOAUTebCKUI MPoLece;

— C Kakumu (haitnamu npoLecc CBA3aH (kakue ainbl C034aBaJ, YnTaN, B KaKie BHOCUN U3MEHEHHUS);

— KaKue K/Io4i peectpa npoLecc C034aBas U B Kakue BHOCHN U3MEHEHHS;

— C KaKUMK CeTeBbIMM COeAuHEHnsIMU 1 Gubanotekamu DLL npowecc B3aumMoencTBoBar;

— KaKme TOYKI aBT03anycka Obiin C03[aHbl NPOLLECCoM;

— PacnpOCTPAHEHHOCTb MPOLLECCA B AreHTCKOM CETH 1 T.A.

06wy as nHghopmayns
Ha ctpanuuy Mpoweccbl nepexos 0CyLWeCTBASETCS N0 CCbIIKAM U3 pa3Hbix noei Tabauni ¢ cobbITusIMM Ha

cTpaHnuax pasnenos WHumaeHtbl n AKTMBHOCTb. Yalle BCEro CCbika NpeAcTaBAeHa Ha3BaHMeM npowecca uim
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3HaYeHueM yHuBepcanbHoro yHukanoHoro uaeHtugmkaropa (UUID). Cebinku B Mporpamme 0106Gpaxarotcss CUHUM
LUBETOM, Ans nepexofa HeoOxoanmo Haxatb JIKM Ha BbiOpaHHyto CCbinky. Ecnm Haxatb Ha CCbINKY nepexopa K
CTpaHuLe npouecca, T0 N0Ab30BaTEN CTAHOBUTCS JOCTYNHA MH(OPMALLKMS 0 BbIOPAHHOM NMPOLECCE U ero epeso, B
rpatnyeckom BIfE NOKA3bIBALLEE OTHOLIEHNE POAUTENbCKUX W LOYEPHUX NPOLLECCOB (puc. 59).

B BepxHei yactu ctpanuubl Mpoueccbl nocepefnHe NpeacTaBaeHo UMs NPOLECcca U ero MAEHTU UKaTop
(PID), nanee psfoM ¢ MmeHem oToGpaxaetcs coctosHue npovecca (EEEIED/3sespuen ) g npaBOl YacTH Ha 31O Xe
CTPOKe PacnonaratoTcs Ha3BaHue rpynnbl ¥ UMS areHTa, Ha KOTOPOM AaHHbIA npouecc Gbin 3anyweH. Ha3saHus

rpynnbl U arexdTa 0106paxatoTCcs B BUAE rUNepcchbiiok Ans GbICTPOro nepexoaa K CrpaHuLam I'pynna 1 Arenr.

Mpouecc d L1absyn | 3anymen | ® WORK

Bl /[ FullTrusthotifi..
[ (12936

AdobeCollabSync..
.

- FullTrustNotifi...
(3396)

\ N\ FullTrustNotfi.
0092)

VHOOpMaLMA Wicnonnsemblii Mogynb \Device\HarddiskVolume3\Pro \Acrobat DC\AcrobatiAdobeCollabSyncexe 4,

Sadine (21 Komangnas cTpoka CAProgram Files\Adoge! dobeCollabSync.exe” —-type=collab-renderer --proc=11316
Bpema crapTa / saBepleHna
Wms noaesoeatena (SID)
SHA-256
Undposas noanuce

3arpyxetbie DLL / 50 (9)

¥ s (AllowWrits

DNaru HCNONHAEMOTO MOAYNA - -

PacnpoCTpaHERHOCTS (5/64] Mosegenyeckie NpUHaKkn

Co6biTwe cTapTa PacnpocTpaneHHocTs NORK / KAA_WORK_MARKS @

Bice coBITwA npolecca | Kirouessie cobaiTua npavecca (0) Boccraroamts aiins E

Pucynok 59 - Undpopmauus o npouecce

B LeHTpanbHoi YacTv Haxomutcst 061acTb 0TOOPaXEHUS epeBa NpoLecca, B KOTOPOi MOXHO 0TCAedUTb
BCIO LIeN0YKy COObITHIA MPOLIECCa, KaK NPeALIecTBYIOLUX €r0 BOSHUKHOBEHUIO, Tak M NOCIEAYIOLIMX, €C/N TAKOBbIE

UMerTCa.

PykoBogcTBo agmunuctpatopa RT Protect EDR
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B BEpPXHe# YacTu o6nactu 0106pa>KeHm| JepeBa npouecca HaxoauTCa KHONKa U3meHuTL OpHeHTauuio

AepeBa (=] , C IOMOLLbH0 KOTOPO# NOJIb30BATE/Ib MOXET CMEHUTb FOPU30HTA/IbHOE 0TOOPaXeEHUe fiepeBa npouecca
Ha BepTUKaNbHOE M Hao00opoT.

PA10M C KHOMKOI U3MEHEHMS OPUEHTALMN IepeBa HAaXOAUTCS KHonka W3MeHnTb pa3mep o6nacT Aepesa

- . Tlocnie HaXaTust KHOMKM 06/1acTb 0T0OpaxeHus fepesa NPoLeCcCoB YBEANUYUTCS UM YMEHBLUNTCSH COOTBETCTBEHHO.

AIMUHUCTPATOP MOXeT 3afaBaTb BPEMEHHbI MHTEpBaN 0TOOpaXeHus [epeBa NpOLECCOB, BblOpaB
WHTEPBAN M3 CMIUCKA MMM 3a/1aB €ro C NOMOLLbH KaNeHaaps.

lpocMoTp fepeBa MpoLECCOB B C/yyae OTOOPaXEeHUs MHOXECTBA BETOK POSMTENbCKUX M [OYEPHUX
MPOLECCOB OCYLLECTBAACTCA C NOMOLLbK KHOMKN NepemeLLeHinst 06beKTOB (3Ha40K pyku). [ns nepemeLLeHus fepesa
npouecca Heo0X04MMO HABECTU HA HEro KYpCop MbllL (NP1 HaBeAeHMM Ha 061aCTb 0TOOPaXeHUs epeBa NPoLECCcoB
KYPCOp MbllLK MeHsIeT cBOe 0ToGpaXeHue Ha 3Ha40K pykiu) i, 3axas JIKM, nepemectutb u3o6paxexue fepesa. lpu
HaBeEHMM KYpCopa MbiLM Ha MM NPOLLeCcca Nob30BaTENH NOKA3bIBAETCS KOMAHAHAA CTPOKA 3TOr0 npouecca.

[Ins ymeHblUeHna/yBennyeHns Maclutaba oTo6paxeHus Aepesa npoLeccoB C NOMOLLBI0 KONeca NPOKPYTKM

MbILIW YBEAUYUTD UK YMEHBLUNUTD MaclTa, 3axaB Knasuiuy Ctrl.

A lpumeyanne
LJ Ecim Konnyecrso JOYEpPHUX npoueccos g BblﬁpaHHOI'O PoAUTENIbCKOrO npouecca npesblilaeTt
0T06pa)KHEMOG N0 YMONYaHWUIO 4UCNI0 npoLieccos, T0 B BepXHeM NPaBOM Yrijy OKHAa NOABNAETCA

KHOMKa = , no3sonsiolast A06aBuTb B 067acTs 0T06pPaXeHus 0CTaBLUNECS [04YEPHUE NPOLECChI.
PAZOM C KHOMKOR 3arpy3K1 HAX04MTCS MH(OPMaLMOHHAR CTPOKA, B KOTOPOM NOKa3bIBaeTCs oblee

KOJIMYECTBO BbIBOZMMbIX B 06nacTb 0T106paXeHus npoLeccos (

CHu3y o1 00nactv oTo0paxeHus fepesa NpoLeccoB HaxoAuTcs 06nactb ¢ NoAPoOHOA MH(OPMaLmel 0
BbILEIEHHOM B JaHHbIA MOMEHT POAUTE/IbCKOM UIN LLOYEPHEM NpoLiecCe.
[Ing BbIBOAA MHDOPMALMKM 06 OMpeeneHHoM npoLecce Heo6xomumo Haxatb IKM Ha 3navok @ nop

Ha3BaHMEM 3TOr0 NPoLLecca, Nocae Yero 0T BbIOPAHHOr0 POAMTENbCKOr0 NpoLecca GyD,yT MOKa3aHbl ero fo4epHue

PykoBogcTBo agmunuctpatopa RT Protect EDR r
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MPOLECChI. 3HAYOK U3MEHHUTCS Ha ©, a CHU3y 061acT iepeBa NpoLeccoB 0To0pa3nTcs Tabnuua ¢ Bknagkamu. YtoObl
BO3BPATUTH 1EPEBO B MCXOAHOE COCTOSIHME, TO €CTb Y6paTh A04EPHHE NPOLECCHI BbIOPAHHOMO NpoLecca, Heo6XoauMo
Haxarb JIKM Ha 3nauox @ elLe pas.

Bknagku, KoTopble BK/KOYAKOT MHOXECTBO 3/IEMEHTOB, MOTYT MOArpyXaTb MH(OPMaLM0 B TeyeHue

HEKOTOPOro BPEMEHM, B 3TOT MOMEHT PSZIOM C UMEHEM BKNAAKK 0TOOPA3UTCA MUTatOLLMA 3HAYOK (K npumepy,

). Mocne 3aBeplueHns 3arpy3kn MHOPMALMM PAZOM C HA3BAHNEM BKIAKM 0TOBPA3NTCS KOMMYECTBO

3/IEMEHTOB, Ha KOTOPbIE TaK UK MHaye NoBANAN NPoLecc, BbiGpaHHbIi paHee (k npumepy, Peectp (154)),

B 1a0nmue 0100paxatoTcs CedyroLLmne BKNaKu:

1) Uncpopmaunms;

2) Gaitnbl;

3) Cetb;

4) Peectp;

5) Mpoueccor;

6) 3arpyxennbie DLL/SO (ana npouecca %SYSTEM% Bmecto 3arpyxeHHbix DLL Oyayt yka3aHbl
3arpyXeHHble MOAYN AAPa);

7) Toukv aBT03anycKa;

8) PacnpoctpaHeHHOCTD;

9) CobbiTue cTapra;

10) Mpasuna/MITRE.

B HuXHel yacTu CTPAHULbI Hpouecc HaXxo0AAa1Cqd KHONMKK onepauuﬁ:
1 Bce cobeiTka npouscca .
2) Knroueskwle cobeiTkR npoueccs (1) -

BOCCTAHOEMTE DE3iam

3) ;
)
Bce coObiTua npouecca — npu HaxaTuu KHOMKK Ece cobelmia Npouecca npoucxoguT Nepexop K

CTpaHuLe AKTHBHOCTb, Ha KOTOPO# GYayT NMpefcTaBAeHbl BCe JOYEPHUE NPOLECCh BbIOPAHHOrO POAMTENBCKOTO

npouecca. MoapoGHyto MH(opMaLmio 0 padoTe Ha CTpaHULEe AKTHBHOCTb MOXHO y3HaTb B NyHKTE 6.5.2.

PykoBogcTBo agmunuctpatopa RT Protect EDR
Bepcus 1.0.23 or 14 okra6ps 2024

w9
La
vo

rotect




KnioueBble coGbITHS NpoLecca — npu Haxaruu KHonky <roueesie codemua npoLiecca (1) nponcxopur
MEepexop Ha CTpaHnLy AKTHBHOCTb, Ha KOTOPOM 0TOOPaxatTcs BaXHble COObITUS (MHAMKATOPbI, WAK COOLITHS C
YPOBHEM KPUTHYHOCTM 0T ypoBHS HU3Kas 1 Bbilwe), (BSI3aHHbIe C npoueccom. lTpu 310M oT00paxaemble COObITUS

ROMXHbI NOAYUHATLCS Nnoruke DSL-3anpoca, yka3aHHOro B CTpoKe 3anpoc Ha a3bike DSL (puc. 60).

AKTUBHOCTb Copocurs duneTps
MokazkigaTs No Tpynna WCTOuRMK coBbius
10 s He BbibpaHa E Bee

Mepuoa pererpawi (a cepeepe) O Cricox () Kanewaaps Floarin coBemva

3 MecAua L = Bee

MonR 417 oTOGpEXEHHR Tons 4nR GuAsTpaLAM

He ExiBparsi @ He exibpans '

3anpoc Ha Aasike DSL

uuid:8db667ba-db2f-01d7-0700-000000000000 AND (svrt{1 TO *] OR {svrt:0 AND (rul:* OR act:0))) /

PervcTpauya Ha cepaepe  PerucTpauin Ha arente  pynna / Mima arenta Onueatine Npoueee Kpuriunocrs Peiictaue WHumaeHT

> 17.11.2021, 11:46:08 17.11.2021, 11:45:83 ® Gr s/ FEEER) /\ Coapa HoBwlf Koy senvices.exe (688) Huzkan
Ag for_lla 'We.1 64 \REGISTRY\MACHINE\SYSTEM\ControlSet001\Services\VrpSvc

PucyHok 60 — KntoueBble cobbiTHs npouecca

BOCCTEHOBWTE Garns!

— KHONKA NO3BONSIET BOCCTAHOBMTb (Dail/ibl, 3aTPOHYTbIE BPEAOHOCHBIM MPOLLECCOM, eCN
3Ti (painbl OblIK 3ape3epBupoBaHbl lporpammoi.
— KHOMKA N03BOASET GbICTPO OCTAHOBUTL BPEJOHOCHYK AKTMBHOCTL mpouecca. Konka

aKTUBHa, eC/IM MPOLLECC HaXOAUTCS B cocToAHMn EEETED .

Bxknagka «Hughopmayns»

B rabnuue pasgena otoOpaxaercs o0Wasn MH(opmaLms o npowecce. [Lng 370ro nosb30BaTeN0 NOKasaHbl
Cnegytowue nons:

1) NcnonHsemblit Moayb;

2) KomaHpHas cTpoka;

3) Bpems cTapTa/3aBepLueHms;

4) Ums nonb3osatens (SID);

5) SHA-256;

PykoBoactBo agMuimctpatopa RT Protect EDR L
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6) LincpoBast nognuce;

1) ®naru ucnosHIEMOro Mogyns;

8) MMoBeneHYecKne NpU3HaKu;

9) PacnpocTpaHeHHOCTb.

Hcnonusembiin Mogynb — B nosie 0T00paxaeTcs UMs MOZYNA UCNONHAEMOTO (haitna, MHULMMPOBABLLET0
3anyck npowecca. PAaoM ¢ UMEHeM HaxoAuTCS 3HAYOK 3arpy3kn MOAYAS B (haiioBOE XPaHUULLE A5 NPOBEAEHNS
AONOHUTENILHOTO aHaAN3a (CM. NYHKT 6.6.8).

KomanpHas ctpoka — B nose 0106paxaerci 3HayeHue KOMAHLHOM CTPOKM, KOTOpas 3anyctuna
paccMaTpuBaeMmblit npoLecc.

Bpems crapta/saBepLueHmns — B nose 0T00PaXaercs rof, MecsL, Yo 1 BPema 40 CEKYHAbI, B KOTOpoe
Obl1 BLINOSIHEH CTAPT M 3aBEPLUEHNE PAaCCMATPUBAEMOrO MPOLLECCA Ha areHTe.

Hmsa nonb3oBarens (SID) — B none otoGpaxaercss uMs N0Nb30BATENS W MAEHTU(MKATOP GE30NACHOCTH
N0/b30BaTENs, OT UMEHN KOTOPOro Oblfi 3anyLLeH paccMaTpUBAEMblit NpoLecc.

SHA-256 - B none 0T00paxaeTcs xeww-cyMmMa MCNOAHAEMOro (haitna, 3anycTuBLuero npouecc. lpu Haxatuu
JIKM Ha 3HayeHue XeLu-CyMMbI N0/Ib30BaTEIH0 NOKa3bIBALTCS BCMbIBAKOLLEE OKHO C KpaTkiM 0T4eToM Tl-naardopmbl
00 ncnonHsemom daine. PAA0M C xelu-CyMMoit 0T06paxatoTcst ABe KHOMKM. [TepBast KHOMKa N03B0OASET CKONUPOBATb
Xel B Gyhep o6mena (). Bropas no3sonser nepeiitv Ha ctpauuy Mpowueccsl n MOAYAK A1 BbIGPAHHOR Xell-
cymmbl (2.

Lindposas nognmcb — B none otobpaxaercs 3Hayenune ceprucpukara Code Signing Anq MCNosHsEMoro
(haina paccmaTpuBaemoro npoLecca.

®naru ncnonHsemMoro Moayns — B Nnojie NnokasaHbl (hark, ¢ KOTOPbIMU UCnonHsetcs fporpamma,

=

KHOMKa '19%335Te BCE- grynbiBaeT JONONHMTENbHYI0 06AaCTh C (hAaraMin UCTIOHAEMOTO MOYAA MPOLECCA.
lMoBepeH4eckne NpPU3HaKM — B NOJe NOKa3aHbl NOBEAEHYECKMe npu3Haku [porpamMMbl, KHOMKa
10Ka33Te BC2- oTknbIBAET JONONHUTENbHYI0 06AACTh C NOBEAEHYECKUMY NPU3HAKAMH NPOLeCCa.
PacnpoctpaHeHHOCTb — B N0/Ie 0TOOPAXAeTCs, Ha KakoM KONMYeCTBe areHToB Obln 06HAPYXeH npouecc,
KPOMe TOro NPOCYMTaHO NPOLLEHTHOE COOTHOLUEHME TaKUX areHToB K MX 06Liemy KoanyecTy. ToMUMO 3T0r0, NoKasaH

areHt, Ha KOTOpOM npoLecc 6bin 00HaPYXeH BNepBbIe.

PykoBoactBo agmutmctparopa RT Protect EDR T ] Prtect
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Brnagka «@ainpi»
B tabnuue Bknagkn @ainbl otobpaxaercs MH(opmauua 0 ainax, C KOTOpbIMM CBSI3aH

paccMartpuBaemblit npouecc (puc. 61).

CoznaH MepeumeHoBaH ¥nane MoaMGULMpPORaH MpounTan
Daiin AeiictBne
C\Users\Yulia\AppData\Roaming\Avast Software\Avast\log\cef_log.txt 4, Mogudumupposan
C\ProgramData\Avast Software\Avast\Fonts\RobotoCondensed-Regulartif L, MpoumMTaH
C\ProgramData\Avast Software\Avast\Fonts\RobotoCondensed-Bold.tif 4, MpoumMTaH
Ch\ProgramData\Avast Software\Avast\Fonts\proximanova-regular.otf 4, MpoumMTaH
C\ProgramData\Avast Software\Avast\Fonts\proximanova-light.otf 4, Tpo4mTaH
C\ProgramData\Avast Software\Avast\Fonts\proximanova-beld.otf 4, Mpo4mTaH
C\ProgramData\Avast Software\Avast\Fonts\OpenSans-Regular.tif 4, Mpo4mTaH
C\ProgramData\Avast Software\Avast\Fonts\OpenSans-Light.ttf 4, MpoumTan
C:\ProgramData\Avast Software\Avast\Fonts\OpenSans-Italic.ttf 4, MpouwTan
C\ProgramData\Avast Software\Avast\Fonts\OpenSans-Bold.ttf 1, MpoumTan
C\ProgramData\Avast Software\Avast\log\yjs_consolelog 1, MpounTaH
C\ProgramData\Avast Software\Avast\log\AvastULlog 1, MoguibHupmposad  Npountan
C\ProgramData\Avast Software\Avast\log\HtmIRemoteContentlog !, MpoumMTaH

Pucyxok 61 - Undropmaums o hainax npouecca
Anq (hunbTpadmu (haitnos NpefycMOoTpeHa cucrema (hnaxkos

Moanduuposas @ Moosras Jeare @i, COOTBETCTBYIOLLMA BbIOPAHHOMY napamerpy,
npyu CHATUM paxka He OyLeT 0T00paxaThcs B Tabauue. PAZOM € aGCONOTHBIM UMEHEM (haiina 0TOOPaXAeTCA KHOMKA
3arpy3kn (aina (=) B (haitnoBoe XpaHWMUE AS NPOBEAEHUA AOMONHUTENLHOTO aHanu3a ¢ nomoubio TI-
nNaTopMbl UK MPOrpamMbl NPOCMOTPA (aitsos.

Ecim cpeu oeicTeuii ¢ (haitsiom, NPUCYTCTBYIOLLEM B CUCKe, ObIN0 YAaNEHNe, TO OH TOMEYAETCA 3HAYKOM

. [lpn HaBeeHuM Kypcopa MblLLK Ha 3HAYOK NONb30BATENH0 BbIBOAUTCS NPeAynpexaatolLee coobuyenue (puc. 62).

B cnucke peictenii ¢ daiinom

NPUCYTCTBYET yAaneHue

Pucynok 62 — CooOieHne 0 npuCyTCTBUN B CNUCKe YAaneHus (paina

w9
La
vo
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Brnagka «Cerb»

Bo Bknapke Cetb 0100paxaetcs MHOPMALLUS O CETEBbIX MOAK/OYEHMUSX NpoLecca:

1) BxoasiLmue noAKNOYEHMS;

2) Ucxoasimne nogKNOYEHMS;

3) DNS-3anpocbl.

UH(hopmaLums 0 CeTeBbIX NOAKNIOYEHUSX NpefcTaBieHa B TabanyHom Buge. Tabauua Ans Kaxgoro Tuna
NOAKNOYEHNS BK/IKOYAET B Ce0s ClefytoLue nons:

1) IP-anpec;

2) Umq xocra;

3) YaanenHblit nopr;

4) Mpotokon;

IP-appec — noka3biBaeT CeTeBOM afpec COOTBETCTBYIOLLEr0 CETEBOTO NMOAK/OYEHNS;

Mmsa xocta — B nosie 0T00PaXaeTcs LOMEHHOE UM KOHEYHOM TOUKM, C KOTOPOW OCYLLECTBASNOCH CETEBOE
COEAMHEHME;

YnaneHHold nopt — B none 0T00paxaetcq HOMep Mopta, N0 KOTOPOMY OCYLLECTBASNOCH CETeBoe
COEAMHEHME;

Mpotokon — B nose 0T00paxaeTcs CETEBOM NPOTOKOJI, N0 KOTOPOMY OCYLLECTBAANOCH CETEBOE COEAMHEHME.

[ns BXOASLLEr0 NOAKNOYEHHS KpOMe ynaneHHOoro nopTa yKa3bIBAETCA ELLE U NOKaNbHbI NOpT.

Bxnagka «Peectp»
Bo BK/lalKe Peecrp 0T06pa>KaeTcn MHq)OpMaLI,VIFI 0 K/o4ax peectpa, ¢ KOTOPbIMIA NPON3BOAKUN ﬂ,eﬂCTBMFI

BbIOPaHHbIA Npovecc (puc. 63).
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Coszaan [NepenmerosaH Yaanen Moaudmurposan
Knwu peecrpa 3HaueHue DeicTene
\REGISTRY\MACHINE\SYSTEM\ControlSet001\Services\BITS Start B 3HAauEHWE KIHOUA 3aNUCaHbI JAHHbIE
YWREGISTRYWMACHINE\SYSTEM\ControlSet001\Services\VrpSvc Cosgan HOBBIA KON
V\REGISTRYAMACHINE\SYSTEM\ControlSet001\Services\VrpSvc DisplayName B sHaueHWe K/IH04a SaNMCaHLl AaHHbIE
YWREGISTRYWMACHINE\SYSTEM\ControlSet001\Services\VrpSvc ErrorControl B sHaueHNe KIr04a 3aNMCaHLl AaHHbIE
\REGISTRYAMACHINE\SYSTEM\ControlSet001\Services\VrpSvc ImagePath B 3HaueHMe KNHOMA 3anWucatbl JaHHLIE
VWREGISTRYAMACHINE\SYSTEM\ControlSet001\Services\VrpSvc ObjectMName B 3HaueHMe KNHOMA 3anWucatbl JaHHLIE
V\REGISTRYAMACHINE\SYSTEM\ControlSet001\Services\VrpSvc Start B sHaueHWe K/IH04a SaNMCaHLl AaHHbIE
YWREGISTRYAMACHINE\SYSTEM\ControlSet001\Services\VrpSvc Type B sHaueHWe K/IHO4a SaNMCaHLl AaHHbIE
\REGISTRY\MACHINE\SYSTEM\ControlSet001\Services\TrustedInstaller Start B sHaueHNe KIOUA 3ANUCAHBI AAHHEIE
V\REGISTRYAMACHINE\SYSTEM\ControlSet001\Services\GoogleChromeEle
VationService ImagePath B sHaueHWe K/IHo4a SaNMCaHEl JaHHbIE

PucyHok 63 — Kntoun peectpa, Ha KoTopble AeiCTBOBa/ NpoLecc

WHchopMaLms 0 Kntoyax peectpa npefcTaBneHa B Tabauue, B KOTOPO NPUCYTCTBYHOT CeAyIoLMe CToOLbI:

1) NMyTb KNtoua peectpa — B NoJe NPONUCHIBAETCS MyTh KAKOYA PEECTPa, C KOTOPbIM BbIGPaHHbIA NpoLecc
MPOM3BOSMA TE UIIW UHbIE AECTBHS;

2) 3HaueHne — B NoNe 0TOOPAXAETCA 3HAYEHUe, KOTOPOE GbIN0 BHECEHO BbIGPAHHBIM NPOLECCOM B KNIHOY
peectpa;

3) DeiictBue — B none oTo6paxaercs JeiCTBUE, KOTOPOE COBEPLINA BbIGPAHHbIA MPOLECC C KIKYOM

peectpa: 310 MOXET ObITb BHECEHNE LaHHBIX B 3HAYEHME K/H0Ua, yAanexdue Knova, Co3aaHe HOBOro KitoYa U T.4.

Bxnagka «lpoyeccoi»

Bo Bknagke [Mpoueccbl otoOpaxaercs MH(opmauus 0 npoueccax, B3anMOAEACTBOBABLIMX WU
B3aMMOAENCTBYIOWMX C BbIOpaHHbIM npoueccom. [lpeActaBfieHbl [Be WH(oOpMaLuoHHble obnactn Jloctyn K
npoueccy v Jloctyn K HUTH npouecca.

UHthopmaLums copepxuTcs B Tabanue, KOTOPas BKAKYAET CeAyoLMe nons:

1) WMs ucnonHsiemoro o6pasa;

2) 3anpoweHHble NpaBa;

3) NMpepocTraBneHHble NpaBa;

4) Kon-Bo coObITHA.
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B o6nactv Jloctyn K npoueccy noka3aHa MH(OpMaLMA 0 TOM, K KaKiM NpoLeccam B CUCTEME BbIOPaHHbIil
NpoLecc 0CyLecTBASA AOCTYN, KaKKe NpaBa Npu NpesocTaBaeHun OCTYNa OH 3aNpoCcii, U Kakue npasa Obian emy
npefocTaBneHbl.

B o6nactv loctyn K HUTM npowecca nokasaHa MHAOPMALLMS 0 TOM, K KAKUM HUTAM BbIGPAHHbIN NPoLLecc

ocylecTBaan Aoctyn, n Kakne npasa npu npepocraBaednn noctyna Oblv 3aNPOLLEHBI U NIPE0CTaB/EHbI.

Brnagka «3arpyxennsie DLL/SO»
Bo Bknagke 3arpyxennbie DLL/SO oto6paxaercss uHgopmaumust 0 HatueHbIX i .Net-6nbauotekax DLL,

MCN0/b3yeMbIX BbIOPAHHBIM NPOLECCOM (puC. 64).

HaTMEHBbIe (noKazaHo 13 13 13) Pazmep daiina Mognuce PazmelyeHme Xew (SHA-256)
uu N
101376 Ow00007FFICABI00 30210887 /be3516ha 56907842011
\Device\HarddiskVolumed\Windows'\System 32vdhepesve 0o - 95cctbaad 64592020d409eb4 1af0b400
> nnnnn EOr AL ~
d 0x00007 TFFICABADD s @[
0o
97280

> ‘Device\HarddiskVolumed\WindowsYSystem32\nlaapi.d

3216 Ox00007FFICAGCO0 £1dbd64b5370097e03]1 50f0fe 923081

\Device\HarddiskVolumed\WindowsSystem 32vdhcpesve 0o - ec2093c39d 160bff98%e27aea2d4faad
¥ -
6.d 0x00007 (FFSCABDTO @D
ao
17408 0x00007FFSCT2B00 Ob24ecd38687cfE2%e25348e
5 \DeviceHarddiskVolumed\Windows'System 32yrasadhip. 0o - Terd423f0eccci4b808asdilf
d 0x00007FFICT2BAD 3P0
oo
3059440 Ox00007FFICASADD 2643c86a6117657122091017fe936d52
\Device'HarddiskVolumed\Windows'System 323FWPUCL 0o - 1ef55ab1bf77e7cd0d9793c19a1d4c9
N AT EEae AR
NT.DLL 000007 TFFOCAG220 e@ D
[ala]
.NET {nokazaxo 0 w3z 0) Pasmep q:aﬁna Mognuce PasmeweHune Mew (SHA-256)

Her sarpyxerHsx DLL

PucyHok 64 - Cnucok 3arpyxeHHbix 6u6nanorex DLL

BaxHo

9
LJd

Ecim B npocpune Ge3onacHoCT areHta ycraHoBneHa onuua Wcknrouyatb coGbITMA 3arpysku
W3BeCTHbIX Mogynen, 10 B cnucke DLL 3tux mogynei He Gyaert. MoapoGHbI cnncok n3sectHbix DLL-

6uGAMoTEK COAEPXMTCS B NyHKTe 6.9.2.
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Pagom c Ha3BaHWeM GUONNOTEKM HAXOAMTCS KHOMKA PAcKpbitis ( ) LONONHUTENbHOA MH(OPMaLMK 0
Co0bITMM, CBSI3aHHOM C OnOamnotekoi. Npu Haxatum JIKM Ha KHOMKY OTKPLIBAETCH KApTO4Ka COObITHI, CBA3aHHASA C
paccmarpuBaembiMu npoueccom u Oubnuotekod. [ns npouecca %SYSTEM% OGyaner npencraBieH ChucoK
3arpyXeHHbIX MOAYNed 4pa, LONOAHUTENbHAS MH(OPMALLMS O KOTOPLIX TAKXe CTAaHOBMTCA JOCTYMHOM NPU HAXaTUH

KHONMKN 7.

Bxnagka «Toykn aBrozanycka»

Bo Bknagke Touku aBTo3anycka 0T00paxaercs MH(OPMALMA O TOYKAX ABTO3aNycka, CO3AAHHbIX
paccMaTpuBaeMbiM NPOLLECCOM B peectpe.

PAZoM C Ha3BaHMEM TOYKM ABTO3amyCka B TAa0MMLE HAXOAMTCA KHOMKA PACKPLITUS [OMONHUTESIbHOM
UHopMaLmu ( ), KOTOPOE OMMCbIBAET CO3/AaHNE TOUKM aBTo3anycka. lpu HaxaTuu JIKM Ha KHONKY > 0TKpbIBaeTcs

KapTOyKa 310ro Co0bITus.

Bknagka «PacnpocTpaHeHHOCTb»
Bo Bknagke PacnpocTpaHeHHOCTb 0TOGpaxaeTcs MH(OPMAlUMA 0 PacmpPOCTPaHEHUH BbIGPAHHOrO

npoLecca B areHTCKol ceTi (puc. 65)

Bpema Nepeoii perncTpawmm lpynna/arest MyTe go wcnoaxnremore daina
® WORK / M

& WORK / ROMAN-P

o

evicehHarddiskVolume3i\

ce\HarddiskValum e\

Pucynok 65 — Bknapka «PacnpoctpaHeHHOCTb»
Bxnagka «CobbiTHe crapra»

Bo Bknaake CoObITHe CTapTa NokasaHa kapTouka coObiTus N5 CTapTa npoLecca (puc. 66).
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Bpemsa perucTpaunun Ha cepeepe B9, 86.2823, 13:17:81

Bpems perMcTpalM Ha arexre BU.86.2823, 13:16:58

THN COBLITHA Mpoueccel

Nogmun CcoBbITHA Crapr npouecca

KpUTMUHOCT (YPOBEHE BAWHOCTH) COGLITHA [ Midpopurasy |

AreHT ‘-

YHUKaAbHBIA MALEHTHQUKATOP areHTa Sefed3a1f77e18813b5b340f8adfebedc25c2545978
MNaardopma Windows .

MonHoe MMA MCNOAHAEMOTD MOAYNA NPOoLecca \Device\HarddiskVolumed\Windows\System32tomd.exe 4,
MaeHTHHHKATOD NPOLECca Ha areHTCKOM CHCTEME 17164

WaenTMHKATOp POAMTENBCKOTD NPOLLECCa HA areHTCKOM pain
cucTeme b

PucyHok 66 — Co6biTne cTapta

Bxnagka «lpasuna/MITRE»

Bo Bknagke Mpasuna/MITRE cogepxutcs nHthopmaums o cpabatbiBannax geictsytowux B EDR npasun, a

TaKXe TeXHUK, TakTuK v npoueayp MITRE (TTP) ans BbiGpaHHOro npowecca (puc. 67).

Cpafameiearue npasun CpaGamelaarue MITRE
Hassanue npasmna KonuuecTBo cpaBaTBaHHi MITRE KonMuecTED cpaBaTuIBaHui

win_powershell_file_downlo T1055/001 3

Pucynok 67 - lNpasuna/MITRE

6.5.5. lpoyeccoi n mogynn

Ha ctpanuue Mpoueccbl M MOAYNM NONb30BATENb MOXET OLEHUTb PACMPOCTPAHEHHOCTb MPOrpaMMbl
(MOAyns) B areHTCKOM CeTH, a Takxe Y3HaTb BepAMKT Tl-nnathopMbl no 310M nporpamme. PacnpoCcTpaHEHHOCTb
NPOrpaMMbl NOKa3bIBAET, HA KAKUX areHTax nosBaAsACs (ain ¢ onpeseneHHoR Xelu-CyMMOA.

Monb30BaTe/Ib MOXET UCKATb HYXHYHO MPOrpamMMmy C NOMOLLbH (DUALTPOB:

1) MNokasbiBatb no (10, 20, 50, 100 cTpok B Tabauue);

2) Mnatdpopma (Windows unu Linux);

3) Umsa mopyns (1peyetcs BBECTH UMSI MOAYAS NOSHOCTBH));

4) Nopnuco,

5) Tun nognucy;

6) Xew mopyns (SHA-256);
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1) Mepuog perncrpaumm Ha cepeepe (MOXHO BblIGpaTh B CUCKE UK KaneHAaape).

Bepaukt Tl-nnatpopmbl OTKPLIBAETCA, €C/U MOL30BATE/b HAXMET N0 C Xel-CyMMO. [lepBoHaYabHO
OTKPbIBAETCA KPaTKMi 0T4eT. TT0NHbIA 0T4ET JOCTYNeH, e Haxatb KHonky MeperTu K otuery.

Monb3oBateNb MOXeT NPOCMOTPETb AONOAHUTENbHY MH(OPMALMIO U3 KAPTOYKW COObITMS CTapTa
npowLecca, KoTopast OTKPHIBAETCS MPH HAXATUM KHOMKK » .

B rabnuue ¢ 0CHOBHOI MHGhOpMaLMeR 0 Nporpamme 0ToGPaxXatoTCs CneayoLLmMe nons:

1) Bpems peructpauuu crapra npoLecca Ha cepeepe;

2) Bpems perucrpauuu cTapta npoLecca Ha areHre;

3) Ha kakom arexte nporpamma Gbina 0GHapyXeHa Bnepable;

4) Xew nporpammbl;

5) Umsa chaiina (uMs nporpammbl);

6) IneKTpOHHas NOANMC;

7) Yncno areHTos, Ha KOTOPbIX Obina 0GHapyXeHa nporpamma;

8) PacnpoctpaHeHue nporpamMmbl (B NPOLEHTaX 0T 06LLEro YUCAA areHToB).

6.6 Arenrsi

B o6nactv AreHTbl 0CHOBHOR NaHenw lporpaMMbl HAaXoAATCS CEAYHOLLME Pa3AeNsl:

1) AreHTbl;

2) Tpynnel;

3) Bepudhukaunus;

4) Tepmunan;

5) Tpachuku;

6) XpaHunuwe;

1) Yazsumoctu.

B pa3nene AreHTbl npeacTaBneHa MHopmawus 060 BCex areHTax, 3aperucTpupoBatHbix B llporpamme.
Kpome Toro, agMuHMcTpaTop MOXeT f00aBASTb areHTOB B rpynnbl UAM YAAASTb MX U3 TPYANbI, CO34aBATL/YAANATH
rpynnbl, BHOCUTb U3MEHEHNS B KOH(UIYPALWMIO HACTPOEK 3aLLMTbI Ar€HTOB U T.M.

B pa3zene Fpynnbl aAMUHUCTPATOP MOXET CO3/aTh HOBYO FPyNMy WM YAANUTH €€.
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B pa3pene Bepuchukauma aMUHICTPATOP MOXET NPOCMOTPETL MHAOPMALMIO 00 areHTax, 0XUAAKLLMX
BEpU(MKaLMIO M BEpU(NLMPOBATb BbIGPAHHOrO areHTa(os).

B pasgene TepMuHan agMUHMCTPATOP MOXET BbINOAHATL KOMAHAbI ANS YNpaBfieHus OnepawuoHHON
CUCTEMOM, YCTAHOBNEHHOM Ha X0CTe BbIGPAHHOrO areHta C MOMOLLbK KOMaHAHOM CTPOKM, @ Takke NPOCMOTPETb
KPaTKyo MH(hOPMALLMIO 06 ITOM areHte: nMs KOMNbIOTEPa, NPOLLeCcop, ip-aLpec u T.x.

B paspene lpadpmkn nonb3oBaresb MOXeT NPOCMATPUBATL W KOH(MIypupoBath MH(OPMaLM 06
AKTUBHOCTM OTAEbHO B3ATOr0 areHTa B rpathmyeckom Buge.

B pasgene XpaHunuuie nonb3osatesb MOXer paboTarb C 3arpyXeHHbIMM (hainamu: npocmarpusarb
M0J03puTeNbHbIE K TPeOYIoLLMe NCCAEeL0BaHNA (ainbl, NPOCMATPUBATL NOAPOOHYI0 MH(IOPMALMIO 00 3TuX (harnax

B 0T4éTax Tl-nnatchopMbl, yaanaTh 3arpyxeHHble daiinibl uau NPOCMAaTpUBATL UX B NPOrpaMMe NpocMoTpa (hainos i

T.4.

6.6.1. AreHrbi
06wy as nHghopmayns
Ha cTpanuue AreHTbl B TaGAMYHOM BUAE NPeACTaBAeHa H(OPMaLMA 00 areHTax, 3aperucTpupoBaHHbIX B
[porpamme, ¥ NoAst (YUALTPALLIMM 4151 NOUCKA W COPTUPOBKM areHTOB N0 3Ha4eHUSM (OUNLTPOB.
Pabota ¢ Tabauuen NpocmMoTpa areHToB v uabTpamu, 0To6paxeHne 0OLEro KOMMYECTBA NEMEHTOB B
Tabauue, oto6paxeHune BbIOPaHHBIX 31EMEHTOB MAEHTUYHBI ONUCAHHBIM B pa3fenax AKTHBHOCTb U MHUMAEHTbI (CM.
MyHKTbI 6.5.11 6.5.2).

CrpaHuua AreHTbl npejCcTaBNeHa Ha pUcyHKe 68.
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[1%.EDR

¥} Tnasnan CpaHuya

AreHTbl
AAMUHUCTDWPOBaHME
Mox
COBBITHA
- & g
ViHuges e
Wus a e 3awima arertz
AT Beeaure WA (] - ]
BeeguTe WA (m " (A
Mpouy Arert Mrardopua 3aWKTa 07 yABREHNA
2 He 338aK3 ‘N | BeeauTe aapec a5
ATEHTH
HacTpoikn DSL  He npumensmores (T
5 ArexToi pOVKM ps L
AKTMBHOCTE R dwan
Mpynne:
AkTh i patibi
joMeH / Mma -
Tpynna / Mima arenTa Bepcua arenTa EPS CeteBble apeca A OnepauvonHas cucTema Yacosoii nosc
KOMTbHOTEPA
> ® VM-IRENT / WIN10-86 . 2671 1.65 1 151 WORKGROUPYWIN10-86 Maiikpoco®T Windows 10 Pro Europe/Moscow +0300
3201t
> ® WORK / Ams workz B 2671 152 ! WORKGROUP\AMsStation MafikpocoT Windaws 10 Pro - | Europe/Moscow +0300
1 64 bit
> ® VM-IRENT / WINT-84 . 2671 0.16 1 WORKGROUPYWINT-64 yadh
[ Kpuereanaa oit

PucyHok 68 — CtpaHnua «AreHTbi»

Nons cpunbTpaynn Ha cTpannye «AreHTbi»
Ha cTpanunue AreHTbl NpesycMOTPEHbI CeAytoLMe nons uabTpaLmn:
1) MokasbiBatb No;

2) Tpynna;

3) Nlomen;

4) U3onsaums;

5) Ums arenra;

6) OnepaunoHHan cucTema;
7) WMs kKomnbioTepa;

8) 3awura areHra;

9) Arenr;

10) NMnatcpopma;

11) CeteBoif appec;

12) 3awmra ot ypaneHus;

13) AKTHBHOCTD;
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14) ABTOoMaTHyeckoe 06HOBNEHME;

15) 3onotoit 06pas;

16) Mons pns unbTpaumm (BXoAAT GUALTPLI).

B dunbtpe Mong anga dpunbrpayum agMuHNCTpaTop MoXeT £06aBUTb JONOSHUTE/IbHbIE NONS:
1) Onuus /NO_DRIVER;

2) Npo6nemHbli;

3) YacoBoit nosc;

4) Hactponku;

5) Mons ¢ KoHchUrypauusiMm (MHAMKATOPbI aTaK, HANKATOPbI KOMNPOMETALMM U T.4.)

OtaenbHbIM 6710KOM Ha CTpaHuLe BblIAENAETCA CTPOKA HaCTPOﬁKM DSL, KOTOPbIE OTKPbIBAKOTCA C MOMOLLBHO

KHOMKKM

B Hactpoikax afMMHMCTPATOP MOXET YKa3aTb Nepuof peructpauiu CoObiTuid Ha CEpBepe, MCTOYHMK
CoObITMSI W €ro NOATMN W CaM 3anpoc, B COOTBETCTBMM C KOTOPbIM GyaeT npou3BOANTLCS BbIGOPKA M3 COOLITHA,
NPOU30LIEALLNX HA areHTaXx.

Mpu BBoge DSL-3anpocoB co3paetcs BbiGOpka Hajg 0a30i COGbITMM, U3 KOTOPOA AENAETCS arperauus
areHToB, nopsexawyx otroOpaxenuto. Hanpumep, DSL-3anpoc «sha256:x» BbIBOAUT CMUCOK areHToB, UMEHLLMX
CoObITMA C YKa3aHHbIM XeweM X (none sha256 coObitus). B none Conapenma no DSL BbiGopku no 3anpocy
N0b30BaTeNb MOXET YBUAETb, CKOMbKO COBbITUA, COOTBETCTBYHOLLMX 3aMPOCY, NPOMU30LAO0 Ha areHTe. Haxumas Ha
CCbINKY C KONMMYECTBOM COBbITMIA, NONb30BaTeNb CPasy Nepeifer Ha CTpanuLy AKTMBHOCTb C COOTBETCTBYHOLEN
(hunbTpaLymen no MeHu arenta, DSL-3anpocom, a Takxe TPEXMECSYHbIM NEPUOAOM PErncTpaLum CoObITus.

Moka3sbiBaTh N0 — (husbTP YCTaHABANBALT KONMYECTBO COObITHR, KOTOPbIE 0TOOPAXAKOTCA Ha CTPaHULE B
Tabuue. BoamoxHo BbiOpath oTo6paxenue no 10, 20, 50 uan 100 cobbiTi.

AKTMBHOCTb — NPy BbIOOPE OAHOTO U3 3HaueHui (unbTpa (Bce areHTbl/AkTHBeH/He aktuBeH) B Tabnunue
ArentoB GyayT NpeAcTaBNeHbl areHTbl, COOTBETCTBYHOLLME BbIGPAHHOMY SHAYEHMIO.

Mms areHta — QuabTPYET areHToB N0 UMEHN, KOTOPOE ObIN0 NPUCBOEHO UM NpU perncTpawiy B lporpamme.

I'pynna — dunbTpyer areHToB N0 HA3BAHMIO FPYNMbl, K KOTOPOR OHM MPUHALNEXAT.

CereBo# afipec — (hUNbTPYeT areHToB N0 BBOAMMOMY B N0/ie (IUNbTPa CETEBOMY afpecy.

OnepaLuoHHas cucTeMa — OUALTPYET areHToB MO YCTaHOBNEHHOM Ha HUX ONEPaLMOHHOM CUCTEME.
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YacoBoi nosic — unbTpyeT areHToB no OnpefesieHHoOMy 4acoBOMY MOAICY B Pa3fMyHbIX popmarax
yacosbIx nosicos: EST, GMT, UTC u ap.

Wma komnbiotepa — (UALTPYET areHToB MO WUMEHaM KOMMbHTEPOB, HA KOTOPbIX YCTAHOBJEHbI
3aperncTpupoBaHHble B [lporpamme areHTbl.

JloMeH — uabTpyeT areHToB N0 UMEHU fOMEHa, K KOTOPOMY NPUHALNEXAT KOMMbIOTEPbI, HA KOTOPbIX
YCTAHOB/IEHbI 3aPEruCTPUPOBaHHbIE B [Iporpamme areHTbl.

AsTOoMaTn4eckoe 0GHOBIEHNE — (DMALTPYET AreHTOB N0 MPU3HAKY BKIKYEHHOTO WAM BbIKNKOYEHHOIO
aBTOMATUYECKOr0 0OHOBIEHHUS.

Hactpoiku — npu BoiGope 0fHOr0 M3 3HaveHuid (unbtpa (He 3apaHo/Ectb HectaHpapTHble/ TonbKO
cTaHpapTHble) B Ta6nuLe AreHToB OY/yT NpeACTaB/eHbl areHTbl, CO0TBETCTBYHOLLME BbIOPAHHOMY 3HAUYEHHUIO.

H3onsaumsa — npu BbiGope 0AHOr0 U3 3HaueHuin unbipa (Bce arentbi/M3onnposan/He nsonuposaHx) B
Tabnuue AreHToB GyayT NpeACTaB/ieHbl arenThbl, COOTBETCTBYIOLLME BbIOPAHHOMY 3HAYEHUH

Mpo6nemHbin — npu BbIOOPEe OFHOTO K3 3HayeHnit (unbipa (Bce areHTbi/Npobnemubiii/He
npo6neMHbIi) B TabnuLe AreHToB GyAyT npeAcTaBaeHbl areHTbl, COOTBETCTBYHOLME BbIGPAHHOMY 3HAYEHMIO.

3awmra areHta — (JuNbTPYeT areHToB B COOTBETCTBUM C TEM, BK/IHOUEHA HA HUX 3aLLMUTA WJIN HET.

Mnarchopma — unbTpyet areHToB B COOTBETCTBUM C BbIGPaHHOW onepaunoHHoit cuctemoit: Windows unm
Linux.

Mepuop perncrpauun (Ha cepepe) — (MAbTPYET areHTOB B COOTBETCTBUM C YKa3aHHbIM NEPUOLOM
Bpemenu (15 MunyT, Tyac, 8 yacos, 1 aeHb, 1Hegens, 1 mecsu, 3 MecsLa) CoObITUA, NPOUCXOANBLLMX HA TEX UN MHBIX
arentax. MoxHo BbIGpaTh nepuog uabTPaLmMn B KaneHaape.

Mona ansa cmnbTpaumm — npu Boibope 3HayeHnin B (unbipe Mona ana pmabTpaLuum Ha CTpaHuLy
[ONONHUTEIbHO MOTYT ObiTh J00aBAeHbl cnepytowme unbtpbl: Uckniouenns pns dainnos, Ucknoyenus ans
nporpammM, Wupukatopbl komnpometaumn, Xypuanol Windows, YARA-npaBuna, MHaukatopbl atak,
Mpodhunu 3awwmTbl faHHbIX, lpochnnn 6e30nacHOCTH areHTa.

Wckntoyenns ansa annoB — (hubTpyer areHToB no HassaHui BbIGPaHHOMO B nose (uabTpa Habopa
UCKNKOYeHUn ang (ainos. B tabauue OyaoyT npeactaBfieHbl TONbKO areHTbl, MPUBS3aHHble K 3TOMYy Habopy.

MoapoGHas MH(opmaLms 06 ncknroyeHusx ans (hannos COAEPXHMTCS B NyHKTe 6.8.
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Hckntoyenns gna nporpamm — hubTPYET areHToB N0 Ha3BaHMIO BbIGPAHHOMO B nose (hubTpa Habopa
UCKNKOYEHUS ANS NPOTpamMM.

B rabnuue OyayT npencTaBeHbl TONbKO areHTbl, NPUBS3aHHbIE K 3TOMY Habopy. Noapo6Has nHdopmaLms
00 UCKNKOYEHNAX ANS NPOrpaMM COAEPXUTCA B NyHKTe 6.8.1.

HHankaTopbl KOMNpPOMeTaLMu — (DUIbTPYET areHTOB N0 Ha3BAHMIO BbIOPAHHOTO B N0AE (huAbTpa Habopa
WHAMKATOPOB KOMNpoOMeTaumun. B 1abnuue Oyayr npencraBieHbl TOAbKO areHTbl, NPUBS3aHHbIe K 3TOMY Habopy.
MoapoGHas MH(opMaLms 06 MHAMKATOPaX KOMNPOMETaLMN COAEPXMTCS B NyHKTe 6.7.1.

XypHanol Windows — (hunbTpyer areHToB no Ha3BaHMt BbIOPaHHOTO B Nosie huabTpa Habopa XypHanos
Windows. B 1abnuue OyayT npeacraBieHbl TONbKO areHTbl, NpUBA3aHHbIe K 3ToMy Habopy. logpoGHas nHdopmaums
0 xypHanax Windows cogepxutcs B nyHkTe 6.7.4.

YARA-npasuna (®ainbi/Mamarb) — (uUAbLTPyeT areHToB N0 Ha3BaHUK BbIGPAHHOrO B nose (uibTpa
Habopa (ainosbix curHatyp. B tabauue Oyayt npeActaBneHbl TObKO AreHTbl, NPUBSI3aHHbIE K 3TOMY Habopy.
MoapoOHas nupopmaums o YARA-npaBuaax n COOTBETCTBYHOLMX UM (DAiIOBbLIX CUTHATYpax COAEPXMTCS B MyHKTE
6.7.3.

WHankaTopbl aTak — (JuAbTPyeT areHToB N0 Ha3BaH!IO BbIOPAHHOTO B N0NE (uAbTpa Habopa MHAMKATOPOB
arak. B rabnuue Oyayt npeActaBneHbl TONbKO areHTbl, NpuBsS3aHHble K 3T0My Habopy. MoapoGHas uHgopmauma 06
UHLMKATOPaX aTak COAepXHTCA B NyHKTe 6.7.1.

Mpodhunu 3awuTbl AAHHBIX — YUILTPYET AareHTOB N0 Ha3BaHMK BLIOPAHHOIO B Nojie uabTPa Npoduns
3aLUMTHI LAHHDIX.

B tabauue Oypyt npencrasfieHbl TOAbKO areHTbl, MpuBsi3aHHble K 31omy npogunto. [logpobHas
UHOPMALLMS 0 NPOUAAX 3aLUTHI JaHHbIX COAEPXMTCS B NyHKTE 6.9.1.

Mpodunu 6e3onacHOCTM areHTa — (PUILTPYET areHTOB MO HA3BAHUK BLIOPAHHOTO B nosie (PuUbTPa
npotuns 6esonacHocTu arexta. B 1abnuue GyayT npeacTaBaeHbl T0AbKO areHTbl, NPUBA3aHHbIE K 3TOMY NPOGUL.
MoppoGHas MH(oPMaLMs 0 NPOGUNAX 3aLLUTbI LAHHBIX COAEPXNUTCA B NYHKTE 6.9.2.

Onuus /NO_DRIVER - no3BonsieT (unbTpoBaTh areHToB B COOTBETCTBUM C TEM, BKNKOYEH M ApaiiBep Ha
areHte wam Her (4ns arenta ¢ ycranonenHow onumneir NO_DRIVER otcytcTByeT BOSMOXHOCTb NEPEBOAUTL MALUMHY C

dreéHToM B U30/14LLNI0, a TaKXe OTCYTCTBYET 3alliUTa, T0 €CTb NpaBuia UHAKKALIUK aTak, CpaﬁaTblBaHVIe WHAWKATOPOB
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KOMNPOMETALMN He NPUBOASAT K 3aBEPLUEHNSM NPOLLECCOB, 3aNPeTy TeX UM UHbIX AEHCTBUA NOTEHLMANBHO ONACHbIX
NpOrpamm M 1.14.). 3aLLuTy areHTa npu BbIKNKYEHHOM ApaiBEPe TAKXKE, KaK U U30/1SLNI0, HEBO3MOXHO BKNKOUMTD.

3onotoi 06pa3 — n03B0AET (MALTPOBATH MH(OPMALMIO HA CTPAHULLE NO AreHTam C COOTBETCTBYHOLLUM
COCTOSIHMEM 30/10TOr0 06pa3a, AOCTYNHbI CeAytoLue napameTpbl (AbTpaLmy:

— Bce areHtbl;

— He otcnexuBaercs;

— CootBercTBue;

— Wmetotcs otanyms.

3awmra ot ypaneHus — no3sonser (AbTPoBaTb MH(OPMALLMIO Ha CTPAHMLLE NO areHTaM C BKIYEHHOM

WIN BLIKNKOYEHHOM ONLMen NapoNbHOM 3aLLMTbI OT YAANEHNUS areHTa.

HHuehopmayns B Tabanye ¢ areHTamu

B wanke tadnuupl MMPOCMOTPA AreHToB npeAcTaBaeHbl Cieytolue nons.

1) Mone BbIGOpa areHToB (OTMEYEHO KHOMKOM BbIGOPA ' M Nepek/oyaTesem );

2) I'pynna/lims arenra;

3) Bepcusa arenra;

4) EPS;

5) CeteBble agpeca;

6) Lomen/Mms KomnbroTeEpa;

7) OnepaumoHHas cucrema;

8) Yacosoit nosc;

9) CoctosiHue;

Mone ¢ kHONKo# BbIGOpa NpUMeHsieTcs A9 BbIGOpa B TaG/ULE OJHOTO UM HECKONbKHUX areHToB. [11g 310ro
Heo06X04MMO OTMETUTb (PAAXKOM KHOMKKM BbIGOpa A1 COOTBETCTBYIOLLMX areHToB. [Lnsi OTMEHbI CefiyeT HaxaTb Ha
KHOMKY BblOopa S noBTOpHO. /115 BbIOOPA B Ta0/MLLE BCEX areHTOB, MOKA3aHHbIX Ha 0fHOM CTpaHuLe, Heo6X04uMo

OTMETUTb )IAXKOM BEPXHIOK KHOMKY BbIGOPa B CTONGLE N0NS BbIGOPA areHToB.
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Ecm Tpe6yeTcs| OTMETUTb BCEX areHTOB, NOKA3aHHbIX Ha BCEX CTPAHMLAX, TO HEOOXOAMMO NepeBecTy!

nepekntoyarens Boibpatb Bce 3neMeHTbl BO BKNOYEHHOE NONOXEHME (n ) [pn 3TOM nepexop, Ha

APYryto CTpaHuLy nepesoauT nepeknoyatesib B BbIKNHOYEHHOE NMOJTOXEHKE.

I'pynna/Mma areHta — CoAepXut UMa rpynnbl, KOTOPOI NPUHALNEXHT areHT, U UMS areHTa, Ha KOTOpoM
NPOU30LLEN MHLMAEHT.

Kpome 1010, pafioM C UMEHEM areHTa 0To0paxaercs 3Ha40K, YKa3bIBAKOLLMA Ha NPUHAANEXHOCTb areHTa
nnardopme Windows unu Linux.

Bepcus areHTa — nokasbiBaeT HOMep BEPCHM areHTa.

EPS — nokasbiBaet cpefHee KONM4ectBo COObITUI B CEKYHAY HA areHTe 3a 0TPE30K BPeMeHN paBHbli 15
MUHYTaM.

CeteBble agpeca — B Nnoje 0100paxatoTcs ip-afpeca, Ha3HAYeHHbIE NS BCEX CETEBbIX UHTEP(ENCOB
KOMMbHOTEPA, Ha KOTOPOM YCTaHOBNIEH areHT.

Hmsa Komnbrotepa — B nose 0T00paXaeTcs UMA KOMNbIOTEPa, Ha KOTOPOM YCTAHOBJIEH areHT.

OnepaumoHHasa cuctema — B none otoGpaxaercs Hassaxue 0C, nop ynpasneHuem Kotopoit paGotaer
KOMMbHTEP, Ha KOTOPOM YCTAHOBJIEH areHT.

YacoBoit nosic — B noje 0to6paxaeTcs 4acoBOM NOSIC, HACTPOEHHbLIA HA KOMMbIOTEPE, HA KOTOPOM
YCTAHOB/IEH areHT.

CocrosiHue — B none 0T06paxaeTcs MHPOPMALLUS 0 COCTOAHNUM KOMMbIOTEPA, HA KOTOPOM YCTAHOBJIEH areHT
W MH(OpPMaLMS 0 (DUKCALMM CMUCKA MPOrpamm, YCTAHOBMEHHbIX HA MawuHe C areHTom (3onotoro o6pasa).
CocrosiHMe MOXeT npuHMMaTh 3HaueHuss AkTueH/He akTMBEH, a Takxe B C/yyae n30/suun APM ¢ ycTaHOBNEHHbIM
Ha HEM areHTOM [OMOSHUTENbHO MOXeT OblTb NPUCBOEHO 3HayeHne W30nmMpoBaH. ECIM areHT He aKTMBEH, TO
nonb3oBarento Gyaer NOKa3aHo BpeMs NOCAeSHER aKTUBHOCTW areHTa. Takxe BHE 3aBUCMMOCTU OT aKTUBHOCTH
0T00paxaroTcs AaHHble 06 OTKPBITbIX MHLMAEHTAX Ha areHTe.

CocTosiHKME B YACTH OTCAEXMBAHMS 30/10TOM0 00pa3a 0T06paXaeTcs B TabNULE UKOHKAMM:

W _ cooTBeTcTBHe 3010T0MY 06pa3y;
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" — UIMer0TCS 0TIMYMS B CPABHUBAEMOI MHGIOPMALLMK, MPUXOAALLEI OT areHTa, 06 ycraHoBneHHoM M0
(30n0TbIM 0Gpa3om).
Kaxgas CTpoka Tabnuubl areHToB COAEPXMT AONOAHUTENbHYIO MH(opMaumto. [ns npocmoTpa 310l
MHAOPMALMK HEOBXOAMMO HaXaTb KHOMKY PACKPbITHS # B MIO/IE C KHOMKO# BbIGOPA 3neMeHTa Tab/uLibl AreHTbl.
[lononHuTeNbHas MH(OPMALMs 00 arenTe npeAcTaBaeHa B TabnYHOM BUAE U COLEPXMT NONSA:
1) 1D Arenra;
2) Nwmg;
3) Bepcus;
4) Token;
5) Bpems yCTaHOBKM,;
6) Bpemsa nocnegxero 0GHOBAEHNS;
1) Bpems nocneHeit Bepudhukawum;
8) Bpemsi 3arpy3ku CUCTEMDI;
9) Mpoueccop;
10) Konuyectso sigep npoweccopa;
11) 06bem onepatusHoi namsaty (MB);
12) CobbiTus;
13) UHumpenTsl;
14) U3onsums;
15) 3awura;
16) ABTOMaTM4eCcKoe 00HOBNEHME,;
17) Onuwsa /NO_Driver;
18) 3onoroit 00pa3;
19) 3awura ot yaanexus;
20) Tepmunan;
21) Onucanve.
Yactb noneit BbiHeceHo B OTAeNbHYI 00nacTb KoHdpurypauum, B KOTOPOi NOKa3aHbl NPUBS3aHHbIE K

areHTy KOH(UrypaLmnoHHble Habopbl:
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1) NHpnkaTopbl atak.

2) MHamKaTopbl KOMNPOMETALNK;

3) YARA-npaBuna ((paitbl);

4) YARA-npaBuna (namsb);

5) Xyphano! Windows;

6) Mckniouenns ans nporpamm;

1) Uckntovenns anq haiinos;

8) CeTeBble UCKNHOYEHNS;

9) Uckntoyenns anst MHANKATOPOB aTak;

10) Mpodhunb 6e30nacHOCTH areHTa;

11) Npodhunb 3aLLMTbI AAHHbIX;

12) Npodpunb koHTpons USB.

ID AreHta — B nosie noka3aH Habop CUMBOIOB, MAEHTU(IMLLMPYIOLLMI areHTa Ha cepBepe.

Wma — ums arenTa, npuCBOEHHOE eMy afMUHUCTPATOPOM BO BPEMS perucTpaLum arexta B llporpamme.

Bepcus — B none noka3saHa aktyanbHas BEPCHS YCTAHOBEHHOIO AUCTPUOYTUBA areHTa.

TokeH — B nofie NoKa3bIBAeTCs YacTb KKYa, MPUCBOEHHOTO areHTy ANs BepUdUKaLyMn C NOMOLLbH 3T0T0
K/K0Ya Ha Ccepaepe.

Bepuchukaums — B none otoGpaxaercss MHOpPMALMS 0 TOM, BEPU(UUMPOBAH UAK He BepU(ULMPOBaAH
arer.

Bpems ycraHoBKM — B nojie 0T00paxaetcs MHOpMaLyMa 0 BPEMEHH YCTAHOBKM areHTa.

Bpema nocnepHero o6HoBneHuss — B none otobpaxaercs MH(OPMALMA O BPEMEHU MNOCAELHEro
00HOB/IEHNS arexTa.

Bpema nocnepHei Bepudpmkauum — B none orobpaxaercs UH(OPMaLUS O BPEMEHM NOCAELHEN
BEPUDMKALLMM areHTa.

Bpems 3arpy3ku cuctembl — B noJie 0T00paxaeTcs MH(OPMaLLMs 0 aTe v BPEMEHU NOCIELHEeN 3arpy3Ku
ONepaLOoHHOM CUCTEMbI, NOJ YNPaBAEHUEM KOTOPON JeHCTBYET areHT.

Mpoueccop - B nose otoGpaxaercs HaMMeHOBaHWE NPOLLECCOPA KOMMbIOTEPA, HA KOTOPOM YCTaHOBJIEH

arexr.
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Konnuecreo sgep npoueccopa — B nosie 0106paxaetcs KONMYECTBO siep NPoLeccopa KoMMbrTEPa, Ha
KOTOPOM YCTaHOB/IEH areHT.

06bem onepatuBHoi namatn (MB) — B nosie oToGpaxaercst 0GbeM onepaTUBHOI NAMATH KOMNbLOTEPA,
Ha KOTOPOM yCTaHoB/EH areHt. 06beM yka3aH B Merabaiitax.

CoGbiTus — B nosnie 0T00paxaeTcs MHGOPMALUA 0 KONMYECTBE COObITU, 0GHAPYXEHHBIX Ha KOMMblOTEpE C
YCTAHOBIEHHbIM areHTOM. MH(opMaLLna NOKa3bIBAETCS 3@ CYTKM M 3@ NOCAEAHMe 15 MuHyT 59 Gkt 0/ 3a 75 aiis: 0
. Mpu Haxatvn JIKM Ha uncno cobbITuit NPONCXOAMT NEPEXOA Ha CTPaHMLY AKTUBHOCT.

WHumMAeHTbI — B none 0T00paxXaeTcs KONMYECTBO MHLMAEHTOB, 3aperncTpupoBaHHbIX B porpamme A

BbIOPAHHOrO areHTa 3a BCe BpeMs CbYHKLl,MOHVIpOBaHMﬂ N KONWNYECTBO OTKPbITLIX HA A@HHBIA MOMEHT UHLMAEHTOB

Il

Brezo: 0/ Omipoimenc O Moy paxatan KM Ha YNCAO MHLMAEHTOB MPOMCXOAMT MEPEXOZ HA CTPaHULy
WHumpeHTbl.
U3onsuus — B none oto0paxaercs HGOopmaLmus 006 M305ILMM KOMIbIOTEPA C YCTAHOBNEHHBIM areHTOM 0T

0CTa/IbHON YaCTV BbIYMCAMTENBHON CeTn. Ecam KOMIbKOTEP U30JINPOBAH, TO 3HAYOK U301ALUNU 0T06pa>KaeTcs1 B Buje
3dKpPbITOr0 3aMKa O .Ecnu KOMMNbOTEP HE N30/1IMPOBAH, TO 3HAYOK U30IALIUK 0106pa>KaeTcn B BUJ€ OTKPbITOr0 3aMKa

O . Mpw Haxatn Ha 3xaukn O/ nponcxogut nepexon Ha cTpanuLy Arenr B pasgen Hactpoitka arenra.

3awmra — B nosie 0T00paxaeTcs COCTOSHUE BKOYEHA MM OTKIIOYEHA 3aLLMUTa areHTa.

AsTomarnuyeckoe 06HOBAEHHE — B N0Je 0TOOPAXAETCs MH(OPMALMS O TOM BKKOYEH UK OTKIOYEH NN
napametp ABTomatnyeckoe 06HOBNEHME Ha areHTe.

Onumsa No-Driver — B none 0100paxaetcsi YCTaHOBSIEH /M areHT C onuuein Ge3 apaiBepa (UMeroTCs
COCTOSIHUS: YCTAHOBANEHA ONLMS, HE YCTAHOB/IEHA ONLyS).

3onoton o6pa3 — B nose 0T0Opaxaercs MH(PoOpMaLUa 0 COOTBETCTBUM NPOTPAMM, YCTAHOBNEHHbIX Ha
areHte, 3a(huKCUPOBAHHOMY CNKCKY (30/10TOMY 06pa3y).

3awmra ot yaaneHusa — B nose 0T06paxaeTcs MH(OpPMaLMA 0 TOM, BK/HOYEHA M 3aLLLMTa OT yaaNeHus
areHTa uim Her.

TepMmuHan — nosie COAGPXUT KHOMKY nepexofa k Tepmunany 21, ana paGotbl B KOMaHHOR CTPOKe C
KOMMbIOTEPOM, Ha KOTOPOM YCTaHOBAeH areHt. Mpu Haxarum kHomku C=) npoMcxomuT nepexog Ha CTpaHuLy

TepmuHan.

Onucanue - none COAlePXHT MPONU3BONIbLHOE OMMCAHME areHTa.
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Wupmukatopb! atak — B nojie 0T06paxaercs Ha3BaHue Habopa MHANKATOPOB aTak, K KOTOPOMY NpPUBA3AH
arent. Mpu Haxatuu JIKM Ha Ha3BaHuKM Habopa NpONCXOAUT nepexos Ha cTpanuly Habopbl MHAMKATOPOB aTak B
pa3gene HHaMKaTopb! aTak.

WHankaTopbl KoMNpoOMeTaLuu — B noJie 0T00paxaerTcs Ha3BaHue Habopa UHAMKATOPOB KOMNPOMETALMK,
K KoTOpoMy npuBA3aH areHt. Mpn Haxatuu JIKM Ha Ha3BaHuu Habopa NPOMCXOANT nepexos Ha cTpaHuly Habopel
WHAMKATOPOB KOMNpOMeETaLuK B paszese WHANKaTOpPbI KOMNPOMETaLUHK.

YARA-npaBuna - B nosie 0to6paxaetcs Ha3sanue Habopa YARA-npaBun, K KOTOpoMY npuBs3aH arent. lpu
Haxatun JIKM Ha Ha3BaHuu Habopa npoucxoaut nepexoq Ha crpanuy Habopol YARA-npasun B pasgene YARA-
npaBuna.

XypHanol Windows — B none oto6paxaetcs Ha3saHue Habopa xypHanos Windows, K KOTOpOMy NpuBSi3aH
arenr. lpu Haxatun JIKM Ha Ha3BaHuu Habopa npoucxoauT nepexos Ha crpaquuy XypHanol Windows.

Hckntouenns ana nporpamMm — B nosie 0T00paxaercs Ha3BaHue HaGopa NCKNKOYEHNIA N1 NPOrpamM, K
KoTOpOMY npuBsi3aH areHT. Mpu Haxatvu JIKM Ha Ha3BaHWK Habopa NPOMCXOAMT Nepexos Ha cTpanuuy Hcknodyenus
ANS Nporpamm B 0HOMMEHHOM pa3sfene.

Uckniouenns pna ainoB — B nose 0100paxaetc Ha3BaHue Habopa MCKNKOYEHWA Ans (hainos, K
KoTOpOMY npuBsi3aH areHT. lpu Haxarvu JIKM Ha Ha3BaHuK HaGopa NPoOMCXOAMT nepexos Ha ctpanuuy Hcknodenus
Ans hannos B 0ZHOMMEHHOM pa3jene.

Mpodhunb 3awWmTbl AQHHBIX — B N0JIe 0TOOPAXAETCs Ha3BaHWe NPOQUNS 3aLLUTbl JAHHBIX, K KOTOPOMY
npuss3aH areHt. lpu vaxartvn IKM Ha Ha3BaHuu npochuas NPOMCXOUT NEPeEXos Ha CTpaHuLy npoduns.

Mpodunb 6e30nacHoCTH areHTa — B noJie 0T00paxaerca npodub 6e30MacHOCTH, K KOTOPOMY NPUBSA3aH

arenr. Mpu Haxatuu JIKM Ha Ha3BaHWuM Npo(hnas NPONCXOAMT NEPEXOA Ha CTPaHMLY 3TOro npoduns.

Onepaynn ¢ areHTamu

Ha crpaHuue AreHTbI afMWHUMCTPATOP MOXET BbINOAHATL Pa3NNyHble TPYNnoBble AEHCTBUA C
MPOM3BO/IbHBIM KOMYECTBOM areHToB. NH(opmaums 00 areHTax, 3aperncTpupoBaHHbix B [Iporpamme, npejctaBieHa
B TabnuyHoM BuAe. YtoObl BbIOpaTh areHTa W NPUMEHNTb K HEMY ONPefeneHHoe AedCTBUe, afMUHUCTpaToOpy

HE0OX0ANMO OTMETHTb 3TOr0 areHTa (haxKom ().
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CoBert

L J Ecm TpEﬁyGTCﬂ OTMETUTb BCEX areHTOB, NOKA3aHHbIX HA BCEX CTPaHMLLAX, TO HE00X0AMMO NepeBeCTH

nepekntoyarens Boibpatb Bce 3neMeHTbl BO BKNOYEHHOE NONOXEHME (n ) [pn 3TOM nepexop, Ha

APYryto CTpaHuLy nepesoauT nepeknoyatesib B BbIKNHOYEHHOE NMOJTOXEHKE.

B HUXHe#n yacTv cTpanmLbl AreHTbI HaXOAMTCA NaHeNb OnepaLmit C BbIOPaHHbIMU areHTamu. llonb3oBarento

MporpamMMbl 10CTYNHbI CEAYHOLLNE ONEPaLMM:

1) JobaeuTs & rpynny ~

2) TpuMeHnTb KOH(UrypaLmo — ;

3) U30nMpoBaTh BbIOPAHHbIX areHTOB — E;

4) OTMeHUTb U3015I4MI0 BbIGPAHHDIX areHToB — ﬂ;

5) Bkntountb aBTOMaT4eckoe 06HOBAEHME BbIGPAHHbIX areHToB — ﬂ;
6) OTKNUNTL aBTOMATUYECKOE 0OHOBEHNE BbIOPAHHDBIX AreHTOB — ;
7) BKntoumTb 3aLLMTY Ha BbIOPAHHOM arenTe — m;

8) OTKNHOYMTb 3aLLMUTY HA BLIOPAHHOM arenTe — E’l;

9) 3achmkcuposatb coctas 10 BbIGpaHHbIX areHTOB B Ka4eCTBe 30/10T0ro 06pasa — ;

10) OTkntoumTb 0TCNEXMBaAHME cocTaBa 10 BbIOpaHHbIX areHToB 3010TOMY 00pa3y — ;
.
11) Bkntouuth 3aLuTy 0T yAaneHns Ans BbIGPaHHbIX areHToB — ;

12) BbIKMIOUMTD 3QLLUTY OT YAaNEHNS 4191 BbIOPAHHbIX areHTOB — ;

13) BbInonHMTL KOMaHAY Ha BbIGPaHHbIX areHTax — ;

14) Uckntountb BbIGPAHHbIX areHTOB M3 CBOMX rpynn — = ;

15) Ynanutb BbIOpaHHbIX areHToB —
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Nlo6aButb B rpynny — (hyHKuMs no3Bonser 406aBNsTb areHToB B BblGpaHHyo rpynny. [ina go6aBnenuns

HE06X0AMMO OTMETUTb Cbﬂa)KKOM 0JHOTO WJIn HECKOIbKUX are€HTOB, JlaJiee HaXaTb KHOMKY , nocne

4ero BblGpaTh Onepawyio u3 cnucka (puc. 69).

| Jobaeuts E rpynny ~

BeiBpate rpynny

Cozaate HOBYHD

Pucynok 69 — Boi6op onepawuu ¢ areHTom

Ec/m HeoBxoauMo 106aBUTb BbIGPAHHOr0/BbIGPAHHBIX areHTa/areHToB B yXe CO3MaHHyIo rpynny, 10 Ciedyet

K/MKHYTb N0 KHOMKe BbiGpath rpynny, nocne Yero B 0TKPbIBLUEMCS OKHe BbIGPaTb HyXHYHO rpynny (puc. 70) v Haxatb

KHOMKY , nocne 4Yero NOATBEPAUTL AeiCTBHe.

[oBGaeuTe areHTOE B rpynny x

lla_another_group (0}

lla_group (4) n

am-test (0]

am-test-2 (0]
anpg-test (0}

Aran group (2]
aute_update_test (0)
dfdf (0]

EMULATOR (0}

Pucynok 70 - Bbibop rpynnbi U3 cnucka

Ecnm Heo6xoaumo 100aBUTb BbIOPAHHBIX areHTOB BO BHOBb C03/1aBAEMYI0 rpynny, TO CEAYET KAMKHYTb NO

kHonke Co3Aatb HOBYHO (CM. puC. 69), nocne Yero B OTKPLIBLUEMCA OKHE BBECTM Ha3BaHMWe B CTpoke Ha3Banue

rpynnbl U HaXaTb KHOI'IKy-.
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MpumenuTb KOHMrypaumio — (yHKLUMS N03BONSET NPUBA3bIBATH HAGOPbI C KOHGMrypaLUusMu K

BbIGPAHHbIM areHTam. [Lnsi NpuBA3KM K ONpefeneHHoMy Habopy OAHOrO WAM HECKONMbKMX areHToB HeobXoaumo

OTMETUTb MX (DNAXKOM B CTONOLE BbIOOPA areHToB, NOC/E Yero Haxatb KHOMKY NPUMEHEHUS KOHGUrypaLmuy .
Otkpoercs okHo BbiGop Ha6opoB, B KOTOPOM MOXHO HA3HA4UTb HAGOPbI C NPABUAAMM, UCKITIOUEHUSIMU U NPOIUNSMU
[111 OTMEYEHHbIX areHTOB.

Mocne 3aBepluenns BbI0OPa HeOOGX0ANUMO HaxaTb KHONKY CoXpaHuTb.

Mocne 3aBepLueHns onepauun A9 OTMEYeHHbIx areHTos B cTon0ue Koncpurypauus Gyaoyr nokasabl
HOBble MPMBAA3aHHbIE HAO0OPbI, MH(HOPMALMA O NPUMEHEHHbIX Habopax Mo yMOMYaHWK He OTOOpaxaercs, 3a
MCKITIOYEHNEM CNyyast, KOraa BCe HA0OPbI, NPUMEHEHHbIE 19 aTeHTa, ABASIOTCA HAGoPaMK N0 YMOYAHMIO.

“3OIIMPOBaTb/0TMeHVITb M30NIALMIO areHToB — 4T0ObI U30/IUPOBaTb OIHOTO MU HECKOJIbKUX areHToB,

He06X0AMMO OTMETHTb UX Ct)ﬂa)KKaMVI, nocne yero Haxartb KHOI'IKym, fia/1ee BBECTU KOMMEHTApUil B OTKPbIBLLIEMCS

OKHe "EpEXOﬂ K U30NIAILLMN QreHToB 1 HaXaTb KHOMKY OTﬂpaBHTb. [Lns OTMEHbI M30A15LMKN HEOOXOAUMO OTMETUTH

U30/IMPOBAHHbIX aAreHToB Ct)ﬂa)KKaMVI, nocae Yero Haxatb KHOMKY . Nlanee NOATBEPANTL [JeHCTBUA B
OTKpbIBLUEMCA OKHE, HaXaB KHOMKY BbinonHuThb.

BKnOUNTL/OTK/IHOYMTL ABTOMATHYECKOE 06HOBNIEHNE BblﬁpaHHbIX dleHTOoB — 10 YMOJIYaHUIO Ha BCEX
areHTax BK/IIOYEHa ONLMS aBTOMATUYECKOro 06HOBNEHMS, 4TOObI €€ OTKN0YNTL, HEOOXOAMMO OTMETHUTD qJ}'Ia)KKaMVI
HYXHbIX dreHToB, nocne 4ero Haxatb KHOMKY W NOATBEPAUTL fieNCTBUE B OTKPbIBLUEMCS OKHe. Inq 06paTHOl7I

onepatun HE00X0AMMO OTMETHUTb qJ}'Ia)KKaMI/I dreHToB, AJia KOTOPbIX BbIK/IHOYEHA ONUMA ABTOMATMYECKOro

0GHOBNIEHMSA W HAXaTb KHOMKY , M0C/e Yero noATBEPAUTL eiCTBNE B OTKPbIBLLEMCA OKHE.
BknioueHne/oTKN0O4EHME 3ALLUTDI HA BblﬁpaHHOM dreHrte — 3alliuTa BK1KY€eHa Mo YMOYaHUIO0 Ha BCEX

dredtax, eciu TpeﬁyeTCﬂ, 4100l (pyHKLl,VIM 3aLWuThl GbUTM OTKMKOYEHbI HA areHTax, 10 HeoOXOAUMO OTMETUTbL MX

Q)HG)KKGMVI, nocne 4yero Haxartb KHOMKY W NOATBEPANTL OnepaLluto B OTKPbIBLLEMCA OKHE. Inq OﬁpaTHOﬂ

onepavuv cneayer Haxatb KHOMKY , nocne Yero noATBEPAUTL BbIGPAHHOE eCTBUE B OTKPbIBLIEMCS OKHE.
3adhukcupoBarb cocras 10 BbIGpaHHbIX areHToB B KauecTse 30/10T0ro 06pasa — (yHkLuMs no3BoseT
OTCNIEXUBATL U3MEHEHUS B NPOrpamMMax, YCTAHOBJIEHHbIX HA KOMMbIOTEPE C areHToM. [Ipi BKAKOYEHHOW OnuuK
(hukcaumn cocrasa 10, EDR Oyzet noka3biBaTb aAMUHICTPATOPY, Kakie 00HOBAEHNA OblNK CieN1aHbl B ONEepaLUoHHOM
CucTeMe, Kakue nporpammbl M3 COCTaBa 30/10T0r0 00pas3a YAasneHbl 1 Kakne HOBbIE NMPOrpamMMbl, He BXOASLME B
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CoCTaB 30/10T0r0 06pa3a, YCTaHOBJ/IEHbI HA KOMMbIOTEPE C areHTOM. AreHTbl, B COCTaBe KOTOPbIX UMETCA OT/INYMS OT

30/1070r0 00pa3a, NOMEYatoTCs Ha CTpaHuLe AreHTbl B nose CocrosiHMe 3HAYKoM U7 . AreHTbl ¢ C03[1aHHbIM

P aw]
Y

30/10TbIM 00pa3oM, coctas M0 KOTOpbIX He MeHAAC, GyayT oTMEYEHbI 3HAUKOM ¥ . Y100bI CO3AaTh 3071070/ 00pa3

coctasa 10 areHToB, He06X0AMMO OTMETUTD WX (hnaramu, nocne 4ero Haxatb KHOMKY W NOATBEPANTD feCTBMe
B OTKPbIBLUEMCA OKHE. 0TKNOYMTD (bYHKLI,VIIO C0371aHNs 301010r0 06pa3a MOXHO, BbIOPAB areHTOB C BK/NKYEHHBIM

00pasoM # HaxaB KHOMKy OTKMIOYMTL OTCNEXMBaHWe COOTBETCTBHMA coctaBa 10 BbIOGpPaHHbIX areHToB

30/10TOMY 06pa3y (), focne yero noaTBepanTb onepalmio B OTKPbIBLLEMCA OKHE.

Bkntountb 3allnTy OT yAaNeHusa png BbIOPAHHbIX areHTOB — YTO0bI BKNHOUUTH 3aluuTy OT yaanexdua ang

BbIOPAHHbBIX areHToB, HEOGXOANMO OTMETUTb MX (DNaXKAaMU U HAXaTb KHOMKY , MoC/1e Yero OTKPORTCS OKHO
BBO/A TOKEHa [/151 3aLLMTbI OT YAANEHNUS arenTa. Y ,aneHune areHta C KOMNboTepa, Ha KOTOPOM OH YCTAHOBJIEH, Noce
3aBepLuenus onepauumu OyZeT BO3MOXHO TOAbKO nocne BBoAa napons. 4to0bl yBugets u npu Heo6XoZMMOCTH
CKONMPOBATb NAPO/b (TOKEH yaaneHus), Heo6Xo4MMO NeperTh Ha CTpaHuNLLY yAansemoro arexta. TokeH Gyaet nokasaH
aHANMTUKY PU HABEEHMM KYPCOPa Ha 3HauoK .

OTKnO4NTD 3aluuTy OT yaaneHusa pna BblﬁpaHHbIX areHToB — 4T100bl OTK/HOUUTD 3aLuTy ot yaaneHus

o)
A1 BbIOPAHHBIX areHToB, HE0OX0AMMO OTMETUTL UX (DNIAXKAMM U HAXaTb KHOMKY , nocne Yero NOATBEPANTL
0nepaLyio B OTKPbIBLIEMCS OKHe. TpeOoBaHue 0 BBOAE Napons Npu yaaneHui arexta Oyaer CHATO.

Boinonuute KOMaHAy Ha BbIGpaHHbIX areHTax — HEO0OXOAUMO OTMETUTb (PAAXKOM OFHOT0 WMAW

HECKOJIbKWUX areHToB, nocjie 4ero 3afatb U BbINONHUTL KOMaHAY AJif 3TUX ar€HTOB. 310 A1eACTBUE MOXHO Mpon3BecTu

HaXaTneM KHOMKM , nocne yero OyAeT OTKPbITO OKHO, NPeACTaBAEHHOE Ha PUCYHKe T1.
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BbinonHeHWe KOMaHAbl Ha BblﬁpaHHbIX areHrax

Komanaa *

TarmayT (cek) *

30

Pucynok 71 - OkHo BBOAAa KOMaHp,

Mocne BBOAA KOMaHAbI HE0OX0AMMO HaxaTb KHOMKY OTNPaBMTb. CMUCOK KOMaHZ aHaN0rMYeH KOMaH4aM,
OnucaHHbIM B pasaene 6.6.6.
Hckniountb BbIOPAHHBIX areHTOB M3 CBOMX Fpynn — (DYHKUMS NO3BOASET MCKAKYAThb BbIGPAHHbIX

dreHToB M3 CBOWX rpynn. [lnq BbINONHEHNS onepauuun cnepyert BblﬁpaTb dreHToB, NPUHAANexalLux KaKom-nnoo

rpynne, 0TMETUB UX (PNaXKOM B CTO/IOLE BbIGOPA, faNee HaXaTb KHOMKY , 10C/e Yero NOATBEPANTL AEHCTBHE.
Mocne ynanexus arexta u3 rpynnbl B cron6ue Fpynna/Mma arenta nepectaHer 0to0paxarbCs Ha3BaHue rpynmbl u
0CTAHeTCs TONbKO UM areHTa, A9 KOTOPoro NpuMeHsiiach yHkL s MCKoUMTL U3 rpynnbi.

Ypanuto BblOpaHHble —  (DYHKUMA N03BOAAET YAANATb  BbIOPAHHbIX areHToB U3  CNUCKa

3dPerncTpmpoBaHHbIX B Hporpamme. [lnq BbINONHEHMA onepatuu Heo0X0AMMO BblﬁpaTb drexToB, KOTOPbIX Cepyer

YAa/IUTb, OTMETUB UX Cbﬂa)KKOM B cTONGLe BblﬁOpa, JaNnee HaxaTb KHOMKY W NOATBEPAMUTD LeilCTBHE.

T lMpumeyanne
l' _. Ecan uncpopmauus o 110, ycTaHOBAEHHOM Ha MALLMHE C areHTOM, He OTCIIEXNBAETCA (HE OTCIEXMBALTCS
COOTBETCTBME 30710TOMY 00pa3y), 10 B cTon6Le CocToAHNe OTCYTCTBYET UKOHKA, CUTHANM3MPYIoLLan 00
310M. CooTBETCTBYHOLLME CBEAEHUS OYAYT YKa3aHbl NPU PACKPbITUM LONONHUTESILHON MH(OPMALLMKM 00

aremre.
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[ns yno06CTBa MAEHTUDUKALLMM AareHTOB aAMUHUCTPATOPOM, UMEETCS BO3MOXHOCTL CKayaTth B (hopmarte CSV

KPaTKYH0 MH(OPMaLMI0 06 areHTax, Haxas No MKOHKe m Oaitn GyfeT 3arpyXeH Ha KoMnbioTep, € KOTOPOro Gbin
NPOU3BEAEH BXOA B MOAY/b AAMUHUCTPUPOBAHMS, B Nanky 3arpysKu.

WHpopmaums 00 areHtax B faHHOM (hailne npefcTaBNeHa B BUAE CNUCKA, A€ N0 KaXAOMY areHty
NPeACTaB/EHbI CeSYIOLNE JaHHbIE:

1) Ums KomnbloTepa;

2) lomen;

3) AkTuBeH/He aKTUBEH areHT (aktuseH — 1, He aktuseH — 0);

4) TpnumnHa 3aBepLuennst padoTbl, KOTOPas YKa3biBALTCS B YNC/AX COTNACHO CNEAYIOLLEMY CTIUCKY:

— 0 — AreHT paboTaert B LWUTaTHOM peXuMme;

— 1- LUratHoe 3aBepLuenne paboTbl KOMMbIOTEPA;

— 2 — |LlTatHbIR nepexos KOMNbKTEPa B COCTOSHUE CHA MM rMOepHaLIMK;

— 3 — ILlratHas 0CTAHOBKA areHTa;

5) Bepcua auctpubyTvBa areHTa;

6) CeteBble agpeca.

B haitne Gypert npucytcteoBatb MHOPMALMSA 0 TEX areHTax, KOTopble 0TCOPTUPOBAHBI Ha CTPaHuLe AreHTb

B 3dBUCUMOCTHN OT BbICTABJIEHHbIX (pMﬂprOB, nmoo GYLI,ET MH(bOpMaLI,MFI 0060 BCeX areHTax, eciu q)MﬂprbI OTCYTCTBYHOT.

ﬂepexo,qbl K APYrUM CTPDAHHLAM H3 T06Ilmlbl C AreHTamMun

Yactb 3nemMeHTOB B TabAuLe BbIMOSHAET (DYHKLLMK TMNEPCCHINKIA K ApyruM CTpanuuam. [lng nepexoga K
CTpaHuLe BbIOpaHHOro arexta HeoOxoaumo HaxaTb JIKM Ha Ha3BaHuu arexTta B cton0ue pynna/ims arenta. [nq
nepexofa K CTpaxuLe BbiOpaHHOM rpynnbl ciefyet Haxatb JIKM Ha Ha3BaHuu rpynnbl arexToB B cTon6ue Npynna/ms
arexra.

Mpu Hanuumu coBbITMI AN onpefeneHHoro arexta B none Cocrosinmne Gyer 01o0paxaTbcs CCbIIKa Ha
COBbITHS 33 NOCACAHHE NATHAAUATD MUHYT = 72 . JL9 NEPEXOAA K CTPAHMLE AKTHBHOCT W MPOCMOTPA COGBITU

HeoOxoanmo Haxatb JIKM Ha ccoinky. MoapoGHy0 MH(OpMaLmMio 0 CTpaHuLe AKTMBHOCTb MOXHO NPOCMOTPETb B

nyHKTe 6.5.2.
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”pVI HaJIMYNU UHLUMEHTOB ind ONpeAeNeHHOr0 areHTa B noJie Cocrosinune ﬁyner 0T06pa)KaTbC’FI KOJIN4eCTBO

MHUMAEHTOB. [lng nepexoda k cTpanuie MHumMAeHTbI Ans npocMoTpa 3Tux CobbiTnit cnepyer Haxatb JIKM Ha cCbinky

s = TloppoGHYH0 MHGOpMaLMIO 0 CTpaHnLe MHLMAGHTBI MOXHO NPOCMOTPETH B NYHKTE 6.5.1.
Ecm K areHty npusi3aH KOH(MrypawMOHHbIM Habop He no ymonyaHuto, 10 B none KoHdpurypauus
0T00Pa3nTCa CCbIIKA C Ha3BaHWeM 3T0r0 Habopa. [pu HaxaTuu CCbIKM BbINONHSAETCA MEpexos K CTpaHuue,
COOTBETCTBYIOWEH KOH(Urypauuu Hadopa. Hanpumep, npu Haxatuu JIKM Ha Ha3saHun HaGopa YARA-npasun

NPOM30MIET Nepexo K CTpaHuLLe AaHHoro Habopa B pasaene YARA-npaBuna.

6.6.2. Arenr
ﬂ,)‘lﬂ nepexoja Ha crpaHmuy AreHrt TpGGYETCﬂ KNUKHYTb No MUMeHN areHta. Uma arexta npmcchrByeT B

HECKONbKMX pa3fenax MporpamMbl, Hanpumep, Ha cTpaxuuax Arentbl, Ipynnbi, TepmMuHan.

06wy as nHghopmayns

CTpaHnua passeneHa Ha HeCKO/IbKO o6nacrei:

1) Arenr,

2) Ynpasnetue;

3) KoHdpurypaumu;

4) UnchopmaLmsa o cucteme;

5) MporpamMmHoe oGecneyeHue;

6) Onucatue;

1) XypHan arenra;

8) Mpachukn.

AreHt — B 006/1aCTi 0TOOpaxaercs MHGOpMaLmMs 06 OCHOBHbIX MapameTpax areHta, HeKOTOpble U3 HUX
AAMUHUCTPATOP MOXET U3MEHSTb M COXPAHATL CAENAHHBIE U3MEHEHHNS.

Ynpasnenue — B 061aCTi aAMUHUCTPATOP MOXET YNPaBASTb Pa3/IMYHbIMI COCTOSHUSIMM areHTa, a Takxe
OTKPbITb TEPMUHAN ANS YNpaBAEHUS areHTOM. AreHT ynpaBAsetcs Yepe3 KOHCOMb C NOMOWLbI (DYHKLMOHANE

untepnpetaropa PowerShell.
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Kondpurypawuu — B 06n1actv 0100paxatotcs BCe Habopbl KOH(UrypaLmit, KOTOPbIE NPUKPEN/IEHDI K areHTy.
Kaxzblit Ha00p MOXHO M3MEHUTb, NOC/E YEro NPUMEHNTL U3MEHEHHYIO KOH(MIYpaLuio. Paaom ¢ umeHem Habopa
HAX0ZMUTCA KHOMKA Nepexojia K Hadopy & .

Mudopmanus o cucteme — B 06/1aCTv 0T06paXaeTcs MHOPMaLKMA 06 onepaLuoHHON CUCTEME U OCHOBHBIX
XapakKTepUCTUKax KOMNbOTEPa, Ha KOTOPOM YCTAHOBNEH BbIOPAHHDII areHT.

lMporpamMmHoe obecnevyenne — B 00/1aCTi 0TOOPaXaETCs MH(OPMALMA 0 NPOrPaMMHOM 00eCNeyeHun,
YCTAHOBJIEHHOM Ha areHte.

Onucanme — B 00/1aCTM MOXHO [00aBUTb ONKCAHUE K areHTy. [Lna COXpaHenus onucaxus Heo0Xoaumo
HaxaTb KHOMKY COXPaHMTb.

XypHan areHta — B 00nacT 0T00paxaerca MH(opmauua 00 owubKax, BO3HUKAIOLLMX HA areute,
Hanpumep, 00 OLIMOKax NPUMEHEHNS KOHAUrypaLyuun npasui.

Ipadhuku — B 06nacTn 0100paxaetcs MHdopmaLns o pabote KOMMbIOTEPA, HA KOTOPOM YCTAHOBJIEH areHT,

B rpacpuyeckom Bufe.

r BaxHo

L) /na arentos, y KOTObIX yCTaHOBNEHa ONUMA C BbIKAKOYEHMEM ApaiiBepa, ByaeT OTCYTCTBOBATb

BO3MOXHOCTb NEPEBOANTL areHTa B N301ALNI0 N BKNHOYATD 3alllnTy.

06nacrb «AreHt»
B o6nactv AreHT nonb30BaTeNb MOXET BbINOAHUTL CIEAYHOLLME ONepaLyu:
1) N3MeHuTb UMS areHTa;
2) YCTaHOBMTb HACTPOIKY 0GHOBAIEHUS SUCTPUOYTMBA areHTa (aBTOMATUYECKOe MK BPYYHYH));
3) Y3Hatb uH(opMaLuio 06 MaeHT(MKATOPE areHTa, npu Heo6X0AMMOCTH CKONUPOBATH ErO;
4) Y3Hatb nHhopMaLyio 0 YaCOBOM NOSICE areHTa;
5) Y3Hatb MH(OpMaLWI0 00 YCTaHOBNEHHON BEPCUM areHTa;
6) Y3Hatb MH(OpMaALWMIO 00 aKTUBHOCTH areHTa;
1) Y3Hatb HanmeHoBaHue OC, Ha KOTOPON YCTAHOBNEH areHT;

8) Y3Hath BpeMsi yCTaHOBKM areHTa;
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9) Y3Hatb Bpems nocnefHei BepUUKaLMm areHTa;

10) Y3Hatb Bpems nocnegHero 06HOBAEHUS KOH(UTYPALMK areHTa;

11) ¥Y3Hatb Bpems 00HOBNEHMS areHTa;

12) Y3Hatb MH(OPMALKMK O NSTU NOCAEAHUX NONb30BATENSX, BOWE/LMX NOKAABHO MAN AUCTAHLMOHHO Ha
KOMNbIOTEP C YCTAHOB/IEHHBIM areHTOM (KpOME TOro, Noka3blBaeTcs v BPeMs BX0fa);

13) NpocmoTpeTb KOMMYECTBO NPOrPaMM C YS3BUMOCTSMM;

14) Ypanutb aredta C cepsepa ynpasieHns (nocne YAANeHUs areHT aBTOMATUYecKu OTNPABUTCH Ha

BEPUDUKALNI).

A lpumeyanne
L ) AreHTTepseT cTaTyCc aKTUBHOr0, eCAU Ha CEPBEP HE MPUXOLMT CTATUCTHYECKAR MHAOPMALIS OT areHTa B
Teyenne 3 MuHyT. Npu 3T0M COOBITUS AKTMBHOCTU 3@ nocnefuue 15 MUHYT Ans Takoro arexta Gyayr

JOCTYNHbI.

Ha (TpaHuLe nosb30BATEN0 MOTYT BbIBOAUTLCA NpeaynpexparoLine C000LLEHMS, OTMEYEHHbIE 3HAYKOM

. anI HaBeJleHU! Kypcopa MblILUKU HA 3HAYOK 6WJ,€T BbIBE/IEHO CO00LLEHME, Hanpumep, €Cin BPEMA Ha areHTe

He COOTBETCTBYET HAaCTPOMKaM 4acoBoro nosica (puc. 72).

Uackl Ha AreHTe cnelaTt Ha 9

MIMH

PucyHok 72 - lpegynpexpaeHue 0 HECOOTBETCTBUM HACTPOHKAM HACOBOTrO NOSACA

3/eCb Xe HAXOAMTCS KHOMKA ANS CO3AaHMS 0TYeTa no areHty B hopmare pdf ( % ). Mpu HaxaTuu KHOMKK
0TYET COXpaHSeTCs B Nanke 3arpysku KOMNbOTEPa, C KOTOPOro 0CYLLEeCTBAEH JOCTYN Ha cepBep ynpaBaenus. Takxe

Ha CTpaHuUL,Ee MOXET BbIBOANTLCA UKOHKA OMOBELLEHMA m, NP HaBeJEHUM Ha KOTOPYHO BbIBOAUTCA coobuieHue o

OyAyLem 00HOBNEHNN areHTa.
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[laHHas MKOHKA rOBOPUT O TOM, YTO KaK TONbKO areHT CTaHeT aKTMBHbIM NoCie nepesarpysku, Gyper
BbINOJIHEHO 0OHOBNIGHMNE areHTa.

[Lnst u3MeHeHus MMeHY BbIGPAHHOMO areHTa Heo6xoaumo B cTpoke HMs AreHTa BBECTU HOBOE UMS, nocae
4ero Haxarb KHONKy CoXpaHUTb H3MEHeHMs ().

[ins BCex arentos, Bepuguumpyembix B llporpamme, kHonka ABTomMaTMyeckoe 0GHOBNEHHE (o)
BK/IHOHEHA 110 YMON4aHUK0. YT00bI CHAATb ABTOMATUYECKOE 0OHOB/IEHNE, HEOGX0AMMO NEPEBECTI KHOMKY B COCTOSHUE

OTKNI04EHO.

[In yAaneHus arenTa HeoGX0MMO HaXarb KHOMKY Ml il 1 nogTBepayTS AeiicTBMe.

06nacrb «¥Ynpasnexne»

B o6nactu Ynpasnenue n0s1b30Bate/ib MOXET BbINONHUTL CIIEAYHOLLME ONepaLuy:

1) U30/MpoBaThL areHTa uam CHATH C HEro M30NALMI;

2) BKNtOUMTL WA OTKNKOYMTD 3aLUUTY HA areHTe;

3) MpocMoTpeTb M M3MEHNTL NAPOAb 151 YAANEHUS areHTa, YCTaHOBAEHHOTO Ha KOHEUHOM TOUKE;

4) Y3Hatb K0An4ecTBO COObITUA, 3a(DUKCUPOBAHHBIX areHTOM 3@ CYyTKM U 3@ nocneaHue 15 MuHyT,

5) Y3HaTb KOAMYECTBO MHLMAEHTOB, 3apPeruCTPUPOBAHHLIX NS areHTa 3a BCe BPEMS M KONMYECTBO
OTKPBITHIX UHLMAEHTOB, TPEOYIOLLMX BHUMAHNA QHANNTHKA;

6) Mepeity Ha cTpanuLy TepMuHan BbIGPAHHOO arexTa;

1) Hactpontb napamerpbl nosiyyeHus nHopMaLui 0 NporpaMmMax, YCTaHOBJIEHHBIX Ha areHtax (30/10Toi
06pa3);

8) BKNOUMTb MM OTKNKOUMTB HA areHTe 3alLuTy 0T yAaNeHUs C KOMIbIOTEPA, Ha KOTOPOM OH YCTaHOBJIEH;

9) Mpocmotpets man ckonupoBatb B Gydpep OOMEHa TOKEH CreHepupOBaHHbIA aBTOMATUYECKM NpU
YCTAHOBKE areHTa C BK/IOUEHHO! OnLyeit Napo/ibHON 3aLLUTbI OT YAaNEeHuS;

10) LoGaButb arenta B rpynny;

11) Y3Hatb 3Hauenne EPS (konnyectBo coObITiii B CEKYHAY) A9 BbIOPAHHOTO areHTa B TEKYLLMIA MOMEHT U
cpenHee EPS 3a nocnegHiow Hegento.

M3onaumua — 4to0bl M30MpOBATL KOMNBIOTEP, HA KOTOPOM YCTAHOB/EH areHt, OT OCTa/bHOM YacTy

BbIYNCNUTENILHOW CETH U OCTABUTb TONBKO OrpaHUYEHHY0 CBA3b MEXAY MaLLUMHOW, Ha KOTOPOA YCTAHOBJIEH AreHT, U
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cepsepoM, Heo0xoaumo B none M3onsaumsa Haxatb KHONKY Bkntountb n3onsaumio . lanee B OTKPbIBLIEMCS OKHE
NMepexop K M3onAUMK Cnefyer BBECTM KOMMEHTapWi Ans BbIGpaHHOrO areHta. MHGopMaumus 0 TeXHUYECKux
acnexTax npoLecca CeTeBO/ U30/1SLMK areHTa paccMoTpeHa 6onee noapo6Ho B fOKyMeHTe «PyKOBOACTBO AHannTUKa

RT Protect EDR» B nynkTe 10.6.1 «M30nsums Arexta/ Onucanne MexaHu3ma peanu3aunn QyHKLUN CETEBOR U30NALMM
CO CTOPOHbI arenTay. llocne BBOAA KOMMEHTApUS B OKHE U HAXATUSI KHOMKN -"""’"‘“ PEXUM Gyner

wamenen Ha pexum s @ | Ysonaung arenta nponcxoguT B Teverne 10 CeKyHg, NOCTE Yero Craryc

areHTa B 06nacTn YnpaBneHue nomeHseTcs Ha T @ Ha wawkHe areHTa B 30T MOMEHT B 06aCTH
YBELOMIEHU N0Nb30BATENI0 NPUAET COOOLLEHUE O TOM, YTO CETb areHTa H30/IMPOBaHa.

[lns BO3BpaTa B LWTATHBIA PEXUM HEOOXOAMMO Haxatb KHonky OTmenuts usonsumo €O . llanee 8

OTKpbIBLUEMCS OKHE ﬂomBep)meHue AEACTBHS cnepyer Haxatb KHOMKY , Nnoc/e Yero B HUXHeR Yyactu

CTPpaHMLbI NOABUTCA coobuieHue 00 0TNPaBKe KOMaHAbl Ha O0TMEHY M30/IALINN. [nq oTMEHbI onepawuu HE00X0AMMO

HaXaTb KHOMKY m WK KHOMNKY 3aKPbITUA OKHA

OtmMeHa M3019uMM areHta npoucxogut B Tevenne 10 cekyHd. 3a 310 Bpems CTaTyc areHta B 00/1acTu

OTMEHE HIOAALHKW

YnpaeneHne noMeHseTCs Ha , TI0C/IE Yero areHTy Gyet Bo3BpalLeH cratyc EECei =l g
Ha MalLUHe areHTa B 06/1acTi yBeLOMACHHI NOABUTCS COOGLLEHME, YTO U30NALMS CETH OTMEHEHA.

3awMTa areHTa — OTK/IYEHNe 3alliWTbl areHTa NoJpasyMeBaert, YTo Ha areHTe nepecralr pa6otatb
3alMTHble (DYHKUMM ApafiBepa arewta, NMpU ITOM areHT MOXeT OTNPaBAATb CTATUCTUKY, NMPUHUMATb HOBbIE
KOH(MrypaLmnoHHble Habopbl, 06paldatbiBaTb KOMaH/bI TEPMUHANA, KPOME KOMaH get u stop.

B none CoGbiTa uHdopmaLna 0 KoauyectBe CoObITHI NpejCTaBNeHa B BUAE CCbIOK =7 Cymiku: Oy
53 15 MUk 0 Jing npocMoTpa CoBbITUiA, 3aperncTpUpOBaHHbIX NS areHTa 3a NoCeHME CYTKM HeOBX0AUMO HaXaTb
Ha CCbIIKY 3@ CYTKW, NOC/E Yero OTKPOeTCs CTpaHuLa AKTMBHOCTb [/151 BbIGPAHHOIO areHTa, Noka3sblBaroLLias
CKOJIbKO COOLITHI 3aperncTpupoBaHo A9 Hero 3a nocnegHue cytku. [1na npocmotpa coObITUi, 3aperncTpupoBaHHbIX
19 areHTa 3a nocnegue 15 MUHYT Clefyet Haxatb Ha ccoliky 3a 15 MUH, nocne yero AnA BLIGPAHHOMO arexTa
OTKPOETCS CTpaHNLa AKTUBHOCTD, NOKA3bIBAKOLLAA CKONbKO COObITUI 3aperucTpupoBaHo ANs Hero 3a nocnefuue 15
MUHyT. lns npocMoTpa noapoGHOR MH(hOPMaLLMK 0 CTpaHuLe AKTUBHOCTb HEOOXOANMO NEPETH B NYHKT 6.5.2.

B none WHumAeHTbI MHOPMaLMS O KONNYECTBE MHLMAEHTOB NPEACTaBAEHa B BUAE CCbIIOK SC€20: 8
OUmkpeimsie 8 Jlng npocMOTPA MHLMAEHTOB, 3aPErCTPUPOBAHHBIX AN areHTa 3a Bce BPeMs, CNIeAyeT HaxaTb Ha
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nemeHT Beero, nocne yero otkpoetcs cTpaHuia WHUMAEHTbI A5 BbIOPAHHOTO areHTa, NoKa3biBatowas, CKOMbKO
VHLLMAEHTOB 3aPErncTpUpOBaHO ANs HEro 3a BCe BPeM (DyHKLMOHMPOBAHMS.

[ln npoCMOTPa MHLMAEHTOB, OTKPbITIX 151 BbIGPAHHOMO areHTa B JaHHbI MOMEHT, HE0OX0ANMO HaXaTb
CCbiNKy OTKPBITBIX, NOCAE Yero OTKpoetcs CTpanvua MHUMAEHTbI 1S YKa3aHHOrO0 areHta, NokasblBatolias
MHAopMaLmio 06 OTKPbITbIX Ha TEKYLLee BPEMS MHUMAEHTaX. [Lns npocmMoTpa noapoOHOi MHAGOpMaLWMu 0 CTpaHuLE
WHumpaenTbl Cnesyer nepeiTi B NyHKT 6.5.1.

B none 3onoroit 06pas B pasjiene YnpaBnenue, aAMUHUCTPATOP MOXET NPOCMOTPETb COCTOAHUE 3010TOT0
00pa3a (3athukcMpoBaHHOE COCTOSIHUE CMUCKA YCTAHOBAEHHbIX MPOrPAMM Ha MallMHe C areHToM). CocToaHue MoXet

ObITb CEAYHOLMM:

He orcnemweaeTca

(CTMCOK yCTAHOBAEHHBIX NPOrPAMM He OTCNEXMBALTCA areHTOM);

- (CIMCOK YCTAHOBAIEHHLIX NPOTPAMM COBNAAAET € 3ahMKCPOBAHHBIM COCTOSHUEM 30/10TOF0
06pa3a;

- (CTMCOK YCTAHOBNEHHbIX NPOTPAMM OTAMYAETCS OT 3a(hMKCHPOBAHHOTO COCTOAHNS

30107010 06pasa).

B none 3onotoit 06pa3 nmMeeTcs NKOHKa @ npu Haxatuu no kotopoit JIKM oTKpbIBaeTca 0KHO BbIOOPa

AeNCTBIi NO paboTe € 30/10TbIM 00pa3oM (puc. 73).

35CL’KC.—1|3CE‘3TI:- W NpoaCnXKWTE OTCNEXWMBaHWE

OTKAKUYMTE OTCAEXKWBAHWE
Pucynok 73 - [leifcTusi € 3010TbIM 06pasom
B none WHchopmawnus o cucreme B ciucke Ycranosnennoe M0 nporpammbl 3 Ciucka 3010T0r0 00pasa,

YAaNeHHble Ha arexTe, 6WI,YT MomMeyeHbl KpaCHbIM LIBETOM W 3a4€PKUBAHUEM, @ NPOrPamMmbl, BHOBb YCTaHOBJIEHHbIE,

HO He 3a)MKCMPOBAHHbIE areHTOM B 30/10TOM 00pa3e, GyayT NoOMeyeHbl 3e/1eHbIM LiBETOM (puc. 74).
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Pucynok 74 - Oto6paxenne nporpamm B cnucke ycraHosneHHoro 110, He COOTBETCTBYIOLMX

3a¢hMKCMPOBAHHOMY COCTOSIHMIO (30/10TOMY 06pasy)

[ns (mkcauun Cnucka yCTaHoBNEHHbIX nporpamm Tpebyercs Bbibpatb Aeicteue 3adyMKCHpoBaTh M
BKNIOYMUTb OTC/IEXXMBAHKE, NOC/IE YEro NOSABUTCA OKHO NOATBEPXAEHNS AeHCTBUA (UKCaLMM 30/10T0r0 06pas3a. [lns
(hukcaumn fanee TpedyeTcs Haxatb KHOMKY BbINOAHMTD.

B none Koncono ynpaBsieHnsa N0/1b30BaTe/lb MOXET NepeiTn K CTpaHuLe TepMMHaII ang BblﬁpaHHOFO

areHTa, HaxaB KHOMKY (B Oncprms | [lns npocmoTpa noapo6Hoi MHdopMaLLMm 0 cTpaHuLie TepMuHan Heo6xoaumo
nepenT B NyHKT 6.6.6.
B none 3awmra oT yaaneHus aMUHUCTPATOP MOXET BKAKYUTb WAW OTKMIOYMTb HACTPOAKY areHTa,

MO3BONAOILYH YAANATb Ar€HTa nocie BBOJa CNELUANbHOIO napons. [inqa 31010 HeobXoanMoO nepesecTn KHOMKY

/O BO BK/IOYEHHOE WIKW BbIKIOYEHHOE MNMOJIOXEHWE W NOATBEPANTb BbINOJAHEHWE ONepaLnn B

OTKpbIBLIEMCSA OKHE. ﬂaponb BBOAMTCA B OKHE, NMPEACTAB/IEHHOM Ha PUCYHKE 15.

BkatoueHue 3aWmThl OT ‘
yoaneHuaA

3afaiiTe TOKeH ANA yAaneHwns areHTa

PucyHok 75 - OkHo BBOAA NApPOAs NP BKNKOYEHUH (DYHKLMM 3aLUUTLI areHTa OT yAaNeHns

Mocne BBOAA Napons (yHKLMS 3aLLuThI OT yaanexus GyaeT BKAKOYEHa, U Naponb ByaeT NokasaH B CTPOKe
ToKeH yaneHus npu HaBe/ieHuM Kypcopa Ha 3Hauok ©> . Ero MoXHo B NtoGoe BpeMa U3MEHHTD C NOMOLLbIO 3HAYKa

2" HaxaTue Ha 3Ha4oK 0TKpbIBaeT 0kHo U3MeHeHHe TokeHa yaaneHus. [linHa napons (TokeHa) He LoMKHa ObiTb

MeHblLE LWecTn CHMBOOB.
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B none Ipynna nonb30Batenb MOXeT NPOCMOTPETb MH(OPMALMIO O Fpynne, K KOTOPOA NPUHALNEXNT areHT.
B cniyyae, ecnin areHT He BXOAMT HIt B OZHY M3 3aperncTpupoBanHbix B lporpamme rpynn, 10 8 none Fpynna Oyzer
yKa3aHo, YTO areHT HaxoauTCA He B rpynne.

[ins joGasnenus BbIOpaHHOro arenta B rpynny cnepyet Haxartb JIKM B none BoiGepure rpynny u BbIOpath

U3 NosABUBLUETOCA CMUCKA HAa3BaHUE IPyMbl, B KOTOPYHO HYXHO no6asutb areHra. locne Boibopa rpynnbl HeobxoAuMo

HaXaTb KHOMKY [06aBneHns . Nlanee B otkpbiBLIEMCS OKHE loaTBEpXACHHE REHCTBUS cnepyet Haxatb KHOMKY

, NOC/IE YEro B HUXHEI YacTH CTPaHMLbI NOABUTCS CO0BLLEHMe 0 f0GABAEHNN areHTa B rpynny.
Mocne no6asnenus arexta B rpynny B none Fpynna Gyaet ykasaHo Ha3BaHue rpynnbl, B KOTOPYIO Tenepb
BXOJLUT areHT.

{ X

Ins YAANEHUA areHta W3 rpynnbl Chefyer HaXatb KHOMKY Uckniountb u3 rpynnbi . llanee B

0TKpbIBLLEMCS OKHe MoATBEpXAECHHE REHCTBUS CNeflyeT HaXaTb KHOMKY .

06nacrb «KoHghurypaynmn»

Koudpurypaumn pasgenensl no Asym Bknagkam: Habopbi u Mpocomnn. B 3Tux BKnagkax agMuHucTpatop
MOXET BbINOHATL CIeAYHOLLME ONepaLmy:

— NPUMEHSTH K BbIOPaHHOMY areHTy onpefenéHHblii Habop UCKNKYeHUA ANs (aitios;

— NPUMEHSTb K BbIOPAHHOMY areHTy onpefenéHHbii Ha0op UCKNKOUYEHNA A5 NPOrpaMm;

— MPUMEHSTb K BbIOPaHHOMY areHTy onpefenéHHbIi Habop CETEBbLIX NCKIOYEHNH;

— NPUMEHSTb K BbIOPaHHOMY areHTy onpefenéHHbIii Hab0p MCKNIOYEHNA 418 HAMKATOPOB aTak;

— NPUMEHSTb K BbIOPaHHOMY areHTy onpeAenéHHbIi Habop MHAMKATOPOB KOMNPOMETaLMK;

— MPUMEHSTb K BbIOPaHHOMY areHTy onpefenénHblit Habop xypxanos Windows;

— NPUMEHSTb K BbIGpPaHHOMY areHTy onpefenénHblit Habop YARA-npasun ans (ainos;

— MPUMEHSTH K BbIOPaHHOMY areHTy onpefenénblit Habop YARA-npasun gns namsu;

— NPUMEHSTb K BbIOPaHHOMY areHTy onpefenéHHbIi Habop MHAMKATOPOB atak;

— NPUMEHSTH K BbIOPaHHOMY areHTy onpefeNéHHbIA NPOMIb 3aLUThl JAHHBIX;

— NPUMEHSTb K BbIGPaHHOMY areHTy onpeAenénHbli npouib 6e30nacHoCTy;

— NPUMEHSATL K BbIGPAHHOMY areHTy onpegenéblit npodub KoHTpons USB.
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AHanuTMYeCKine npaBuna M NPoGnAN, ONUCAHHbIE B KOH(UrYPALMOHHbIX HA00PaX, TPUMEHSIOTCS Ha areHTax
TONbKO B C/ly4ae, eCnu BbIOPaHHbIA HAabop MAM NPo(Mb COXPAHEH W ero KOH(Urypauus NpUMeHeHa A
COOTBETCTBYHOLLErO areHTa. [1na Habopos U npodhunel yka3blBaeTcs 4aTa u BPEMS NPUMEHEHNS Ha arexTe.

[N M3MEHeHna KOH(Mrypawum HabopoB HeoOXOAUMO B none ¢ Habopamu Haxatb JIKM Ha ctpoke ¢

Ha3BAHWUEM TEKYLLETO Habopa M U3 BbINAfALLEr0 CMUCKA BbIOPATb HAOOP WM HECKONbKO HABOPOB, MOCNE Yero

[MpUMEHUTE KOHDMMYPaLMHD o
HaXaTb KHONKY 2 HOUIYpaLL .Tlocne MPUMEHEeHnd KOHd)VII'ypaLl,VIM B HWXHEN 4aCT CTPAHULbI MOABUTCA

C000LLEHNE O COXPAHEHUM KOH(bMpraLI,VIVI dreHra.

lins MPUMEHEeHnd KOH(t)VIpraLLVIOHHbIX H&ﬁOpOB, NPUKPENAEHHbIX K dAreHty, Heo6X0ANUMO HaxaTb KHOMKY

MNepeittn K HaGopy (HaGop He NpUMeHeH) © B CTPOKeE C HA3BAHMEM COOTBETCTBYHLLETO Habopa.

06nacrs «HHbopmayus o cHcremer

B o0nactn MHchopmavnus o cucteme oto0paxaercs Cneaytowlas MHGopMaLms:

1) UMs komnbloTEPA;

2) Bpemsi 3arpy3ku CUCTEMDI;

3) Bepcus OC;

4) Mpoueccop;

5) Konmuecrso saep npoweccopa;

6) 06bem oneparusHoi namatu (Mb);

1) Xectkue ancku;

8) CeteBble UHTEP(ENCHI.

Hmsa komnbrotepa — B noe 0T00PaXaeTcs UMA KOMNbIOTEPA, Ha KOTOPOM YCTAHOBJIEH areHT.

Bpemsi 3arpy3ku cuctembl — B n1o/1e 0T00paxaetcsl MH(OPMaLLMs 0 AaTe v BPEeMEeHU NOCTELHe 3arpy3Ku
ONepaLynoHHOA CUCTEMDI, NOJ YNPaBJIEHUEM KOTOPOW AEHCTBYET areHT.

Bepcus OC - B none 0100paxaercs Bepcus onepawynoHHoM CUCTEMBI, NOA YNPaBAEHNEM KOTOPO paboTaer
KOMNbIOTEP C YCTAHOBNEHHBIM areHTOM.

Mpoueccop — B nosne oTo6paxaercs HaUMEHOBAHME M TAKTOBAs YacToTa NPOLLECCopa KOMMbOTEpa, Ha

KOTOPOM YCTQHOBJIEH AreHT.
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Konnyectso aep npoueccopa — B nose 0T00paxaercs KOMMYeCTBO A4ep NPOLECCopa y KoMNboTepa, Ha
KOTOPOM YCTAHOBJIEH areHT.

06bem onepatuBHoit namsitn (MB) — B none oto6paxaercs 00beM OnepaTMBHOA NAMSTH KOMNbHOTEP,
Ha KOTOPOM yCTaHoB/EH areHt. 06beM yka3aH B Merabaiitax.

Xectkue auckn — B none orobpaxaercs nogpoGHas MHGOPMALMS 0 XECTKOM AUCKe KOMMbIOTEPa, Ha
KOTOPOM YCTQHOBJIEH areHT: Ha3BaHWe, HauMMEHOBAHWE [MCKOBOrO HAKOMUTENs, ero pasmep, MOAeNb,
NPOU3BOAUTEND, @ TAKXKE YHUKA/bHBIA annapaTHbIi MAEHTU(UKATOP XECTKOTO AUCKA.

CereBble MHTEpdheicbl — B none 0T00paxaerca NoAPoGHas MH(OPMALMA O CeTeBbIX MHTEpelicax
KOMMbHOTEPA, Ha KOTOPOM YCTAHOB/IEH AreHT: TN NOAK/IOYEHNS K CETH, HAMMEHOBaHME CETEBOr0 afantepa, ip-aApeca

M0 YeTBEPTON U LEeCTOM BepCciu NPOTOKO/I0B.

06nacrs «lporpammHoe obecneyeHne»

001aCTb COAEPXMT CMUCOK YCTAHOB/IEHHOTO HA areHTe NporpaMMHOro 06ecneyeHns U OTAENbHbIA CINCOK
YCTAHOB/EHHbIX ApaiBepoB. B cnucke ycraHosneHHoro 0 nonb3oBarenb MOXET OTNPaBUTb KOMaHZYy, 4T0ObI
MPOBEPUTb HANNYMe MM OTCYTCTBUE MPOTPAMM C YA3BUMOCTAMU HA KOMMbIOTEPE C YCTAHOBJIEHHBLIM areHToM.
lonb3oBaren MOXeT 0TMETUTb onuuto TonbKO ya3BMMbIE, 4T00bI NOKa3aTb B CMUCKE YA3BUMbIE MPOrpamMMbl.

06HoBnEHue cnucka M0 BO3MOXHO C NOMOLLbIO KHOMKK OGHOBUTD MHChOPMALMIO.

06nacry «Onncarne»
B o6nactn OnucaHme nonb3oBatelb MOXeT MPOU3BOJIBHO ONUCATb XAPAKTEPUCTUKU, COCTOAHUE, UK

0c06eHHOCTH arenta. Yto0bl COXpaHUTL ONUCaHue, N0b30BaTENH HEOOXOANMO HaXaTb KHONKY COXpaHuTb.

06nacrs «XypHan arenra»
B o6nactn Xyphan arenta otoGpaxatotcss nocneguue 500 coobuieHnit 0 CoBbITUSIX XYpHaNa areua,
Hanpumep, Koraa He 0GHOBASETCS KOH(UTypaL s onpeaeneHHbIX npasun. B xypHane peanu3oBaH NpocToit NOUCK No

COBMAfiCHNIO C 3aNpocoMm.
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06nacrs «Ipaghukn»

B rpadpuueckom Buge nokasada H(hopmauua o pabote KOMMbIOTEPA, Ha KOTOPOM YCTaHOB/EH areHT. Ha
cTpaHuue AreHt otoGpaxarotcs rpadpukm pabotbl 3a nocneguue 15 MuryT.

Mpu BKNKOYEHHOM KOMMbKOTEPE, HAa KOTOPOM YCTaHOBAeH areHt, B o0nact Fpadhmkm otoGpaxaercs
CnefyrolLas MHopmauus:

1) 3arpyska LT,

2) 3arpy3ka namsu;

3) Mpoueccbr;

4) Hutu;

5) Onucatenu;

6) 3arpy3ka ancka (uteHue);

1) 3arpy3ka aucka (3anuco);

8) 3arpy3ka cetv (nepegava);

9) 3arpy3ka cetv (npuem).

3arpyska LI - Ha rpadpuke oto6paxaercd 3arpy3ka LLEHTPasbHOr0 NpoLeccopa KOMNbIOTEPA, Ha KOTOPOM
YCTAHOB/IEH areHT, B NPOLLEHTax 0T 06LLei NPONn3BOAMTENLHOCTH. Ha 0CK X NOKa3aHO BpeMs C Wwarom B 3 MuHyTbl 15
CeKyH[, a Ha 0cu y noka3aHa 3arpy3ka LI B npouenTax. pu HaBeeHun Kypcopa Ha T0uKy rpaimka nonb30Barento
BO BCM/IbIBAIOLEM OKHe GyAer nokasaH MPOLEHT 3arpy3kM LEHTPaNbHOrO MPOLeCccopa B KOHKPETHbIA MOMEHT
BPEMEH.

3arpy3ka namaTi — Ha rpapuke 0To6paxaeTcs 3arpy3ka ONepaTUBHOA NaMSTH KOMMbIOTEPA, HA KOTOPOM
YCTAHOB/IEH areHT, B NPOLLeHTaX 0T 06LLeit NPOU3BOANTENLHOCTH. Ha 0K X NOKa3aHO BpeMs C WaroM B 3 MUHYTbI 15
CeKyH[, a Ha 0CM Y NOKa3aHa 3arpy3ka onepaTuBHON NaMsTi B npoLeHTax. [pu HaBeAeHNM Kypcopa Ha ToUKy rpaduka
N0/b30BATEN0 BO BCM/bIBAKOLLEM OKHE OYZeT MOKa3aH NMPOLEHT 3arpy3ku OnepatuBHOA NaMsSTU B KOHKPETHbII
MOMEHT BPEMEHM.

Mpoueccbl — Ha rpadmke 0T0Opaxaerca KOAMYECTBO aKTMBHbIX npoueccoB OC, 3amywieHHbIX Ha
KOMMbHOTEPE, Ha KOTOPOM YCTaHOBAEH areHTt. Ha ocu X noka3aHo Bpems € Wwarom B 3 MUHYTHI 15 CeKyHA, a Ha ocu Y
NOKa3aHo 4ucio aktmeHbix npouecco OC. [pu HaBegeHMn Kypcopa Ha TOYKy rpadpuka noab3oBaTentd BO

BCMNbIBAKOLLIEM OKHE 6yneT NOKA3aHO TOYHOE KOJIMYECTBO NPOLLECCOB B KOHKPETHbI MOMEHT BPeMeHH.
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Hutn — Ha rpadpuke otoOpaxaercs KonmyecTBo akTUBHbIX HuTedt OC, 3amyLLeHHbIX Ha KOMNbIOTEpe, Ha
KOTOPOM YCTAHOBAEH areHT. Ha ocu X noka3aHo Bpems ¢ LaroM B 3 MUHyTbI 15 CeKyHA, a Ha 0CH Y NOKa3aHo 4ncno
AKTUBHbIX HUTed. [pK HaBeAeHMM Kypcopa Ha TOUKY rpadinka noab30BarTeso BO BCMJIbIBAIOLLEM OKHE OYAET N0Ka3aHo
TOYHOE KOIMYECTBO HUTEN B KOHKPETHbI MOMEHT BPEMEHH.

Onucatenn - Ha rpacuke 0T0Opaxaercs KONMYECTBO aKTUBHBIX onucatened, paboTAKOWMX Ha
KOMMbIOTEPE, Ha KOTOPOM YCTaHOBAEH areHt. Ha ocu X noka3aHo Bpems € Wwarom B 3 MuHYTbI 15 CeKyHA, a Ha ocu y
NOKA3aHO YMCIO0 aKTMBHbIX omucatened. [pu HaBefeHMM Kypcopa Ha TOYKY rpaduka Mnonb30BaTeNlo BO
BCM/IbIBAIOLLEM OKHE GyfeT NoKka3aHo TOYHOe KOSMYECTBO Onucarese B KOHKPETHbI MOMEHT BPEMEHH.

3arpy3ka agucka (ureHune) — Ha rpadmke 0T00paxaeTcst CKOPOCTb YTEHNA (DaN0B C XECTKOro AUCKa, Ha
koTopoM ycraHosneHa OC ¢ ZeiCTBYIOLLMM areHTOM. Ha 0cu X NoKa3aHo BpeMmsi C LaroM B 3 MUHYTbI 15 cekyHp, a Ha
0CH y NOKa3aHa CKOPOCTb YTEHUS C AMUCKA B Kunobaittax B CekyHay. lpu HaBefeHMn Kypcopa Ha TOYKY rpaguka
N0/1b30BATEI0 BO BCN/IbIBAKOLLEM OKHE GyAeT NoKa3aHa TO4Has CKOPOCTb 3arpy3KM AUCKA Ha YTEHNE B KOHKPETHbIil
MOMEHT BPEMEHM.

3arpy3ka aucka (3anmcb) — Ha rpadimke oto6paxaeTcs CKOpoCTb 3anucu (hannoB Ha XeCTKUA AUCK, Ha
koTopoM ycraHosneHa OC ¢ AeicTByIOLLMM areHToM. Ha 0ci X NoKa3aHo BpeMmst C LaroM B 3 MUHYTbI 15 cekyHp, a Ha
0CKM y NOKa3aHa CKOPOCTb 3amuCh Ha JAUCK B kunobantax B cekyHay. lpu HaBedeHun Kypcopa Ha TOUKY rpagmka
N0/1b30BATENI0 BO BCM/bIBAKOLLEM OKHE OY/ET NOKa3aHa TOYHAA CKOPOCTb 3amuci (haisioB Ha AUCK B KOHKPETHDII
MOMEHT BPEMEHM.

3arpy3ka cet (nepepiaya) — Ha rpapuke 0To6paxaeTcsi CKOPOCTb nepefayn (haioB ¢ KOMNbIOTEPA, Ha
KOTOPOM YCTaHOBJIEH areHT. Ha 0cv X noKa3aHo BPeMs € LiaroM B 3 MUHYTbI 15 CEKYHA, @ Ha 0CH Y MOKa3aHa CKOpOCTb
nepefayv B kunobutax B cekyHAy. pn HaBeAEHMM Kypcopa Ha TOUKY rpadika Nob30BATENH0 BO BCM/IbIBAIOLLEM OKHE
Oy/eT noka3aHa T04Has CKOPOCTb CETEBOM Nepeaym (ainos B KOHKPETHbI MOMEHT BPEMEHH.

3arpy3ka cetn (npuem) — Ha rpauke 0ToOpaxaercs CKOpoCTb npuema (ainoB Ha KOMMbLOTEP, Ha
KOTOPOM YCTaHOBJIEH areHT. Ha 0cv X noKa3aHo BPeMs € LiaroM B 3 MUHYTbI 15 CEKYHA, @ Ha 0CH Y NOKa3aHa CKOpOCTb
npuema B KnnoOutax B cekynay. lpn HaBefeHNM Kypcopa Ha TOUKY rpadinka NoNb30BATENH BO BCNJIbIBAIOLLEM OKHE

OyZeT noka3aHa To4Has CKOpOCTb CeTeBOM Nepefayun (haisioB B KOHKPETHbI MOMEHT BPEMEHHN.
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CxaHep ys3BHMOCTed Ha CTPaHHLeE «AreHT»

[Lns 3anycka ckaHepa ysI3BUMOCTER HEOOX0AMMO KAMKHYTb 3HAUOK B none YcranoBnewnHoe M0 Ha
cTpanuie Arent. OTKpbIBaeTcsi OKHO JlaHHbIe CKaHepa YA3BUMOCTEl C KHONKOI 3anyCTUTb CKAHMPOBaHHe, ee
HaXaTne 3anyckaeT CKaHUPOBAHNE CUCTEMbI C YCTAHOBAEHHBIM areHTOM Ha HanuuMe ys3BuMbIX nporpamm. Mocne
3aBEPLIEHNS CKAHUPOBAHNS 3HAYOK NMOMEHSIET LIBET HA KPaCHbIii (€CM yI3BUMOCTI OYAYT HalAEHbI) AN 3eNeHblil

(ecnu ckanep He 0OHapyXuT ya3BuMocTy). Mpu HanuuMn yI3BUMOCTEI B CUCKe ycTaHoBAeHHOro 10 ByayT nokasaHbl

MPOrpamMMmbl C BbIABNEHHbIMU YA3BUMOCTAMMU. Takue MPorpammbl 0003Ha4atoTCs 3HAYKOM * U coaepxar 4yucno,
0003Ha4atoLLee KONNYECTBO HANEHHBIX B nporpamme y9I3BMM0CTel7I. KJ'IVIKHYB Ha 3HA4Y0K, MOXHO OTKpPbITb OKHO,

COlepXalliee NOHbIA CNUCOK HaMAEHHbIX YS3BUMOCTER U IPOCMOTPETH MX (pHC. 76).

JlasHbie CKAHepa YAZEMMOCTEN

L5 W3: 9.8 Kprmauecknin V3.1: 7.8 Bucoxmi

V3.1: 7.8 Brecoxmin V3.1: 7.5 Buicoxmin
V3.1: 75 Buicoxmii V3.1: 8.8 Buicoxmi
V3.1: 8.8 Baicommid

V3.1: B.8 Buicoxwi

Pucynok 76 - Yassumoctu 10

Y106bl NpOCMOTPETL MOAHYI0 MH(OPMALMI0 00 YA3BMMOCTM, HEOOXOZMMO HaxaTb Ha eé KOoLO0BOe
0003Ha4eHune, NoCsIe Yero 0TKPOeTCA CTpaHuLa, Copepxaluan ceefenns o6 yassumoctu. Kpome CVE-npescraBnexns
(Common Vulnerability and Exposures) ysi3BUMOCT NSt HEKOTOPbIX M3 ySI3BUMOCTER B CTpOKe oToOpaxaetcs CWE-
npeacranenne (Common Weakness Enumeration), Ha KOTOpoe Takxe MOXHO nepeittv, Haxas ccolaky ¢ CWE-
HOMEpOM.

Y1061 NPOCMOTPETL MHOPMALMIO 00 YA3BUMOCTH Ha CaifTe banka AanHbIX yrpo3 Gesonackoctn OCTIK,

HEOOX0ANMO HaxaTb KHOMKY .
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BozBpar k HOpManbHOMY peXnMy paboTbl MOCAe YCTAHOBKM AreHTa B pexnme «no_driver»

[ins BO3BpaTa areHta, KOTopbli bl YCTAHOBAEH C Onuyued «no_drivers, K HOPMasbHOMY pexumy padoTbl
Tpe0yetcs BbINOAHUTL CEAYOLME AeACTBIS:

1) B MOfyNne aAMUHNCTPUPOBAHNA NepeiTn B pa3aen TepmuHan;

2) BbiOpatb areHTa, KOTOpoMy TPeOyetTcs U3MEHNTb NapaMeTp;

3) BbINOAHMTL KOMaHAY:

enable

4) Nepeitn Ha CTpaHUL areHTa u y6eAnTbCSA, YTO ONLMS 3aLLNUTa areHTa BKIHYEHa.

YKa3aHHble BbIle KOMaH/bl MOXHO BbINOJHUTL AN1A rPynMnbl areHToB Ha CTPaHuLe AreHTbl C NOMOLLBH0

KOMaHbl BbINONHUTL KOMAHAY Ha BbIOPaHHbIX areHTax ).

6.6.3. Ipynnbi

00wmi Bug ctpanuubl Fpynnbl areHToB NpeACTaBNeH Ha pucyHke 77.

[1¥«EDR

Tpynnbl areHToB

Mokzzsizars no Vg rpynnsl
COBBLITHA

VinumgerTe:

Mpouieccs: u woayma

ATEHTHI >

ArenTel > T_LONG_NAME_GROUP_GROUP_GROUP_GROUP_GROUP_GROUP_GROUP 1

ek Tpynnsi > APM 0
Kongurypatyn > test
Bepwmrayms >
Tepuunan > !la_group
Tpaguea >
XpaHuAMLLE >
YA3EMMOCTA >
> sk_group -

AHATMTHKA

> Tpynnz KounemTepos TECTORAR
b Viegaxarope aac

> s3k_expo f
VIHAMKATODE! KOMNDOMETALINA

PucyHok 77 - Crpanuua «lpynnbl areHToB»

Ha ctpaHuue l'pynnbl areHToB B Ta6AMYHOM BUZE NPEACTABAEHA MH(OPMALMS O CO3LAHHbIX rpynnax, ux

UMEHaAX, a TaKXe 0 KOJIN4eCTBE areHT0B, BXOAALLLUX B 3TU FPYNMbl.
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B rabnuue co cnuckom rpynn 0To6paxatoTcs CnesyroLLmue nons:

1) Mone BbIGOpa areHTOB (OTMEYEHO KHONKOW BbiGOpa ' );

2) Ha3BaHve rpynnbl;

3) KonmyecrBo areHTos;

4) Ynpasnenue.

[ins BbIOOPa B TA0NMLE OLHON AU HECKOJILKUX TPYMN areHTOB HEOOXOANMO OTMETUTL (PIAXKOM KHOMKM
BbIOOpA AN COOTBETCTBYHOLMX rpynn. [Lns 0TMEHbI BbIOOPA CeAYeT HaXaTb Ha KHOMKY BbiIGOpa @ NOBTOPHO.

HassaHue rpynnbl — B none oto6paxaercs umsa rpynnbl areHTo. Mpu Haxatuu JIKM Ha Ha3BaHuv rpynnbl
areHToB NPOMCXOANT Nepexo k ctpanuue pynna BolOpaHHOA rpynbl areHToB.

KonnuectBo areHToB — B 110/ B YUCN0BOM BULE 0TOOPAXALTCS KONNYECTBO areHTOB B BbIOPAHHOM rpynne.

YnpaBnenne - B none 0106paxaroTcs KHOMKa U3MEHEHUS HA3BAHUS TPYNMbI (< ) U KHOMKA ANS YLANEHWS

O

rpynnst 1.

Mpu Haxatum JIKM Ha 3Ha4yok * B none C KHOMKOW BbiGOpa OTKPbIBAETCS MHopMauna 00 areHtax,
NpUHagAexaLyux 310l rpynne. ECan B rpynne OTCYTCTBYIOT NPUKPENAEHHbIE K HERl areHTbl, T0 B PaCKpPbITOM CTPOKe
Oyzer oToOpaxatbCs HaAMUCb 00 OTCYTCTBUM areHTOB B BbIOpaHHOA rpynne. Ecau B rpynne ectb npukpenneHHble

areuTbl, T0 OHy GyyT 0T0GpaxarbCs B PacKPbITO CTPOKE.

B HixHed yactn o6nactv Ipynnbl pacnonoXeHbl KHONKK onepawyit | Lnq
CO3/,@HUS HOBOW IPYNNbI areHTOB CNeAYeT BBECTH eé Ha3BaHue B nose Ha3BaHue rpynnbl v Haxatb kHOnKy Co3Aatb
rpynny. llocsie 37010 B HUXHEN YacTi CTPAHULbI MOSBUTCA CO06LLeHne 0 J06aBAEHNIN HOBOW TPpyNibl, @ B TadaULeE CO
CMUCKOM Tpynn nosiBUTCS CTPOKA C MHOPMALLMER O HOBOW rpynne.

[ns yRanenna rpynnbl uaM HECKONbKMX TPYNn areHToB HeoOX04MMO BbIGPATh UX, OTMETUB (PNAXKOM B nosie

BbIOOpA rpynn, 1 HaxaTb KHOMKY YAanuTb BbibpaHHble. [lanee B 0TKPbIBLIEMCS OKHe [TOATBEPXACHHE AEHCTBUS

CNefyeT HaxaTb KHOMKY . Mocne yaanenus BbiGpaHHble rpynnbl areHToB He OyayT 0To6paxaTbCs B CIMCKe
TabAmLbI.
Ums rpynnbl SBASETC AKTUBHOM CCHINKOM, MPU HAXATUM NO KOTOPOW OCYLLECTBASETCA NEPEXOA HA CTPAHNLLY

AreHTbI ¢ COPTUPOBKOI areHToB M0 COOTBETCTBYIOLLE! rpynne.
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6.6.4. KoHcburypaynn

Pasnen KoHdpmrypaumum cogepxut Hactpoirkun Habopos u npodpunedt ans arentoB Windows u Linux,
KOTOPbIE areHTbl NOY4ar0T B MOMEHT BEpUtMKaLmu.

Y700bI Ha3HAuMTb BbIOPaHHbIE KOH(i)VII'ypaLIMVI, Heo0X0aMMO HaxaTb KHOMKY COXpaHHTb.

6.6.5. Beputhnkayns

061yne cBeperns

Beputnkauns v nesepudpukauus ABASKOTCS 00bIYHbIMA AEACTBUAMM aiMUHUCTPUPOBAHUS CUCTEMbI. B
YaCTHOCTH, BEPUIMKALLMIO 0XMAAKT BCE HOBbIE YCTAHOBAEHHbIE areHTbl. Beputukaumio 00513aHbl NPOATH U areHTbl,
KOTOPbI€ GbIAM Nepe3anyLLeHbl, N Te areHTbl, KOTOPble BHE3aNHO CTan NoyyaTh 0T CepBepa OLMOKM Ha BCE ApyrUe
3anpocbl.

B 3anpoce Bepudpmkawim B 0653ateNbHOM NopsaKe nepefarTcs uaeHTudukarop arexta (agent_id), Token
areHTa (token), a Takxe Habop APYrvx NONE3HbIX AAHHbIX MALUMHbI C YCTAHOBAEHHBIM areHTOM (CETEBOE UMS, BepCHs
0CwT. n.). lns BepudpmkaLmm arenTa Heo6X0ANMO BbINOAHKUTL PSA AEACTBUA.

Cpasy nocne cTapTa nporpaMma areHta fOMKHa YOeAUTbCS, YTO CepBEP FOTOB NPUHUMATD OT HEr0 aHHble
(coBbiTus). HeoGxoaMMbIM YCNOBUEM NS 3TOTO SBASIETCS «J0BEPUE» CepBepa TOKeHY (token) arexta. CambiM nepBbIM
3anpocoM K CepBepy IBAAETCA 3anpoc Ha BepudukaLmio areHta. ECnm cepeep 0TBEYAET Ha 3anpoc BepudnkaLmum
kogom 200 (OK), 10 areHT nepexofut K 3anpocy «4epHbIx» U «Gesibix» CMUCKOB U OTNPABKE COOLITUI U CTATUCTUKM Ha
cepsep. B ciyyae nonyyeHns areHToM 0wMBOYHOrO OTBETA HA 3aNpoC 0 BepU(MKaLMK, areHT NOBTOPSIET 3anpoC Ha
BEpU(IMKaLMIO CyCTS BPeMs paBHoe t (2 MUHyTHI).

BoamoXHa cuTyauus, KOrAa B CNUCKE areHToB, OXMAAIOWMX BepUMKALMIO, NOABUTCS areHT, paHee
BEPU(MLMPOBAHHBIA Ha cepBepe. Tak NPOUCXOANT NPU BOCCTAHOBAEHUN CUCTEMBI, HA KOTOPOM YCTAHOB/IEH areHT, 13

CHUMK@ BUPTYaNbHON MALLNHDI. JTa CUTYaLNS He ABNSETCH KPUTUYECKOW U HYXHO NOBTOPHO Bepmbmu,mposarb drenta.
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lpumeyanne

CepBep MoXeT paboTaTh TONbKO C areHTaMu, «BPy4HYI0» BEPUGULMPOBAHHBIMU AJMUHUCTPATOPOM

9
LJd

cuctembl. [py 3T0M cepBep Ha OTAE/bHOI CTPaHULLE MHTEP(Eiica BCer1a 0TOBPAXAET CMUCOK areHTOoB,
OXMAOLLMX BepuduKaLmn. AIMUHUCTPATOP MOXET B 11060 MOMEHT BEPU(DMULLUPOBATL areHTa, U TOT

NOYYMT Ha CBOI 04epeHO 3anpoc Bepudukaumu otet ¢ kogom 200 (0K).

Npoyenypa sepughukaymn

Mpu nepexofie Ha CTpanuLy Bepmdpmkaums agMuHNCTPaTOp UMEET BO3MOXHOCTb NPOCMOTPETh BCEX He
BEPU(ULMPOBAHHBIX areHTOB W MPOM3BECTU NPOLEAYPY BepudmMkaumn. Ecnm oTcyTCTBYIOT areTbl, Tpebytolime

BepU(MKaLMK Ha CepBepe, TO Ha CTpaHuLe 0TOOPaXaeTcs COOTBETCTBYHOLLAN 3anuch (puc. 78).

Bepudunkauua AreHToB COPOCHTL PUALTPL!

MokasbieaTe No CeTeBoii agpec Wms komnetoTepa Jomen

BeeaunTe AoMeEH ¥

b

10 s BeeawTe agpec a5 Beeawte uma

ID CeteBble agpeca Wmsa komnelotepa OnepayuoHHas cucTema Yacosoii nosic JlaHHble 06 aKTMBHOCTH

HeT AaHHBbIX %)

[NlobaeuTs B rpynny CosaaTb HOBYHD rpynny epUOUUMPOBaTE
6; ynny Y B

Bribepwute rpynny BeeawTe HasBaHwve BribpaHHbix

Pucynok 78 - Crpannua «Bepndmkaums» (Het BepuchuLMpyembix areHTos)

Ha pucynke 18 B Tabnuue anq 0T06pa)KaeMbIX dreHToB OTCYTCTBYHOT Aar€HTbl Ha Bepmq)wkau,mo, B CBA3SKC

ITUM NPUCYTCTBYET HAAMNCD Hert gaHHbIX @ .

Mpu HaM4uM areHToB, TPEOYIOLLMX BepU(MKaLMK, HA CTPaHULe OyaeT npeAcTaBaeHa HdopmaLmus 00 3Tux

arentax (puc. 79).
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Bepndukauna AreHToB

MokazeieaTs No

10

Lo6asuTe & rpynny

Buiepure rpynny

Certeeoif aapec

Beeaute aapec

D Ceteabie agpeca
> 4243801591c09b7dd6a4d0309 168.47

dcct2d7
> 404151212b18151415c5eeed70e  192.168.47.142

Obfasof
> f726152cd0a74a3e8d77eb4044a 165.47.14

186ed01
> 5a6b1e1106db5e50193802f0afl

86bb904 s.15
> f6fad235154109292203c5025ac2  192.168.47.133,

f5950b

Cozaate HOEYIO rpynny

Beeaurte HazeaHue

Lomen / A komnbioTepa

WIN-N3RBBIC53KH

WIN-9C6U3FF02U8

WIN-DS83GOD65NR

DESKTOP-HPP27G%

DESKTOP-N4GDav4

Vs komnsioTepa

BeeauTe nma

Onepauuonnan cuerema

Microsoft Windows 7

Aomawwuns 6azoean - 32-bit

Micresoft Windows Server 2012
R2 Datacenter - 64-bit

Microsoft Windows 7
Aomawwuns 6azoe2n - 64-bit

MarikpocodT Windows 10 Pro -
64-paspagHan

MatikpacadT Windows 10 Pro -
32-paspaguan

Yacosoii noac

Asia/Riyadh +0300

Asia/Riyadh +0300

Asia/Riyadh +0300

Europe/Moscow +0300

Asia/Riyadh +0300

C6pocuTs GrnbTpEI

Homen

Beeaute gomeH ¥

Hagero: 5 nokazanci ¢ 1ra 5

JanHbIe 06 akTUBHOCTH

[ oo ]

BeprdrumposaTs

BuiGpaHHsix Beex

Pucynok 79 - Crpannua «Bepndmkauus» (ectb Bepuchuumupyembie areHtbl)

Ha CTpaHuue npeacraBnexbl Cnepytolmne nong (bVIJ'IpraLI,VIVI:

1) Moka3blBaTh N0 — PUALTPYET areHTOB N0 KOAMYECTBY 0TOOPaXAEMbIX Ha CTPAHULE;

2) CeTeBoit aapec — (hUALTPYET areHTOB M0 CETEBbIM aipecam;

3) Ums KomnbroTepa — (YUALTPYET areHTOB N0 MUMEHM KOMMbIOTEPA;

4) [loMeH — hunbTPyeT areHToB N0 UMEHHU JOMEHa.

B BepxHeil YaCTv CTPaHMLbI CpaBa HAXOAMTCA KHOMKA ANS COPOCA HACTPOEK hunbTpaLMM “#=mewe gy

aKTUBALLMN KHOMKKM BCE HACTPOMKM q)vmpraumm cﬁpacuBamch Hd 3HA4YE€HUA, 3a[laHHbIE 10 YMOJIYAHUIO.

B wanke 1abnuubl npeAcTaBaeHbl ClepytoLme nons:

1) Knonka BbiGopa (0TMeueHa snemeHToM );

2) I;

3) CeteBble agpeca;

4) Nlomen/Mms koMNbIOTEPA;

5) OnepauuoHHas cucrema;

6) YacoBoit nosc;

7) JanHble 06 aktupHocT (i) EETET T ).
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PL,0M CKHONKO BbIOOPA AreHTa HaXOANTCS INEMEHT >, KOTOPbII N03BONISIET OTKPbIBATb AONONHUTENbHYIO
UHopmaLmto 00 areHTe, TpeOyHOLEM BEPUDUKALIMI:

1) LomeH (unn paboyas rpynna)/ima komnbiotepa;

2) Bpems 3arpy3ku CUCTEMbI;

3) Bepeunsa OC;

4) Tpoueccop;

5) Konuuectso saep npoueccopa;

6) 06bem oneparustxoi namsitu (Mb);

7) Xectkune gucku;

8) CeteBble UHTEP(ENCHI;

UH(hopmaLus 00 arexte, OXMAAKOLLEM BEPUDUKALLMIO, NPU YCTAHOBKE HOBOTO areHTa B CUCTeMe NoABUTCS

B Ta0mmue. [lna Bepucpukaumm areHta HeoOXOLMMO OTMETUTL ero (DaxkoM , NOC/e Yero Haxatb KHOMKY
BepuduumpoBatb BbIGpaHHbIX.

JNEMEHTbI HaBurauuu B TabnuLe C areHtamu, TpebyrownMu BepugMKaLmn, MAEHTUYHbI OMUCAHHBIM B
nyHKTe 6.2.1 (c™. puc. 16).

Mepes npoweaypoit BepuukaLm MoXHO 206aBUTb areHTa B ONpefeNeHHyto rpynny nan o3aatb ANs Hero
csoto rpynny. s fo0asexus B rpynny nepes sepudukaLneit Heo6xo4uMo BbIOPaTh ONPeSeNeHHyHo rpynny areHTos
B none flo6asutb rpynny. [lns fo0aBnexus BO BHOBb CO3AaHHYH Tpynny nepefn Bepudukaumnein ciefyer B none
Co3aatb HOBYIO Fpynny BBECTM Ha3BaHWe HOBOM rpynnbl. B 3ty rpynny Gyaer BKAKYEH areHT nocie 3aBepLuienus

npoLeaypbl BepuduKawmu.

6.6.6. Tepmunan
06was nHghopmayms
TepMuHan ABASIETCS KOHCO/bIO YNpaB/eHus, NPesHa3HaYeHHON AN 3aJaHus KOMaHL OnpeseneHHoMy
arenty. Gopmat KoMaH[ aHanoruyeH (hopmary cpencrea aBromarusaumu PowerShell. lpu nepexoge Ha cTpaHuLy

TepMuHan nosBUTCS OKHO, NpeACTaBfieHHoe Ha pucyHke 80.
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TepMmuHan Bbi6op AreHTa ToNbKO aKTMEHBIE

HeoBxo4nMo seibpaTte AreHTa He BriBpax

Pucynok 80 - Crpanuua «TepmuHan»

B o0nactu Boi6op AreHta, Haxo/sLiencs B npaBoil YacTi, Heo0X0AMMO BbIOPaTh U3 BCMbIBAKOLLETO CNNCKA
areuTa, A9 Kotoporo GyAyT BBOANTLCS KOMaHAbI B TepMUHane. Y1006l 0CTaBUTL B CIUCKE TOJILKO AKTUBHBIE B JaHHbIN
MOMEHT areHTbl, CfIeflyeT YCTaHOBUTL (paxoK & Tonbko aktvskee

Ecim dhnaxok He ycTaHaBmBarb, 10 Ans BbIOOpa OyAyT AOCTYNHBI BCE areHTbl, HO OTNPABATL KOMAHAbI B
TEPMUHANE MOXHO GyaeT TONbKO aKTUBHBIM, 19 HEAKTUBHbIX areHToB OyAeT AOCTYNEH TOAbKO NPOCMOTP UCTOPUN
KOMaH[ TepMuHana.

Mocne BbIGOpa aKTUBHOIO areHTa C NIeBOM CTOPOHbI CTPAHMLIbI MOSIBUTCA OKHO TepMMHan, pa3fenéHHoe Ha
Be o6nactu:

1) 06nacTb npocMoTpa UCTopim paboTbl C TEPMUHANOM;

2) 06nacTb BBOJA KOMaH.

Ecim B cnucke BbIGpaTh HEAKTUBHOIO B JaHHbIA MOMEHT arenTa, 70 00/1aCTb BBOAA KOMaHA OyAieT BbleneHa

LN TaKOro areHta 3anuMBKOM Ceporo LBerta, 0003HayatolLel, 410 BBOJ KOMA@HJ HEBO3MOXEH, KHOMKM

Takxe OyayT HeakTMBHbl, Kak u o6nactb BBoga Tammayt (cek). llo ymonuanuio Taimayt

cocrasnqet 300 cekyua.

OrnpaBKa KOMAHS ynpaBAeHHA HA CTPAaHKLe «TepMUHAN»

[n9 ynpaBneHns areHToM C NOMOLLbI0 KOMAHAHOA CTPOKKM He0OX0ANUMO B 061aCTH BBOAA C NPONNCAHHOM B
Hell noAcka3skoi Beegute komanpy (Enter — otnpasurb, Ctrl-C — npepBatb, makc. gnmHa 32768 cumBonos)
BBECTU He0OX0AMMYH0 KOMaHAY M HaxaTtb knasuwy Enter nan knonky | orvoom. |

B o0nactu npocmoTpa MCTOpUN TEpMUHANA 0TOOPAXAKOTCS paHee BBEAEHHbIE KOMAH/bI W NOKa3bIBAETCS
TEKYWMiA  CTaTyC BbINONHEHMS KOMaHAbl. [lpefycMoTpeHbl cnemytoume cratychl; =D/ EEEEND)/
CEEEEEETD | Ing npocMoTpa OCHOBHBIX IOCTYMHbBIX KOMAHA 1 ONUCAHMIA K HUM CejlyeT BBECTH B OKHE TepMUHaNa

komaHay help (puc. 81).
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CNACOK OCHOBHBIX KOMaHd:

cat YMTEET $@in ¢ ONCKa W oToOpakaeT ero B BMOE ASCII

clean ¥OanAeT 33pesepSHMpOBaHHLIE L]

o KOMUPYeT $ain WM OMPEKTOPUH

enable BKANY3ET YNPaENSHAA 3AWMTCHA areHTa (ANA areHToE ¢ napameTpom /no_driver)
get 3arpyxacT 03N 5 (EANCECE XPEHWAMULE WAW CEPEED BHAMMTHKM

get-eventleg oTofpasaeT CofHTHA, 3EPErWCTPMPOSEHHHE B WYPHAENE COBHTHA, WAM CMMCOK KYPHENCE COBHTHEA
get-variable MNpeaccTaBNAeT OOCTYN K NMEPEMEHHbM Cpeds Windows

help OTodpawaeT 3TY CNPaBKY WAM CNpPasKy Mo KOomaHae

inventory OfHOBASET WHPOPMAUMD 0F YCTEHOENSHHOM MO, OGHOENEHWAX W ApadBepax areHTa
ipconfig BWECOMT MHOOPMALME O KOHIWIVDEUAM CeTH

1s oTofpasaeT CnMCKW GEANCE W OMDEKTOPMA B 33A3HHOM OMDEKTOPHM

mkdir CO3A3ET AMpPEeKTODMI

my NepEMEmAET Paidn WIW LHPEKTODMR

netstat oTofpasaeT CTATACTHAKY NPOTOKOAa WM TEKYMHX CETEBRIX nooKACueHni TCR/IP

ps OTodpaxaeT WHPODMAUMK C NpoUeccax

put 3arpyx@eT Q@in Ha arexT

reg ¥npasnexue peecTpom Windows

restart-computer nepesarpywaer OC

restore BOCCTAHAENMERET Q@iMsl NPOLECCE W3 KaTanora SHADOWCOPY

rm YAanAeT $ain WA AMPEKTOpHD

shutdown BRKAO4EET OC

startas BLNONHAET KOMEHOY B BKTUEHOW CECCHMM NONL3CEETENA

stop 3aBepuaeT npouecc

tray ¥YMPEENSET SHAYKOM W YEEAOMICHWAMA B TPEE

PucyHok 81— Cnucok 0CHOBHbIX KOMaHA TepMHHaNA

Ecnm Tpebyetcs cnpaBka 0 KOMaHAe U3 NpeACTaBNEHHOT0 CMUCKa, HE0OX0ANMO BBECTU KOMaHY, HanucaHue
KOTOPO# Y10BNIETBOPSIET CUHTAKCUCY:

1) get-helphelp {<uma_komanpnera> | <na3BaHue_paspena>};

2) help {<ums_komanpnera> | <Ha3BaHue_pasgena>};

3) <uMs_KomaHgneta>-?.

CHu3y 0T 06/1aCT NPOCMOTPA UCTOPUN TEPMUHANA HAXOLUTCS KHOMKA NEPEXOAA K PE3y/bTaTy NOCIEAHEro

BBOAA KOMaHAbl

B HuxHeit yact 06nact TepMHUHAN COAEPXMTCS KHONKA FEEE]) ee eicTBME AYGAMPYETCS C NOMOLLbH
Haxatus coyetanna knasuw Cirl+C Bo Bpems BbIMONHEHU KOMaHAbl B TepMuHane. C NOMOLLbKO KHOMKK MM
COYeTaHNs KNaBuLL MOXHO NPepBaTh BbINOJHEHNE KOMaHAbI. CTaTyC KOMaHAb! TOMEHAETCS Ha Meepsana (€-0) | g yepes
eIMHULLY BPEMEHHU, YKa3aHHY0 B nosie TanMayT (CeK) CTaTyC NOMEHSETCS Ha Tpepsana (rafivayn)

s yCTAHOBKM BPEMEHN OXMAAHWS OTBETA OT areHTa Npu OTnpaBke KoMaHi B none Tammayt (cek)
HEOOXOANMO YKa3aTb HYXHbI MHTEPBAN BPEMEHN B CeKyHAaX. [0 ymonyauuio Bpems oxugauus coctasnser 30
CeKYHA.

[ns n3meHeHns areHta B 06nactn Bbibop AreHta HyXHO HaxaTb KHOMKYy *“ B CTPOKE C Ha3BaHWEM

TEeKYLLEro aredta, nocjie 4ero u3 BbinajatoLwero Cnucka BblﬁpaTb HOBOr0 areHxta.
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Onucanne KomaHg TepMHHAAA, PeaIN30BAHHbIX B cny)l{6e aredra

lepeyeHb KOMaH, peasn30BaHHbIX B CIyX0e arexta:

— Clean;

— drop;

— get;

— put;

— inventory;

— restore;

— startas;

— stop;

— tray;

— off;

— enable;

— nepe3anyck Cyx0bl areuTa;

— trace;

— memscan;

— memdump;

— netlimit.

Komanaa clean — ypansier 3ape3epBupoBaHHbie (hainibl. KoMaHaa BbINONHAGTCA COrNAcHO CUHTAKCHCY
clean [<MakcumanbHblii BO3pacT (hait108>]. MakcumanbHblin BO3pacT (haitnos (gonycrumble cypukcbl: d — ghu, h—
4acbl, M — MUHYTbI). [10 yMOAYAHUIO: MCNOAB3YETCS 3HAYEHME U3 NPOGIMAS 3aLLMTbI AaHHBIX arenTa (10 aHei).

Mpumepbl HanucaHus komawgbl clean:

clean 10h - ynansier 3ape3epBupoBaHHble (ainbl CTapLue AecsiTH Yacos;

clean 2d - ynanser 3ape3epBupoBaHHble (ainbl CTapLue ByX AHei.

Komanga drop — npuHyauTeibHO 3aBepLUaeT CeTeBoe COeANHEHNe.

KomaHza BbInonHsieTcs cornacHo cuHtakcucy drop [-id] <fluuid uan flow> [-w adminlti], rae

— id = fluuid nnm flow ceTeBoro coenHenns;
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— W — KTO 3aBepLUMN CeTEBOE COeAnHeHne: admin - agmuHuctparop, ti - Tl nnatchopma (no ymonyaHuto:
admin).

Mpumepbl Hanucaxus KoMaxgbl drop:

drop -id c24bba95-9d6b-01da-2d12-000000000000 - 3aBepLuaer ceTeBOe COANHEHUE C YHUKANbHBIM
npentudukaropom (none fluuid 8 cobbitun) c24bba95-9d6b-01da-2d12-000000000000;

drop -id 2096738 - 3aBepLuaer ceTeBoe COeAuHeHMe C uaeHTudmukatopom (none flow B cobitun) 2096738.

KomaHga get — 3arpyxaer (aiin B cpainnooe xpaHunuwe EDR. Komanaa BbINOAHAETCS COTNACHO
cuntakeucy get [-f] <Monubiid nytb fo daina> [-t <ti wau cloud>], rge:

-f - nyTb fo (haina;

-t — TN Xpanuauwa ans 3arpysku (aina (ti — Tl-nnathopma, cloud — xpanunuwe EDR, no ymonyanuio
Gepetcs Tun xpaxuanwa cloud).

Mpumep HanUCaHNA KOMaHZI:

get "\Device\HarddiskVolume8\Windows\SysWOW64\vmnat.exe" (3arpy3ka thaitna B xpaHunuiie EDR);

get "\Device\HarddiskVolume8\Windows\SysWOW64\vmnat.exe" -t cloud (3arpy3ka thaiina B xpaHunuie
EDR);

get "\Device\HarddiskVolume8\Windows\SysWOW64\vmnat.exe" -t ti (3arpy3ka (haitna Ha TI-nnatchopmy).

KomaHgza inventory — oGHoBAsieT MH(hopmaumnto 00 ycraHonenHom 10, oGHOBNEHUSX U fpaiiBepax
areHToB.

Komanga put — 3arpyxaer ain ¢ cepsepa EDR Ha MawmHy C yctaHofieHHbIM arentom. Komaufia
BbINOHAGTCA COrNacHo cuHtakcucy put [-u] <Ccbinka gns 3arpy3ku> [-w <Pacnonoxenue (paitna Ha arexte>] [-y] [-n
<HoBoe ums (haiina>|, rae:

-U — 370 CCbINKA 4191 3arPy3KH;

-W — Pacnonoxenue (haiina Ha arexTe (LUPEKTOPKS, B KOTOPYIO 3arpyxaercs (hain, ecin AUPEKTopus He
CyLLecTBYeT, T0 OHa Co3aetcs, no ymonyanuio C:\ProgramData\PT-UHdpopmaLmonHas 6e3onacHocTb\Arent RT Protect
EDR\download\);

-y — nepe3anuchb CyLecTBytoLLero danna (Mo yMoNYaHMo Nepe3anucy Het);

-N — HOBOE MM (haitna (Mo YMONYAHNI0 UMs BEPETCs U3 CCbITKM ANs 3arpy3KH).

Mpumepbl HAaNUCaHNS KOMaHLbI:
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1) KomaHga 3arpy3ku (paina Ha MawwHy ¢ aredtom no nym C:\ProgramData\PT-UH(hopmaLmoHHas
6esonacHocTb\ArenTt RT Protect EDR\download\first_aid_kit.exe:

put https:/[192.168.113.7/api/storage/user/object/894a2551-1e14-4e38-9f44-
432428017c06/first_aid_kit.exe;

2) KomaHpa 3arpy3ku (haitna Ha mawwunHy ¢ arexwtom no nyti C:\Tools\file_ver_1.exe:

put https://192.168.113.7/api/storage/user/object/894a2551-1e14-4e38-944-
432428017c06/first_aid_kit.exe -w C:\Tools -n file_ver_1.exe.

Komatpa restore — BocCTaHaBnuMBaeT 3ape3epBUpoOBaHHble (ainbl. KomMaHaa BbIMOAHSAETCS COTNAcHo
CcuHTaKcucy restore [-id] <UUID-npouecca>[-c], rae -id — 310 UUID npouecca, a -C — apryMeHT Ans yaanexns co3aaHHbIX
(haiinos. Mpumep HaNMCaHUA KOMaHAbI:

restore -id {FD547C1E-4260-40DA-9DB9-6D4A22FAFEE4).

Komanpa startas — 3anyckaer npouecc nof onpefeneHHbiM nonb3osarenem. KomaHaa BbinOSHSETCS
COTNACcHO CMHTaKcucy startas [-cmd] <KomangHas ctpoka> [-u <Ums nonb3osatens>] [-ws {normal | hidden | minimized
| maximized}], rae:

-cmd — 370 KOMaHAHas CTPOKa A9 3anycKa;

-U — WUMS MOAb30BATENs C AKTMBHOW Ceccuedt (MO YMONuAHMI0 WMCMONb3YeTCs aKTUBHAs Ceccus
nonb30BaTens);

-WS — CTWIb OKHa 3anyCckaemoro npouecca: normal (no ymonyaxuto), hidden, minimized, maximized.

Mpumep HaNUCaHUs KOMaHAbI:

startas calc.

Komanga stop — 3aBepwaet npouecc. KoMaHZa BbINOAHAETCA COrnacHo cuntakcucy stop [-id] <UUID
npouecca [-c <Cratyc 3aBepLienus npouecca>] [-w adminlti] [-t <Tun coobuiexus>], rae:

-id — 310 UUID npouecca;

-C — CTaTyC 3aBeplueHns npouecca (no ymonyaxuio 0);

-W — KTO 3aBepLumn npouecc: admin — agmunuctpatop, ti — Tl-nnatdpopma (no ymonuaxuto admin);

-t — TN Co0BLLEHNSA, ONpefenseT ypoBeHb yBELOMAEHNS 0 3aBEPLLIEHMN npoLecca: info, warning, error (o
YMOYaHNIO, €CN MapaMeTp -w yCTaHoBAeH Kak admin, T0 -t npuHumaet 3xauyexue info, ecam napamerp -w

YCTAHOBAEH KaK ti, TO -t npuHMMaEeT 3HaueHue error).
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Mpumepbl HanNCaHNs KOMaHAbI:

stop -id {FD547C1E-4260-40DA-9DB9-6D4A22FAFEE4};

stop -id {FD547C1E-4260-40DA-9DB9-6D4A22FAFEE4} -w ti;

stop -id {FD547C1E-4260-40DA-9DB9-6D4A22FAFEEA} -w admin -t error.

®opmat KomaHfbl ANs KHoNKu 3aBepLumntb npouecc: stop -id {FD547C1E-4260-40DA-9DB9-6D4A22FAFEE4}

Gopmar koMaHbl ANA 3aBepLienns npowecca no tpeosauuto Tl-nnatdopmbl: stop -id {FD547C1E-4260-
40DA-9DB9-6D4A22FAFEE4} -w ti.

Komanga tray — ynpaBnsier 3Ha4koM 1 yBEAOMAEHUSIMM B Tpee.

KomaHza BbINONHSETCA COrNacHo CUHTaKCuCy tray [<YpoBeHb>], rae:

[<YpoBeHb>] 0 — HET 3HauKa B Tpee, YBEAOMAEHUS HE BbIBOAATCS;

[<YpoBeHb>] 1 — eCTb 3HAYOK, YBEAOMAEHMS He BbIBOAATCS;

[<YpoBeHb>] 2 — €CTb 3HA4OK, NOKA3bIBATb TObKO KPUTUYECKNE YBEAOMIEHNS;

[<YpoBeHb>] 3 — eCTb 3HA4OK, NOKa3bIBaTh BCE YBEAOMIEHMS.

Mpumep HanuCaHNA KOMaHAbI:

tray;

tray 2.

Komanpa ynpasnenus napametpom off — 4ns nsmenenus napametpa off Heo6xo4umo B TepMUHane arexta
BBECTH CNIEA. KOMAHAY:

New-ltemProperty -Path HKLM:\System\CurrentControlSet\Services\Vrpnt\Parameters -Name off -
PropertyType DWord -Force -Value <Hooe 3HaueHue napametpa off>.

Mpumep HanuCaHUs KOMaHAbI:

New-ltemProperty -Path HKLM:\System\CurrentControlSet\Services\Vrpnt\Parameters -Name off -
PropertyType DWord -Force -Value Ox1F.

Komanga enable — Bk/llo4aeT ynpaBnieHue 3aLLuToi arenta, yCraHoBAEHHOr0 ¢ napamerpom /no_driver.

[lns nepe3anycka CyxObl areHTa HEOGXOAUMO BbINOAHUTL MOCNEA0BATENBHO CNEMYHOLME KOMAHADI B
TepMUHANeE areHTa:

— New-ItemProperty  -Path  HKLM:\System\CurrentControlSet\Services\Vrpsvc  -Name  AllowStop
PropertyType DWord -Force -Value 1

La
vo
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— & sc.exe control vrpsvc 128

— restart-service vrpsvc

KomaHza trace ynpasnsiet 1paccupoBKoi areHTa. KoMaHAa BbINOMHAETCS COrNacHo CMHTakcucy trace <-start
uan -stop> <-svc uam -drv> [Macka NOTMpyeMblx MOACMCTEM (MO YMONYAHUMIO TPACCUPYIOTC BCE MOACUCTEMDI:
OxXFFFFFFFF)] [ypoBeHb norupoBauus (no ymonyanuto: OxFF)] [-s], rae:

-start — 3anyckaert TpaccUpoBKY;

-stop — 0CTaHaBANBAET TPACCUPOBKY;

-SVC — ynpaB/eHune TpacCpoBKOM CyXObl;

-drv — ynpaBnexue TpaccupoBKoi ApaiiBepa;

[Macka norupyembix NOACMCTEM] — MacKa TpacCMpyeMblx NOACHCTEM CyXObl A ApaiBepa (MCNob3yeTca
B KOMaHze -start);

[ypoBeHb noruposanus] — 0x5 (Verbose), 0x4 (Informational), 0x3 (Warning), 0x2 (Error), Ox1 (Critical),
(ucnonb3yetcs B komaupe -start);

-5 — aPryMeHT, N03BOSIOLLMIA He YAANATL (Daiin TPACCUPOBKM NOCAE 0CTAHOBKY (M0 yMoNYaHuto aiin Byaer
yaaneH nocae yAauHoi 0TNPaBKM Ha CepBep), (MCnonb3yetcs B KoMaHze -stop).

Macku norupyembix noacncTem n HauMEHOBaHUA 3TUX NOJCMCTEM NPUBELIEHbI B Tabnuue 8.

Tabnuua 8 - Macku nornpyeMbix nogcucremM

Mopacucrembl Macku
Macku norvpyembix nogcucTeM Ans Cyx0bl areHta
TRACE_SERVICE_ENGINE 0x00000001
TRACE_EVENTS 0x00000002
TRACE_METADATA_ENGINE 0x00000004
TRACE_AGENT_UPDATE 0x00000008
TRACE_FILE_SCANNER 0x00000010
TRACE_NETWORK_CONTAINMENT 0x00000020
TRACE_SESSION_MONITOR 0x00000040
TRACE_ETW_CONSUMER 0x00000080
TRACE_ETW_DOTNET_LOAD_IMAGE_MONITOR 0x00000100
TRACE_ETW_RPC_MONITOR 0x00000200
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TRACE_ETW_KERBEROS_ATTACK_MONITOR 0x00000400

TRACE_ETW_SYSTEMTIME_CHANGED_MONITOR 0x00000800
TRACE_ETW_WMI_ACTIVITY_MONITOR 0x00001000
TRACE_ETW_MONITORS 0x00002000
TRACE_TERMINAL 0x00004000
TRACE_WMI_MONITOR 0x00008000
TRACE_SYSTRAY 0x00010000
TRACE_MS_GROUP_POLICY 0x00020000
TRACE_YARA 0x00040000
TRACE_ML 0x00080000

Mackm norupyembix noAcucTeM Ans ApaitBepa areHTa

TRACE_REGISTRY_MONITOR 0x00000001
TRACE_REGISTRY_MATCHER 0x00000002
TRACE_REGISTRY_CONFIG_PARSER 0x00000004
TRACE_RESERVED1 0x00000008
TRACE_FS_MONITOR 0x00000010
TRACE_FS_MONITOR_SIGN 0x00000020
TRACE_FS_MONITOR_RULES 0x00000040
TRACE_FS_MONITOR_HASHES 0x00000080
TRACE_FS_MONITOR_SCAN 0x00000100
TRACE_FS_MONITOR_DEF_SCAN 0x00000200
TRACE_RESERVED2 0x00000400
TRACE_RESERVED3 0x00000800
TRACE_ARW 0x00001000
TRACE_ARW_BLOCK_OPERATION 0x00002000
TRACE_ARW_RESERVED1 0x00004000
TRACE_ARW_RESERVED2 0x00008000
TRACE_PATH_CLASSIFY 0x00010000

Mpumepbl HANUCAHUS KOMAHbI:
1) TpaccupoBka BCex NoACMCTEM CYXObI C YypOBHEM NorupoBanus Verbose:
trace -start —svc
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2) Tpaccupoka nogcuctem  cnyxObl: TRACE_SESSION_MONITOR w TRACE_WMI_MONITOR, ¢ ypoBHem
noruposaunsa Warning:

trace -start -svc 0x8040 0x3

3) OcraHoBKa TpaccUpoBKM CYXObI:

trace -stop -svc

4) TpaccupoBka BCex NOACKCTEM ApaiiBepa C ypoBHeM norupoanus Verbose:

trace -start -drv

5) TpaccupoBka  nopcuctem  papaisepa  TRACE_REGISTRY_MONITOR,  TRACE_REGISTRY_MATCHER,
TRACE_REGISTRY_CONFIG_PARSER ¢ ypoBHem norupoBanus Error:

trace -start -drv 0x7 0x2

6) OcTaHoBKa TpaCcCMpOBKM ApaiiBepa:

trace -stop -drv

Komanza memdump - coxpaHsieT CHUIMOK NamsiTi yKa3aHHOro npouecca B (hain. daiin coxpaHsercs B
avpextoputo dumps (B ProgramData\<gupektopus arenra>). KomaHa BbINOAHAETC COTNACHO CHHTAKCUCY:
memdump {[-id] <UUID npouecca> | <PID>}.

Mpumep HanucaHus KOMaHdbl:
memdump 2260

memdump -id 2260

memdump {0F573999-EAA5-4529-9AE8-509EEA3DACT3}

memdump -id {0F573999-EAA5-4529-9AE8-509EEA3DACT3}

B pe3synbtate BbinonHeHus KomaHapl B gupektopun  C:\ProgramData\PT-Uncpopmaumonnas
6esonacHoctb\AreHT RT Protect EDR\dumps\ Gyzet co3aaH thaitn ¢ samnom npovecca.

Komanga memscan — ckaHupyeT namsiTb yKa3aHHOr0 NpoLecca Ha Hanuuue BPEAOHOCHOTO KOZa. KomaHaa
BbINOHAETCA COrNACcHO CuHTakcucy: memscan {[-id] <UUID npouecca> | <PID>}, rae

pid — 370 MaeHTMCIMKATOP NpoLecca (BMecTo PID npoLecca MOXHO YKa3aTb ero yHUKabHbIA MAEHTU(UKATOP
B RT Protect EDR).

lpuMep HanuCaHUst KOMAHAbI:
memscan 1080

memscan -id 1080
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memscan {0F573999-EAA5-4529-9AE8-509EEA3DAC/3}
memscan -id {0F573999-EAA5-4529-9AE8-509EEA3DACT3}

KomaHpa netlimit - orpaHuuMBaeT MakcuManbHyl CKOPOCTb OTNPaBKM COObITMA. KOMaH/a BbinosHAETCS

COrNacHo cuHTakcucy: netlimit [<Makc. ckopocTb>], rae:

<Makc. ckopocTb> - MakcumanbHas ckopocTb otnpaBku (KOuT\c), (3HaueHue 0: 6e3 orpaHnueHmii CkopocTu).

[pumep HanucaHus KoMaHpbl:

1) BbIBOZ TEKYLLErO OrpaHNyeHnst MaKCUMasbHOR CKOPOCTH OTNPABKM
netlimit

2) YcTaHOBKa OrpaHuyeHins MakCuManbHoM CKOpoCTH 0TnpaBki 5 KouT\c
netlimit 5

3) CHATME OrpaHnyeHnst Ha MaKCUMaNbHy CKOPOCTb

netlimit 0

Hughopmayns B o6nacru «Boibop areHra»

arexr.

B o0nactu Bei6op arenta nonb30BaTeso OCTYNHA Cleaytowias MH(OopMaLmMa 00 areute:

1) Ums komnblOTEPA;

2) Bepcnsa OC;

3) Bpems 3arpy3ku cucTembl;

4) Tpoueccop;

5) OnepatvBHas namsb;

6) CeteBble agpeca.

Hmsa komnbrotepa — B noe 0T00PaXaeTcs UMA KOMNbIOTEPA, Ha KOTOPOM YCTAHOBJIEH areHT.

Bepcus OC - B none oto6paxaetcs Ha3saHue OC, ycTaHOBNEHHOI Ha KOMNbOTEPE, HA KOTOPOM paboTaer

Bpemsa 3arpy3ku cucteMbl — B nosie 0T06paxaetcs MH(opMaLLmMs 0 4aTe U BPEMEHMU NOCNEAHEN 3arpy3Kiu

0nepaLMoHHOM CUCTEMbI, NOA YNPaBIEHUEM KOTOPOM AeHCTBYET areHT.

Mpoueccop — B none 0T00paxaeTcs HaMMEHOBaHME M TaKTOBAs 4acToTa MPOLeccopa KOMMbKTepa, Ha

KOTOPOM YCTQHOBJIEH AreHT.
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OnepartuBHasl namaTb — B nofe 0T06paxaetcs 00beM ONepaTMBHOM NAMSATH KOMNbIOTEPA, HA KOTOPOM
ycTaHoBneH areHt. 00beM yka3aH B Merabaiitax.
CeteBble appeca — B nose 0T00paXatoTcs ip-afpeca, Ha3HauYeHHbIe ANS BCEX CETEBbIX UHTEP(encoB

KOMNbHOTEPd, HA KOTOPOM YCTAHOBJNIEH ArEHT.

B HitXHei YacTn 0651acTn BbiGop arenTa 0T06paxaetcs CocTosHie arenTa — L)/ He awmsen

6.6.7. [pachukn

Ha ctpanuue Mpadpmkmn nosb30Bate b MOXET U3y4uTb MH(OPMALMIO 0 paboTe areHToB B rpagiuyeckom
BUJE, @ TAKXEe HACTPOUTb NapameTpbl 0TOOPaXEHNA rpachuKoB.

Mo ymonuauto B pasgene Mpadmku He cogepxuTcs rpatiuyecknx u300paxeHui.

[l fo6asnenns rpaduka B 061acTb 0TOGPAXEHNS, PACTONOKEHHYHO HIXe 06nacTY [~  AosasuTs raow
Heo0XoAnMo B none AreHT BbiGpaTh U3 BbINaAatoLLEro CNUCKA areHTa, 419 KOToporo Oyaet HapucosaH rpaguk. lanee
B none BbiGop MeTpUKK Cnefyer ykasaTb napamerp, BbIBOA KOTOPOTO HYXHO OCYLIEeCTBUTL B rpathuyeckom Buae.
[pn HEOOXOANMMOCTH BbIBOAA B N0/1E BbIGOPA AreHT T0/1bKO aKTUBHBIX B JaHHbIA MOMEHT areHToB C/1eflyet yCTaHOBHTb
(nar Tonbko akTHBHbIe. [lanee B none BoiGop uHTepBana HEOOXOANMO YCTAHOBUTL NEPUOL, 33 BPEMS KOTOPOro
Oyzer otoOpaxatbcs rpadomk. [loctynHbl Ans BbiGOpa Cefytowne uHtepBansl: 15 muHyt, 14ac, 8 yacos, 1 aenb, 1
Hepens, 1 mecsy v 3 Mecaua. locne BbiGopa BpeMeHHOro MHTepBana B nose Lupuna rpachmkoB Heo6XoAnMo
BbIOpPaTh Macwtabd oTo0paxeHus, yCTaHoBMB (PAaxoK B kHonke Bbioopa 50% uam 100%. Mocne ycraHoBKM BCex
napameTpoB Clielyer Haxatb kHonky Jlo6aBuTb rpacmk € | nocse yero BbIGPaHHbIA rpaduk Gyfet foGasseH B
00/1aCTb 0TOGpPaXeHus:

00nactb oToOpaxeHus rpachuka BKOYaeT B Ce061:

1) Cam rpadu;

2) Tone AreHrt, B KOTOPOM 0TOOPAXAETCS UMA areHTa, ABNSILLEECs 0AHOBPEMEHHO CCbINKOM ANS Nepexoaa
K CTpaHuLie Arenr;

3) lone aKTMBHOCTH, B KOTOPOM MOKA3bIBALTCA, AaKTUBEH WU HE AKTUBEH areHT B [aHHbIi MOMEHT —

He akmecH /=' .

’

4) TMone BoiGop arenta (npu BbIGOPE HOBOTO areHTa B rpadyuke Oyaet 0ToOpaxaTbcs MHopMaLus 00 3TOM

areHre);
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5) Mone Boibop meTpuknm (npu BbIGOPE HOBOW METPUKK B rpacpuke OyLeT 0To0paxaTbcs MHGOpPMaLKS,
COOTBETCTBYHILLAA ITOM METPHUKE);
6) Mone Bbi6opa wHTepBana (npu BbibOPe HOBOTO WHTEpBana B rpagmke Oyaer oToGpaxartbCs

WH(hOpPMaLKS, 3ajlaHHas TUM MHTEPBANOM BpEMEHH).

[\ns ynanenms rpaduka u3 06aactit 0ToGpaxenns HeoGX0AMMO HaXaTb KHONKY 3aKpbITh rpachnk () B
npaBoi BepxHel yactv 06nactn otobpaxeHus rpadmka. [ing yaanenus Bcex rpagmkoB B 001actn 0To6paxeHus
Cnefiyet HaxaTb KHOMKY B BEPXHE NPaBOM YaCTH CTPAHMLLbI.

B 06nacti rpahuk MMEeTCs BOSMOXHOCTb, YKa3aB BPEMEHHOI MHTEPBAJI, NEPENTI HA CTPAHMLY AKTUBHOCTD,
npyu 3T0M OyeT BbINOJHEHa BbIOOPKA TONbKO COObITUI [/ areHTa 3aperucTpupoBaHHbIX Ha CepBepe B MHTepBane
BPEMEHM, YKa3aHHOM Ha rpaduke (pucyHok 82).

[ns nepexofa Ha CTpaHnLy AKTMBHOCTb C COObITMAMM COTNIACHO BPEMEHHOr0 MHTEpBana M3 00/1acTy
rpadnka, Cnefiyer BbiNOAHUTL CNEAYHLNE AeRCTBUS:

1) Co3aartb rpachuk, BbIOPAB areHTa, MHTEPBAN U METPHKY;

2) Haxatb JIKM u, BblAeNnB CEPbIM TOHOM UHTEPBAN, OTNYCTUTb KHOMKY MbILLIK;

3) [nq nepexofia Ha CTpaHuLly AKTHBHOCTb C COObITUSIMM, 3apernCTpUpOBaHHbIMU Ha CepBepe, COTMacHo

L
BblﬁpaHHOMy WHTEPBany, HaXatb N0 NKOHKE O .

Arent: MAXP D) *

MAXP 3arpyzka LN, % - 1 aeHb >

PucyHok 82 - Ykasanue BpeMeHHOro MHTEpPBaa s BbIGOPKK COObITHI U3 MHTEPBANA Ha rpacuke
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6.6.8. Xpannnnwye

061w as nHghopmayns

Ha ctpanunue XpaHuauwe oto0paxaroTcs BCe (ainibl, 3arpyXenHble B painnoBoe xpaxuiuie lporpamme
(puc. 83). ABMUHKCTPATOP MOXET Kak MpoCMaTpuBath (hailfibl, 3arpyxenHble noab3osarensmu EDR ¢ MawmH, Ha
KOTOPbIX YCTAHOB/EHBI AreHTbl, Tak 1 3arpyXatb (haitfibl C KOMNbIOTEPA, Ha KOTOPOM OH BbINOAHUA BXOA B MOAY/b
aAMUHUCTPUPOBaHMA. Daitnbl MOrYT 3arpyxarbCs Monb30BaTeNsMU AN NpOBEeAeHUs aHaiusa ¢ nomowbio Tl-
nAAT(OPMbI WM C NOMOLLbIO MHCTPYMeHTa MpocMoTp hainos.

[insi nepeknioyenns Mexay Tabnuwei ¢ hainnamu, NONYYEHHLIMU OT areHTOB, v TabAULEeR C 3arpyXeHHbIMM
noab30BaTeNsMU (hailnami B BEPXHEM 4aCTU OKHA MpefycMOTpeHsbl BKagkn annbl ¢ areHToB W 3arpyska

thannos.

XpaHuauwe

Mokassizams no Monssozarens
COELITHA

Mpouecc w MoaynH

ATEHTE

AHANMTHKA >

Pucynok 83 - Crpanuua «XpaHunuwe»

UHchopmauns o (haitnax, NOAYYEHHbIX OT areHta, npefctaBieHa B TabnuyHoM Buge. Hasurauus (cm.
PUCYHOK 16) 1 COPTUPOBKA B TA0/IMLLE BBIMOHSIOTCA C NOMOLLLI0 INEMEHTOB, ONUCAHHbIX PaHee (CM. NyHKT 6.5.2).

B BepXHeil YacTi CTpaHMLbl HAX0AATCS CRedytowne GUabTPbI NONCKa:

1) Moka3bIBaTb N0 (yCTAHABNMBAET KOANYECTBO 3IEMEHTOB Ha CTPaHULLE);

2) Monb3oBarens;

3) Arenr;
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4) Nma daitna;

5) SHA-256;

6) MD5.

Bo Bknapke 3arpy3ka thannos npucytcreyer 101 xe Habop GuabTPOB, 3a UCKAtO4EHUEM (unbTpa Arenr.

Llanka Ta6auwpl ¢ 3arpyXeHHbIMK hainamn COCTOMT U3 CEAYHOLLMX NONENR:

1) KHonka BbiOOpa (0TMEYEHa 3neMeHToM )

2) Tpynna/ims arenTa;

3) Uma paina;

4) Pasmep;

5) Bpems 3arpy3ku;

6) Monb30Baren;

1) Dlenctaus.

Mons Ta0nuubl Ha BKNapakax Painbl € areHToB i 3arpy3ka (pannos He 0TANYAIOTCS.

Ipynna/Mma areHta — B nosie yka3blBalOTCS UMS areHta, ¢ KOToporo Obin 3arpyxeH caiin, v rpynna, B
KOTOPY0 BXOZMT areHT. AKTUBHbIE B [JaHHbIA MOMEHT areHTbl NOMeyatoTcs 3Ha4koM ® . B HekoTopbIX Ciyyasx, npu
3arpy3ke B XpaHuauwe Oonbworo (haina B nose Oyger otoOpaxatbCs 3amucb 0 3arpyske (haina Buaa
@ ©aiin zarpysaeTce.. .

[ins nepexofa k cTpaHuue AreHt Heo6xoaumo Haxatb JIKM Ha Ha3BaHuu arenta B cton6ue M'pynna/Wms
areHra.

[ins nepexoga Kk crpanuue Fpynna cnepyer Haxatb JIKM Ha Ha3Bauuu rpynmbl areHtoB B CTonbue
Fpynna/lims arenra.

Wma baina — none cogepxut 0THOCUTENbHOE UMS (haina, 3arpyXeHHOro ¢ arexta. [lns oroOpaxenus
MOJIHOrO MMeHM (haitnia HeoOX0AMMO HABECTU KYPCOP HA 3HAYEHNE OTHOCUTE/ILHOTO UMEHH.

Pasmep — none copepxut pasmep aina, 3arpyXeHHoro ¢ arexta. Pasmep ykasbiBaercsl B efuHULAX
KpaTHbIx OaiTy (6anTax, kunobantax u 1.4.).

Bpems 3arpysku — B none oto6paxaercs spems B popmarte UTC, B koTopoe aitn Gbi 3arpyXeH ¢ areHTa
Ha cepeep.

Monb3oBatennb — B nose 0To6paxaeTca UMA N0NbL30BATENS, 3arpy3nBLLErO (hain.
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PesynbTatbl npoBepKM — B Nosie 0T00paxaeTcs kHonka ot4eta Tl-nnatdopmbl no 3arpyxeHHomy (ainy
(nogpoGHas uHpopmauua 06 otyérax nnatpopmbl cofepxutcs B nyHkte 6.5.3). KHOMKa €O 3HAYKOM ol

0003Ha4aet 0e30nacHbIin (haitn, KHOMKa CO 3HAYKOM QT 0603Ha4aeT BpeOHOCHbI (ain, KHOMKA CO 3HAYKOM

WTI 0603Hayaer npoBepky (haina Ha Tl-nnathopme B TeKyLiMit MOMEHT BpeMeHu. B ciydae 3arpysku (aiina,

MH(OPMALLMSA MO KOTOPOMY OTCYTCTBYET Ha Tl-nnardopme, KHOMKa OTYETa (haitaa 0TOOPAXAETCA CO 3HAYKOM

[ng nonyyexus faHHbIX Heo0x04MMO Haxartb kHonky Mepeitn K otyery. Mpu Haxaruu JIKM Ha kxonku B cTon0Le
PesynbTatbl NpoBepKM 10/1530BaTe/b CMOXET YBUAETb KPATKUA OTYET O COCTOSHUM 3arpyXeHHoro B XpaHunuie
(haina.

lleiictBe — B nose 0TOGPAaXatOTCs KHOMKM OMEPALLMM, BbIMOAHSEMbIX C 3arpyXeHHbIM ainoM.

e _ S
Monb3oBatento goctynHol onepauuu Mpocmotpetb dain = u Ypanute hain * , Ckauatb ¢hain 7

%

Monyuntb CCbINKY Ha CKaunBaHNe

Knonka Mpocmotpetsb hann otkpbiaer okHo Mpocmotp chaina. Kronka Ypanutb chain ypanser
3arpyXeHHblii (haiin ¢ cepsepa.

410061 OTKPBITL AOMOSHUTENLHYK MH(OPMALLMIO O 3arpyXeHHOM (haine, HeoOXogumo Haxatb JIKM Ha
3HAY0K » PSAOM C KHOMKOW BbIGOPA B /1€BOW YacTH Tabanubl. CHU3Y CTPOKM NOSBUTCS ZONOHUTENbHAS TabnuLa, B
KoTopoii Kpome noneit Bpemsa 3arpysku, Pasmep v lonb3oBatennb, npeacraBieHHblx B OCHOBHOW Tabauue,
pobasnenbl nons Wma, MD5 n SHA-256.

Mma — none cogepxur nosHoe, abcotoTHOE UM haitna.

MD5 - none cogepxut 3HaueHue xewwa Ang anroputma mds.

SHA-256 — none cogepxut 3HaueHue xewwa anq anroputma sha-256.

CHu3y 1abauupbl HAXOAMTCA KHOMKA . Anq ynanexus OZHOTO WM HECKONbKMX (haiinos
HE0oOX0ANMO OTMETUTb (paXkaMu COOTBETCTBYHOLLME KHOMKM BbIOOPA NS yAansembix (hainoB U Haxatb KHOMKY
Ynanutb BbiOpaHHble.

3arpy3utb  (bain B XPaHMAMIWLE C KOMNbIOTEpa, C KOTOPOro OCYWECTBAEH BXOA B MOAY/b
AZIMVHUCTPUPOBAHMSA, MOXHO BO BKNagke 3arpyska thannos. [lns 310ro Heo6X04MMO HaxaTb KHOMKY 3arpysutb

chain BHM3Y CTPaHMLIbI M B OTKPbIBLIEMCS OKHE (haiiNoBOr0 NPOBOAHMKA BbIOPATb 3arpyXaeMblii SNEMEHT.

PykoBoAcTBO agmuuuctparopa RT Protect EDR 0
Bepcus 1.0.23 or 14 okra6ps 2024




Npocmorp chaiina
Oyukuus Mpocmotpetsb thain ucnonbayercs g no0ANTOBOr0 NPOCMOTPA 3arpyXeHHbIX B XPaHUULLE
(haitnos. OHa JOCTYNHa kak BO BKNaake ®annbl C areHToB, Tak U Ha BKnajke 3arpyska drainos. YTo0bl OTKPbITH

okHo Mpocmorp cpaiina (puc. 84), HeoGxoaumo Haxatb kronky Mpocmotpets thaiin |~ ) B pasgene Xpaunnauuwe.

NpocmoTp dafina

AR A VLGS OGOV S 99 198 99 HE e TIRIHSET BT LGS0 L et L]
™ h

- A o & 9 e LH
&
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L
e - L

LS S @

L L7 @ Lo - < < L a '
<« < L < 2 & &
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d G HG - HGA B LPE -9 £ VLS IR < K B3
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Mepe+oc cTpok Sarpyxeno (6aint): 221184 ws 221184 Koawpoeka: UTF-8

PucyHok 84 - lpocmorp haina

B BepxHeii uactu okHa Mpocmotp chaina nocepefnHe oTo6paxaeTcs UMs npocMaTpuBaeMoro (haiina

“leznmero=x= B OHKHeR yacTu okHa lpocmortp haina nocepeauHe 0106paxaercss KONMYECTBO 3arpyXeHHbIX

0ailTOB ~armusno (Baim 1048576 = 2750052 B [IporpaMme npefycMOTpeHa 3arpy3ka (paitnioB B 00beme He Gonee
OHOro MerabaiTa MHopMaLLMK, 370 N03BONIAET IKOHOMUTb PECYPChI.

Ecnu pasmep daiina npesbilwaeT ofuH Merabaiit, T0 PSAOM C KOMMYECTBOM 3arpyXeHHbiX 6aiiToB Ha

cTpaHuue Mpocmotp chaina nosBASIETCS KHOMKA £d 3arpy3utb ewé 1 M6 cogepxumoro caina |
Jaroyxero (6aifT): 1048576 u= 2790032 [2)) Tocne HaXaTus KHOMKM copiepxumoe oka Mpocmotp dpaiina o6HoBAseTCs
(Ha CTpaHuLy £o6aBnseTcs ele OAnH MerabailT MHAOpMaLMK U3 3arpyXeHHoro qaina). Mpu HaBedeHun Kypcopa
MbILLIX Ha CNOBO 3arpyXeHo no/b30BaTeN0 BbIBOAUTCA COOOLLEHUE 0 BbIBOAE NO yMon4aHuo 1 M6 uHdopmaLmu

(puc. 85).
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B uennax 3kOHOMWW PECYpCOE
Mo YMONUaHWKD 2arPYXKaeTCA

1MB copepxumoro daiina

Pucynok 85 — CooOwienmne B okHe «[lpocmotp thainos»

[ns npocMoTpa MHopMaLimu B GUHAPHOM (hopmaTe Ciefyer u3MeHuTb (hopMart 0ToGpaxeHns B CTPOKe

KoaunpoBka ¢ BbiOpaHHOM koaupoBky Ha Het (Binary).
6.6.9. Yazsumocrn

Y43BMMOCTb — 3T0 HEOCTATOK NPOrpaMMbl, UCMONb3YS KOTOPbIA, MOXHO HApYLUTL €e LeNioCTHOCTL U
BbI3BaTb HEMPaBUAbHYK PabOTy NPOrpamMmbl.

YnpaBneHue ya3BUMOCTAMM OCYLLECTBASIETCS B pa3jene YA3BUMOCTH. CkanupoBaHue YA3BUMOCTEN
ocywecranserca Tl-nnaropmoit M No3BOASIET NPOBEPUTL NMPOTPAMMHOE 00eCneyeHne Ha KOHEYHbIX TOYKaX C
YCTAHOB/IEHHbIMA areHTaMu M BbIIBUTb NPOrpamMMbl, 3aliuTa KOTOPbIX 0CNAGAEHA HaMuMeM WM3BECTHBIX W
IKCNNYaTUPYEMbIX YA3BUMOCTEN.

Ckaxep cnocoGeH oGHapyxmBatb ya3BumocTv u3 6a3bl NIST (National Institute of Standarts and Technology),

a Takxe u3 6a3bl LanHbix yrpo3 OCTIK (bJY OCTIK).

lMpumeyanne
9

L_. 3anpoc Ha CKaHMpOBaHWE MPOrpamMbl Ha Haanuue ys3sumoctedt otnpasnsercd Tl-nnatgopme B

cnyyae o6Hapyxexus Hogoro [10.

[Anq cneunanucra, padboTaoWero C ys3BUMOCTAMM, BaXHbl Takue NOHATUSA, KAK WHLMAEHTbI MOAYAS
YA3BUMOCTU W KPUTMYHOCTb areHta. [lof MHUMAEHTaMM MOAPA3YMEBAKOTCA CYLLHOCTH, BO3HMKAKOLWME B Cyyae
COBMa/EeHNs ABYX COObITHIA: HA areHTe NPUCYTCTBYET NPOrpaMma, B KOTOPOM €CTb «TPEHA0BAA» YSI3BUMOCTb, @ TAKXKeE
KPUTUYHOCTb areHta umeet 3HaveHne «KputudHasy». TpeHQoBble yA3BUMOCTH ONPEAENsTCA aHanuTukamu Ha Tl-
nnathopme, a KPUTHYHOCTb areHTa ycraHaBauBaetcs aHaautukamm RT Protect EDR. KputnuHbiM MOXET GbITb areHT,
YCTAHOB/IEHHbIN HA BAXHOM XOCTE: KOHTPO//Nep [AOMeHa, CepBep C BaxHOM 6a30i AaHHbIX M T.4. Tpengosas

ys3BuMOCTb B [lporpamMme nomevaercs COOTBETCTBYHOWMM 3HaukoM (™). 0O6bi4HO NOA  TPEHZOBbIMMU
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NOAPa3yMeBaTCA Takue YA3BUMOCTH, KOTOPbIE AKTUBHO MCMOAL3YHOTCA 3N0YMbILIEHHUKAMU B LaHHbIA MOMEHT
BPEMEHY 1 1103TOMY TPeOYHT 0C000r0 BHUMAHUS K Ce6e CO CTOPOHbI COTPYAHMKOB MH(HOPMALMOHHOW 6€30MacHOCTH.

CTpannua YA3BUMOCTH COAEPXUT AUArpaMMbl, HA KOTOPbIX MOXHO BUAETb Pe3y/bTaTbl CKAaHUPOBAHMA
06HapyXEeHHbIX B 3aLMLLAEMOI MHXDPACTPYKTYPE NPOrPaMM, KONMYECTBO BbISBAIEHHDIX YS3BUMOCTEN C Pa3OMBKOR NO
KPUTMYHOCTM, @ TaKXe MOKPbITUE areHTOB MO HANMYMK0 HA HUX ys3BUMOCTeR. 3anucu auarpamm MporpamMmbl ¢
Ya3BUMOCTH KuMKaOenbHbl U NO3BOASIOT nepedtn Bo BkAagky Mporpammbl C COOTBETCTBYIOWLEA HACTPOAKOM
(unbTpaLum none.

UHhopmaums Bo Bknagke MHUMAGHTBI NpefCTaBneHa B Tabanue, KOTopas COAEPXHT CNedyroLLmne nons:

1) MHUmMAEHT (conepxuT Ha3BaHue MHunAeHTa U CVE-naeHTMdmukaTop ys38UMOCTH);

2) AreHT (nOKa3blBaeT MMs KPUTUYHOTO areHTa, Ha KOTOPOM COAEPXMTCS nporpamma C TPeHAOBOM
YSI3BUMOCTBH);

3) Cratyc MHLMAEHTa (aKTUBEH, 3aBELUEH aBTOMATUYECKI UM 3aBEPLUEH BPYUHYH0);

4) TporpammHoe o6ecneyenue (Ha3BaHue NPOrpamMMbl, B KOTOPOW 06HapyXeHa TPeHA0Bas YA3BUMOCTb);

5) Bpems oOHapyxeHus;

6) [lencTBus (COQEPXUT KHONKY 3aKPbITh MHLMAEHT ® ).

WHUMAEHTBI MOXHO MCKaTb C NoMoLbl (hunbTpoB: Craryc, Arent, Fpynna. Knvk no nMeHn MHLMAEHTa
MPUBOANT K MEPeXody Ha CTPaHuLYy, COAepXallylo CBefeHna 00 WHUMAEHTe, CBEAEHNA O MPOrpamme, B KOTOPOH
HaWeHa TpeHL0Bas yA3BUMOCTb, U CBeeHNA 00 310/ ys13BUMOCTH. B 06nacTn CBeieHMs 00 MHLMAEHTE COLePXUTCS
KHOMKA 3aKpbITb MHLUMAEHT. [1pn 3aKpbITUN MHLMAEHTA HE00X0AMMO YKa3bIBaTb NPUUMHY €r0 3aKPbITHS, 3T0 MOXET
OblTb M3MEHEeHWe KPUTUYHOCTM areHta, OOHOBJIEHWE MPOrpaMMbl, 3aKPbIBAKOLWLEe YA3BUMOCTL WAM CHATHE C
YI3BUMOCTH aHANMTUKOM TI-nnatopmbl CTaTyca TpeHA0BOM.

UHhopmaLws Bo BKnagke MporpaMMbl npejcTaBneHa B Tad/uLe, KOTOPasA COAEPXUT CriedyrolLue nons:

1) Nmg;

2) U3paren,

3) Bepcug;

4) Arentl;

5) Ya3sumoctu.

lporpammbl B Ta0/1ULLE MOXHO (DUILTPOBATL C NOMOLLBIO ClIEAYHOLLUX (DUILTPOB:

PykoBoactBo agMuimctpatopa RT Protect EDR L Brtect
Bepcus 1.0.23 or 14 okra6ps 2024 1 6 1




1) Craryc;

2) Arenr;

3) Mnarcpopma (Windows unm Linux);

4) Uwms;

5) N3natens,

6) KputnuHocts (He menee);

7) Mpu3Hak TpeHA0BOR YA3BUMOCTH (TpeH0Bas i 06bluHas);

8) I'pynna areHToB;

9) Ouenka CVSS (o1 0 g0 10);

10) 3nauenue CVE.

Knuk no umenn nporpammbl B Tabnuue Bknagku Mporpammbl NpuUBOANT K NEpexody Ha CTpaHuuy,
COZEPXalLyto CBE,EHUS 0 NPOrpamMme, B TOM Yucse 00 areHTax, Ha KOTopbIX 31a Nporpamma npucyTciByer, a Takxe
(BefieHn 000 BCex OOHApyXeHHbIX B NporpaMme YS3BUMOCTAX. YS3BUMOCTM OTMEYAKTCS  3HAYKamu,
NOKa3bIBAIOW|MMM CTENEHb KPUTUYHOCTH |~ — KPUTMYHAA, — — BbICOKAS, — — CPEAHAA,  — HUXE CPejHero,

— HU3Kas).

Kmuk no npentudpukaropy CVE-yqa3sumocTvt B Tabnuue Bknagku Mporpammbl NpuBoauT K nepexoay Ha

CTPaHULy, COAEpXalLyro cBefeHns 00 ysS3BUMOCTH, B TOM Yucie Cnucok oTHocswmxcs k He CWE u konuyecrso

NpOrpamM, B KOTOPbIX YA3BUMOCTb NPUCYTCTBYET.

lMpumeyanne
9

l._l B otnmune ot CVE, upentudpukarop CWE yka3biBaeT He Ha KOHKPETHYH YA3BUMOCTb, @ Ha 00LLyt0

npoﬁneMy W Hejo4et B nporpaMMHOM obecneyeHum.

Kpome cBefieHuii 06 yA3BUMOCTH CTPAHMLA COMEPXMT KPUTEPUM COOTBETCTBUA YSI3BUMOCTH, €€ ONUCAHKE,

PEKOMEHLALMMN N0 YCTPAHEHWIO.
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¢0pM”p080H”e OTHETHOCTH Ha CTPaHHKYe C yaA3BHMOCTAMH
AHanuTUK MOXET ChOPMUPOBATL OTYET O HAEHHbIX HA areHTaX YS3BUMOCTAX M COXPAHUTb ITOT OTYET Ha
KOMNbIOTEP, C KOTOPOTO OCYWIECTBAAETCA JOCTYn K cepBepy ynpasaexus. OT4eT hopmupyetcs Ha CTpaHuue

YnpaBneHue YA3BUMOCTAMKU BO BKnajke Mporpammbl. 410061 COXpaHNTL OTYET B (hopmate CSV, HEOOXOAMMO

HaXaTb KHOMKY , nocne yero otyer OyfeT AOCTyneH B nanke 3arpyskum Wau B [pYroit nanke, yka3aHHoii B

HacTpoitkax 6pay3epa. [ins hopmMupoBaHua oT4eTa He06X04UMO HCMONb30BATH KHOMKY m
B otyete otoGpaxaetca noHbli cnucok M0 Ha NPOCKAHUPOBAHHBIX areHTaXx, B KOTOPOM MPUCYTCTBYHOT

NPOrpamMMbl C HailLEHHbIMM YS3BUMOCTAMM. 0T4eT DOPMUPYETCS C Y4ETOM NPUMEHSIEMbIX Ha CTPaHHLE (DUALTPOB.

PacnpocTpaHeHHOCTb MPOrpPaMMbI C yI3BUMOCTHIO B 3ALYHLLAEMOA HHEHPACTPYKTYpe

Y100b1 NONYYMTL MH(OPMALMIO O PACNPOCTPAHEHNUM NPOTPaMMbI C YS3BUMOCTbIO B 3aluuwaemoi EDR
UHPACTPYKTYpe, aHANUTUKY HeOOXOANMO nepeirTi B pasaen MporpamMbl CTpaHuLLbl YnpaBneHne ya3BUMOCTAMM,
MOC/E Yero KAMKHYTb N0 UMeHN nporpammbl. OTKPoeTCs CTpaHuLa ¢ pasgenom CBefieHns o nporpamme, B KOTOPOM
B none AreHTbl C YA3BUMOCTbIO MOXHO MPOCMOTPETb BCE XOCTbl C YCTAHOBJIEHHbIMU areHTaMu, Ha KOTOPbIX

00HapyxeHa nporpamma.

6.7 Ananntnka

0CHOBHOE Ha3Ha4eHWe MHCTPYMEHTOB, NPEeACTaB/eHHbIX B 061aCT AHANIMTMKA — 3T0 CO3/aHue YCI0BMil
19 NPeSOTBPALLEHNs MPOCTbIX U CIOXHbIX Y03, B TOM YnC/E U3BECTHBIX U Hen3BeCTHbIX APT-atak. AHanutnyeckue
npaBuna No3BONSIOT BbISIBAATL aHOMANbHYI0 AKTMBHOCTb HA 3aLUMLLAEMbIX KOHEYHbIX TOYKaX W pearupoBatb B
ABTOMATUYECKOM WM PYYHOM pexume Ha 3T aHoManuu. [lofoOHble BO3MOXHOCTM LOCTUrAKTCA C MOMOLLbIO
COOTHECeHNA CoBbITUR TesIeMeTPUM, MONY4AEMON OT KOMMbIOTEPOB C areHTaMu, C BHYTPEHHUMIU HacTpoikami EDR u
HacTpoikamu npasun nHankauun (YARA-npaBuna, MHAMKATOPbI KOMNPOMETALMK, MHAMKATOPbI aTak).

B ocHoBy EDR 3an0xXeHbl MHCTPYMEHTbI aBTOMATUYECKOTO OOHAPYXEHUS ¥ MHAMKALMK, NO3BONAOLME C
BbICOKOW [0/1e/ BEPOSTHOCTH BbIAEANTL B COOLITUSAX TENEMETPUM, NPUXOAALLUX C areHTOB, COOLITHS, NOTEHLMUANBHO
WAK NPAMO YKa3bIBAOLLME HA BO3LAEHCTBUS BPELOHOCHbIX MPOrpaMm uam passutue APT-arak.

B cuctemy nHAMKaLMM BXOAUT MHOXECTBO NOACKCTEM 00pabOTKM COOBITH, CBA3aHHDIX C pabOTON NPOrpamm,

(haitnoBbIMK COOLITUSIMI, COOLITUSIMU PeecTpa, CeTeBbIX MHTepdeicos, pabotoi noacuctembl ETW-cobbitnit, u 1.4,

PykoBogcTBo agmunuctpatopa RT Protect EDR
Bepcus 1.0.23 or 14 okra6ps 2024

w9
La
vo

rotect




B o6nact AHanuTMKa 0CHOBHOI Nanenu lTporpamMMmbl HAXOAATCS ClEAYHOLLME pasaenbl:

1) NHankatopbl atak;

2) MHamMKaTopbl KOMNpOMeETaLuK;

3) YARA-npasuna (painbl);

4) YARA-npaBuna (namstb);

5) XypHanbl Windows.

Pasgenbl cogepxar HabOpbl @HANMTMYECKUX MpaBWA, KOTOPble MOrYT OblTb CO34aHbI B MOZyne
aAMUHUCTPUPOBAHNA K NOAYYeHbl ¢ Tl-nnatopmbl.

Habopbl aHAMTHYECKUX MPaBUA W UCKKOYEHWH, noslyyaemble Nporpammoii o1 Tl, nOMeYaoTCs 3HauKoM
W11, ecau HaBopbl CHHXPOHU3MPYHOTCS, M 3HAYKOM , €C/IM CHHXPOHM3ALMN HeT (CKopee BCero Takoi Habop Obin
yaaneH Ha Tl-nnatchopme). Bce Habopbl nonafakT B OOWMA CNMCOK M TPEOYIT Ha3HAaueHUs CO CTOPOHbI
AAMVHMCTPATOPa AN NX NPUMEHEHMS Ha areHTax.

AZMUHUCTPATOP MOXET YAANATb HECUHXPOHM3MpyeMble Halopbl B EDR, mpu 370M CUHXPOHM3MPYEMbIE
HabopbI yAANATL U U3MEHSATH HE MOXET.

[ns nonb3oBatenei lporpammbl npeaycMoTpeHa BO3MOXHOCTb CO3aBaTh W peAakTUpOBaTh COOCTBEHHbIE
Habopbl 4191 yBeMYeHns 3eKTUBHOCTH NpoLiecca 0GHapYXeHUs BPeLOHOCHBIX aTak U 0GbEKTOB.

B Nporpamme coxpaHeHbl aHanUTUYeCKue Habopbl MO YMONYAHMK, KOTOPbIE NO3BOASIKOT AETEKTUPOBATH
U3BECTHble M HEWU3BECTHble Yrpo3bl, @ TakXe MO3BOASIT YMEHbLWMUTb KONNYECTBO JIOXHOMOMOXMTESIbHbIX

CpabatbiBaHuil.

6.7.1. HHgnxarops! arak
06was nHghopmayms
MH)J,VIKaTopr dTak unCnonb3yrTca B KayeCtB€ WHCTPYMEHTA AWHAMUYECKOro aHaiu3a yrpo3 Aand

3alLyLaeMoii MHGPACTPYKTYpbl. MHAMKALMS aTak NOCTPOEHA HA OCHOBE NPaBMN Kak yCTaHOBAEHHbIX B [Iporpamme no

YMOJI4aHUI0, TaK 1 BHOBb CO31aBaeMbIX M0JIb30BATENAMMU.
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Ecau B npodhune 6e30MacHOCTH areHTa YCTaHOBAGH PEXUM «TONbKO AIETEKTUPOBAHHE, TO AeilCTBUE
«ON10KMPOBATbY LN MHIMKATOPOB aTak, MPUMEHSIEMbIX Ha areHte, OymeT nepeonpefencHo Ha

[leiCTBME «1eTeKTUPOBATbY.

loapoOHOe onucaHue CTPYKTYpbI Npasun, 0COOEHHOCTEW MX HamMCaHus W paboTbl C WMHAMKATOPAMMU

COAEPXUTCH B OKYMeHTe «PykoBOACTBO aHanuTka RT Protect EDR».

Ha6ops! negnkaropos araxk

CTpaHuua ¢ Habopamu MHAMKATOPOB atak (puc. 86) BKNKOUaeT B ce6s cneaytoLLmne CTPYKTYPHBIE INEMEHTI;
— 1a0/Mua C Habopamu MHANKATOPOB aTak;

— KHonka Jlo6aButb Habop;

— KHonka Mpumennts Habop;

— KHOMKa YAanutb Bbi6paHHbIe HAabopbI.

[1%aEDR

Habopb! nHanKaTopos aTak

T Hassanme Habopa Konmuecrao sannceii Mpusasano arentos

VrupgenTs PMITest @

664
Mpoueca w Mogym

ATEHTH
o Arenmu
L Tpynne
Koswaryparyun

Bepndukauna

Xpanunue

% YaseMmocTH

AHANMTHKA test _set 3

F  MnamkaTops atak for_test(gaiins) @

[ VaMaaTopsl KOMNpOMETaLMM test_set 2

PucyHok 86 — Habopb! MHANKaTOPOB atak

B rabnuue ¢ Habopamu MHAMKATOPOB COAEPXATCA ClIedyoLLue nons:

w9
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PykoBozcTBO afiMuimcTpatopa RT Protect EDR otect
Bepcus 1.0.23 or 14 okra6ps 2024 1 6 5




— HasBaHue Habopa;

— KonunuectBo 3anncen (noka3bIBaeT, CKONbKO MHAMKATOPOB aTtak CoOAepXutcs B Habope);

— MpuBsA3aHo areHToB (N0Ka3bIBAET, CKONbKO areHTOB NPUBS3aHO K Habopy);

— YnpasneHue (cogepxvt kHonku Pegaktnpoatb, Yaanutb v [IpuMeHnTD).

Ha cTpanunue noab30BaTesib MOXET BbINONHUTL CEAYHOLLME OnepaLiy:

— NPOCMATPUBATL PaHee C03AaHHbIe Hab0PbI MHANKATOPOB aTakK;

— 106aB/ATb HOBblE HAOOPBI;

— PedakTMpoBaTb Ha3BaHMe BbIOPaHHOro Habopa;

— NPUMEHUTb N3MEHEHMS BbIOPAHHOr0 Habopa;

— yaanstb BblGpaHHble HabopbI.

[ns koppekTHo# paboTbl HAOOPOB MOCNE KaXZOro M3MeHeHus Tpebyercss ux NPUMEHATb C MOMOLLbH
COOTBETCTBYHILLMX KHOMOK.

[nq nepexopa K crpaHuue WHankartopbl atak HeoOXogumo Haxatb JIKM Ha umeHn HaGopa B none
HasBaHue Ha6opa.

Ha ctpaHuue HabopoB npeactaBieHbl HAabopbl, KOTOPbIe Oblau CO3AaHbl B NOAKNKYaeMoM mogyne «RT

Protect Tl». 31 HaGopbI HEAOCTYMHbI ANS PeakTMPOBaHMS B MOAyNe agMuHucTpuposarus RT Protect EDR u oTmeueHsi

3Ha4KOM G 1 .

Crpannya «MHANKATOPDI ATAK»

Ha ctpaHuue WHpmMKaTopbl atak coepxutcs uHgopmaus o npasunax. lpasuna no3BoasOT NPOBOAHTH
[MHAMUYeCKUA aHanu3 CoObITvit, NOCTynalwumx C arexra. Kpome T0ro, CTpaHuua COAEPXHT WHCTPYMEHTbI
KOH(purypupoBanus 3tux npasun U ccolikn Ha MITRE ATT&CK. Ccbinku npuBOAATCS Ha Te npasuaa, KOTOpble
ONUCHIBAIOT JETEKTUPOBAHUE U3BECTHBIX M YKa3aHHbIX B 6a3e 3HaHuit MITRE ATT&CK TeXHUK NpOHUKHOBEHUS 1 aTaK Ha
KOMNbIOTEPHbBIE CETU 1 CUCTEMbI.

Ha cTpaHuue ¢ MHANKaTOPaMu atak MOXHO BbINOAHUTL CeayHOLLME ONepaLyn:

— MPOCMATPUBATL MH(OPMALMIO 0 PaHee CO3AaHHbIX MHAKKATOPAX;

— C034aTb HOBbII MHAMKATOP ATaKM;

— BbIMOJHNTD NOUCK N0 UMEHW NHANKATOPA,
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— BbINOAHUTL NOUCK N0 YCIOBUIO UHAMKATOPA;
— KOMMPOBATb MHANKATOP aTaku M3 04HOr0 Habopa B APYroi;
— NepeMecTuTb MHAMKATOP ataku U3 0HOro Habopa B ApYroi;
— 3KCNOPTMPOBATb MHANKATOP B (hailn;

— UMNOPTMPOBATH JlaHHble U3 (hailna;

— aKTMBMPOBATL/AEAKTUBMPOBATL MHAMKATOP aTakKM;

— PelakTMpOBaTb MHANKATOP aTaKy;

— YAANUTb MHAMKATOPbI aTak U3 Habopa.

Tabnuua MHANKATOPOB aTak COAEPXMT CNEAYHOLLNE INEMEHTDI:

— Ums;

— Tun;

— Kputnunocto/fleiicteue;

— MITRE;

— [Jlara co3ganus/ABTop;

— MocnepHee usmenenne/lMlonb3oBatenn;

— YnpaBnenue.

Mms — B none 0100paxaeTcs 3HaYEHNe UMEHN MHAMKATOPA.

Tun — B none otoOpaxaetcs Tn cobbiTus, Ha KOTOPoe cpabdaTbiBaeT uHaMKaTop ataku. CoObITUS, KOTOpPbIE
MOryT GbITb OTMEYEHbI KaK MHANKATOPbI aTakK:

— Cetb: McxoasiuLee NoaKNKOYEHKE;

— Cetb: Bxoasuiee nogknoyeHme;

— Cetb: SSL HELLO;

— Cerb: OTKpbITME NOKaNbHOro nopta Ha npuem (LISTEN);

— Cetb: DNS-otBeT;

— Qaitnbl: Co3aH HOBbIN (hail;

— Oaiinbl; aitn nepenMeHoBaH;

— Qaiinbl: Yaaneu dain;

— Qaitnbl: Mpsmoit focTyn K AUCKY (TOMY) Ha YTEHME;
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— Qaiinbl: TpgMoit OCTYN K AUCKY (TOMY) Ha 3anuCb;

— Qaiinbl: Co34aH MMEHOBAHHDII KaHan;

— Qaiinbl: floctyn K aitny;

— Peectp: Co3aaH HOBbIA KNHOY;

— Peecrp: Ynanen kniovy;

— Peectp: B 3HayeHme kntoya 3anucaHbl JaHHble;

— Peectp: Kntoy nepenmeHoBaH;

— XypHanbl: CoObiTHe XypHana;

— Mpoueccol: 3arpy3ka apaisepa;

— Mpoueccr: Crapt npouecca;

— Mpoueccbl: 3arpy3ka 06pa3a;

— Mpoueccwr: [loctyn k npoueccy;

— Mpoueccol: Co3aaHne HUTH B CTOPOHHEM NPOLECCE;

— Mpoueccs!: loctyn K HuTM npouecca;

— Mpoueccol: 3arpy3ka 06pa3a B CTOPOHHUI NPOLECC;

— Mpoueccol: 3arpy3ka .NET-c6opku.

Kputnunocto/fleictBue — B none 0ToGpaxaerca CTeneHb KPUTMYHOCTM HACTYNAEHMs CoObITHs,
ONUCAHHOTO B WMHAMKATOpE, @ Takxe AeicTBue, npeanpuHumaemoe [porpammoit npu cpabaTbiBaHui npasuna
(0603HauaeTca 3Hakamu & — GnokMpoBaTh , - — AeTEKTUPOBATb).

MITRE - B none oro6paxaetcs CCbika Ha TexHuky ataku U3 6a3bl 3HaHnit MITRE ATT&CK, Ha 0OHapyxeHue
KOTOPOW HACcTpoeH uHamnkatop. Ceoinka npecraBnser co6oi ID TexHuku ataku, YKa3aHHbIA Ha CailTe 0a3bl 3HAHMIA
MITRE ATT&CK.

Nlata co3aanus/ABTop — B nosie 0T00paxaetcs Aata  Bpems CO34aHus NpaBuna, a Takxe ero aBrop.

NMocneptee namenexune/lonb3oBarennb — B Nose 0T06paxaercs 4ara U BPEMA NOCIEAHEr0 U3MEHEHNS
npaBuna, a Takxe UMs N0ONL30BATENS, BbINOJHUBLUETO 3TH U3MEHEHNS.

Ynpasnenne — COAepXuT KHOMKN aKTMBALWMM/AeakTMBaLuu npaBuna B Habope, pefakTMpoBaHus W

yaaneHus npasuna.
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[ins 06aBNEHMS HOBOTO MHANKATOPA aTakn HEOOXOANMO HaxaTb KHONKY JloGaBUTb HHAMKATOP B HIKHEN
4acTu CTpaHMLbI.

[l06aBUTb MHAMKATOP MOXHO ABYMs cnocobamu (puc. 87):

1) Co3naTb HOBbIN MHAKMKATOP;

2) UMnopTupoBaTh MHAMKATOP U3 Sigma-npaBuna.

HoBbl UHAKMKaTOP

MmnopT 13 sigma-npasuna

No6aBuTb MHAMKATOP ¥

PucyHok 87 - OkHo BbiGopa cnocob6a go6aBneHns MHANKATOPa aTaku

Mpu BbIGOpe cnoco6a HoBblit MHAMKATOP 0TKPOETCA OKHO Jlo6aBUTb MHANKATOP.
B naHHOM OkHe cnefyer npomucatb YCN0BMS, HA OCHOBAHWMM KOTOpbIX Gyaer cpabatbiBaTb Mpasuio.

0coGeHHOCTH HanncaHus WHINKATOPOB aTakK, UX CUHTAKCMC I'IOﬂ,pOﬁHO ONMUCbIBAETCA B JIOKYMEHTE «PyKOBO)J,CTBO

ananutuka RT Protect EDR». locne HanucaHus ycnosus He0OX0AMMO HaXaTb KHOMKY ”‘5“‘”'.
MpU HanuCaHUM MHANKATOPOB aTaK OTAEJbHbIE INEMEHTHI YCI0BUS OYAyT NOACBEYMBATLCA (ONepaTopsl,

3HaueHus noseil). Hanucaue ycnoBuit noapasyMeBaeT NPOBEPKY CUHTAKCUCA, KOTOPast 3anyCKAeTCs M C NOMOLLbH

KHOMKKM B HWXHER YacTh OKHa (), WAK NPU COXPaHEHUM MHANKATOPA aTakW. [N Co3MaHus MHAMKATOPa W ero
[aNbHeALWero NnpUMeHeHUs Heo6XoAMMO, YTOObI YCIOBHE HE MPOTUBOPEYMIIO CUHTAKCUCY NPaBMA.

[ins penakTMpoBaHUs MHAMKATOPa Cedyer HaxaTb KHOMKY PefakTmpoBatb - B CTPOKE BbIOPAHHOIO
WHAMKATOPA aTaki U B OTKPbIBLLEMCS OKHe PelaKTHPOBATb MHRUKATOP BHECTH HE06X0AMMbIE 3MEHEHHUS.

[Insi coxpaHeHusi BHECEHHbIX U3MEHEHNI HEOOXOANMO HaxaTb KHONKY COXPaHMTD.

B Bbinapatouiem cnucke PeXum nonb30BaTeNb MOXET YCTAHOBUT PEXMM 06HapYXeHNUs MHAMKATOPa aTakM.

JloCTynHbI CIeayoLLmMe PeXuMbl:

1) 06bluHblit (03 ONpefeneHHbIX YCNOBUA);

PykoBoactBo agmutmctparopa RT Protect EDR T ] Prtect
Bepcus 1.0.23 or 14 okra6ps 2024 1 6 9




2) be3 reHepauun 0GHapyxeHus (MHUMAEHT CO34aBaTbCs He Oyaer, HO CobbiTue OyAeT 0ToOpaxeHo Ha
CTpaHuLe AKTHBHOCTD);

3) OpHokpaTHas reHepaumus o6Hapyxexus (6yaet co3naH TONbKO OAMH MHUMAEHT, Aaxe ecan cobbiTue,
KOTOPOE CreHepupoBan0 MHLMAEHT, NPOU30IAET HEOAHOKPATHO).

[lnq KOMMPOBAHMS MAM NEPEMELLLEHNS UHANKATOPA U3 OfHOTO HABopa B APYrodi HEOBXOAMMO OTMETHTH

UHAMKATOP (DIAXKOM M HaXaTb KHOMKY = nocne vero 8 OTKPbIBLUEMCS OKHe BbiGop Habopa onpegenuts Habop,
B KOTOPbIA ClIEAYeT CKOMMPOBATb MW NEPEMECTUTb BbIGPaHHbIA INEMEHT. [Lns nepemelLeHns nHAMKatopa cnesyer
noctasutb (hnaxok lMepemectutb u yaanuTb BbIGPAHHbIE INEMEHTbI U3 TeKyLiero Habopa. [1nq 3aBepLueHns

onepauyu HeoOX04UMO HaxaTtb KHOMky BeiGpats.

Y706bI IKCMOPTUPOBATL MHAMKATOPbI aTaK B (hail, HeoGXOAMMO Haxarb KHomKy = . lanee BbIGPaTh OAMH
3 [BYX MpepsioXeHHbIX (opmatoB 3kcnopra qaina (csv, json). dain COXpaHUTCS B AMPEKTOpUM 3arpysk.
JKCnopTMPYeTCs BbIOPaHHbIA HAGOP LesukoM. YT00bl UMNOPTUPOBATL MHAMKATOPbI ATaK U3 (hailfa B BbIOPAHHLIN
HaBop, HeOBXOAMMO HaXaTb KHOMKY &1, NoC/e Yero BbIGPaTh (haiN C UMNOPTUPYEMbIMU MHIUKATOPAMU U HAXaTb
KHOMKY OTKpbITb.

ns  akvBauuu/peakTuBaumm  npasuna  Heobxogumo Haxat  kwonky @D/ WM HaXaTb

COOTBETCTBYHLLMI INEMEHT ( “) CHU3Y Ta0/MLbI MHAMKATOPOB aTaK.

[ns ypanenna MHAMKaTopa ataku HeoOX04MMO BbiGpaThb €ro C MOMOLLbI0 KHOMKM BbiGOPa, YCTAHOBUB
(hnaxok, nmocne yero Haxarb KHONky Ypanutb BblGpaHHble. [1ns 3aBeplieHus onepauun ee HeobXo4uMo
NnoATBEPAMTH B OTKPbIBLIEMCS OKHe MoaTBEpXACHHE REHCTBHS.

Mpu BbiOOpPe cnoco6a foGaBneHus uuaukatopa Wmnopr M3 sigma-npaBuna, OTKPLIBAETCS OKHO,

NPe/ICTaBNEHHOE Ha pUCyHKe 88.
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Wmnoprt sigma-npasuna x
3arpyaka & dopmare daiina
& Vinnopiupoeats daiin npasuna

3arpyzka & OpMaTe ETpoKki

BeeanTe sigma-npasuno

PucyHok 88 - OkHo goGaBneHus MNHAUKATOPa C NOMOLLbIO MMNOPTA U3 Sigma-npaBHna

Sigma-npaBuno, Ha OCHOBaHWM KOTOPOro OYAET CO3[aH WMHAMKATOP arak, MOXeT ObiTb [00aBAEHO B
(hopmarte (haiina, 00 B (hopmare CTPOKM.
[lnq  co3jaHus  MHAMKATOpa  Ha  OCHOBe  Sigma-npaBuna  Cnefyer  nepedtd  Ha  CadT

https://github.com/SigmaHQ/sigma/blob/master/rules/windows u, BbiGpaB 0AHO W3 NpaBWA, HaxaTb MO MKOHKE

(f ? MMnopTMpoEaTE Npaegnno

”pVI ynaquﬁ KOHBepTaLun npasina, B nojie Pe3ynbra1 KOHBEepTaLKnn noaButca 3anucb YcnewHxas

KOHBepTaLus. Nlanee ans PELAKTMPOBAHMA MHAMKATOPA HA OCHOBE Sigma-npaBuna Cefyer Haxatb N0 MKOHKe

MNepeiitv K NapamMeTpam MHAWMKATOPAa aTak

. OTKpoetcs okHo Jl06aBMTb MHAMKATOP C MHAOPMaLMEit U3 TOro
sigma-npaBuna, Ha OCHOBAHUM KOTOPOTO CO3/1aH MHANKATOP. [laNbHeiilne IeHCTBUS PeIaKTUPOBAHMIO M COXPAHEHMHO
MHAMKATOPA aTak aHaN0rMYHbI EACTBUSIM, OMUCAHHBIM B JAHHOM pa3fene Bbille.

Kpome yka3aHHoii BbilLe NpoLEe/ypbl MOXHO BOCMOb30BATLCA MMNOPTOM yml-(haiina ¢ npaBuIoM, Ckayas

ero no CCbike C sigma-npaBunamu W 3arpysuB B (popMate (paina C  NOMOLbK  KHOMKM
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https://github.com/SigmaHQ/sigma/blob/master/rules/windows

6.7.2. Hugukaropbl Komnpomeraynn

WHamkaTopbl KoMnpomertauuu, oGpalatbiBaemble [porpammol, NOAPa3AeNsioTcs Ha CeTeBble U
(haitnosble. 0cO6EHHOCTbIO PaboTbl C (hailNOBbIMK MHAMKATOPAMI SBASIETCA TO, YTO BCE (paisibl, HAXOAALMECS Ha
KOHEYHbIX TOYKAX C YCTAHOB/IEHHbLIM HA HUX areHTOM, MPOBEPAOTCS TONLKO N0 UMEHM (haiina.

Mo ymonyaHuto (hainoBast aHaNTUKa (MOACYET XeLei, MaTYUHT MHAMKATOPOB W AP.) TPOM3BOAMTCA TONBKO
[J1A UCMIONHSIEMBIX (DAilIOB ¥ TOSILKO NPU MX 3aNyCKe WA 3arpyske, ecu UCNoHAEMbI (ain — 310 AUHAMUYECKN
3arpyxaemas ononauoteka. Onuus npodpuns 6e30NacHOCTH areHTa No3BONSET JONOAHUTENBHO YKa3aTb paclunpeHns
(hainoB (NOMUMO MCMONHAEMBIX), AR KOTOPbIX Takxe Tpebyerca BKAYMTL (DaiNOBbIA aHau3, KOTopbld Gyaet
MPOM3BOANTLCA B PEXMME PeanbHOr0 BPEMEHN NPu LOCTYNe K 3TUM (haitniaM.

Mpun oOpaLieHun K ainy, Xew-cymma KOTOporo COBMafaer C Xew-CyMMOM, YKa3aHHOW B MHAMKATOpe
Komnpometauun, obpalieHne 6NOKNPYeTcs, a B MOJyae aAMUHUCTPUPOBAHMS (HOpMUPYeTCA (MM AONONHAETCS)
MHUMAEHT, 00beANHAIOWMIA B Ce0e BCe COObITUA, COOTBETCTBYHOLME MHAMKATOPY. ITH COOLITUS MOTYT UMETb Pa3Hblil
TUN B 3aBUCMMOCTI OT BbINONHAEMOI ONepaLyun: OTKPbITHE (haina, YTeHune, yaaneHue, a Takxe MOryT OTHOCHTLCS K
Pa3HbIM npoLeccam B cucteme. Takum 00pa3om 00KMPYHOTCA BCe onepaLmun ¢ hainiom, n30anpys ero «no Mecry»,
0e3 nepemeLLeHns B KapaHTHH.

3anyck ucnonHsemoro (aina wan (haina C NOTEHUMANbHO aKTMBHBIM COAEPXUMbIM, XewW KOTOpOro
MPUCYTCTBYET B NEPEYHEe UHAMKATOPOB KOMNPOMeTaLun, OyaeT 0710KMpOBATLCS MOHUTOPOM (DaiN0BOM CUCTEMDI Ha

CaMOM PaHHEM dTane 3anycKa, KOrja CUCTEMHbIA 0GbEKT NPoLecc ANg Hero elile He ChOPMUPOBaAH.

06w as nHghopmayns
Ha ctpanuue Habopbl MHAMKaTopoB Komnpometauuu B pasgene MHAnMKaTopbl KoMnpomeTauuu
CoOAePXUTCS nHopmaLua 06 00bekTax (Mnm aptedhaktax), KOTopble ABAAKTCS MCTOHHUKOM KOMNPOMETaLMM.
06HapyxeHne coObITUI, CBA3AHHBIX C ONUCAHHLIMKM B HA0OPaX KOMNPOMETaLMM apTedpakTamu, BbI3bIBaeT
OnpefieNeHHoe [JencTBue, 3a(uKcMpoBaHHoe B Habope. Takum [edcTBUEM MOXeT ObiTb GNOKMPOBaHME WK

NIeTEKTUPOBAHUE BbI3bIBAEMOr0 apTedakToM NpoLecca.
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BaxHo

Ecm B npocbvme 0e30NacHOCTH arexTa YCTAHOBJIEH PEXUM «TOJIbKO AETEKTUPOBAHME», TO Leicteue

9
LJd

<(6ﬂ0KI/Ip0BaTb» A UHAUKATOPOB  KOMMNPOMETALMU, MPUMEHAEMbIX HaA areHte, 6yﬂ,€T

nepeonpeseneHo Ha AeficTBNe «AeTeKTUPOBaTh.

MoapoOHas uHopmalus 00 0COGEHHOCTAX aHAaNUTUYECKOM paboTbl C MHAMKATOPAMU KOMIPOMETALUK 1
MeTofax 00HAPYXeHUs! 3BECTHbIX U HENU3BECTHbIX Yrpo3 COAEPXMTCA B JOKyMeHTe «PyKoBOACTBO aHanutuka RT

Protect EDR».

HaGopsi nHaHKATOPOB KOMNPOMETALHH

Ctpanuia HaGopbl MHANKATOPOB KOMNPOMETALYMM NPE/CTABNEHA HA PUCYHKE 89.

Habopbl MHAVKATOPOB KOMMpOMETaLUK

COBLITNA
VisuagenTa set_for_edr @
AXTHEHOCTB
MIpowEccs W MoAyaM

ATEHTH

Arental

BMMOCTH

AHANATUKA

VIHAMKATOPS! aTaK

[} Vinausaropsi KoMnpomeTaum

YARA-y

PucyHok 89 - Habopbl MHAMKaTOPOB KOMNPOMETALUK

UHthopmaLws Ha CTpanuLe npeAcTaBneHa B TabanyHOM Bue. ECv Ha CTpaHuLLe NPUCyTCTBYET XOTA Obl OANH

HENPUMEHEHHbI HAab0p WHAMKATOPOB KOMMpOMETaLMM, TO B BepXHei 4acTh Tabnuubl NOSABUTCS 3HAYOK
npejynpexaeHus
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Mpu HaBeeHMM Ha 3HA4YOK KypCopa MbiLLn BO3HUKHET 3anuch He Bce Habopb! 6binu npuMeneHbl. CTpoka

19 TAKOT0 Habopa Takxe OyAeT noMeyeHa npefynpexaaroLium 3Ha4koM € BCNbIBaKoLLeit Hagnucoto Habop He
NPUMEHEH, B 110/1e YnpaBaeHue 15 1akoro Habopa nosButcs KHonka MpumennTb <) aB Cepe/IMHE HIKHE YacTv
CTPaHuLbl NosBAsETCs KHonka NMpumennTb BCe Habopbl =N

B wanke T1abnuubl npeacTaBAeHbl CAefytowme nons: KHOMKa BblGopa (OTMEYEeHa 3INeMeHToM ),
HassaHue Habopa, Konuyecreo 3anucen, lipuBsisaHo areHTos, Ynpasneuue.

HassaHue Habopa — B none 0T00paxaercs Ha3BaHue Habopa MHANKATOPOB KOMNPOMETALNK, NPU HAXATUN
JIKM Ha Ha3BaHue Habopa NPOUCXOAMT Nepexos K cTpaHuLe MHANKATOpbI KOMNpOMETaLMK.

Konnyectso 3anucei — B nosie 0T00paxaercs KONMYECTBO MHANKATOPOB, COXPAHEHHBIX B HAbOpe.

MpuBsa3aHo areHToB — B N0/ie 0T00PaxXaeTcs KOMMYECTBO NPUBS3aHHbIX K HAO0PY areHToB. [pu HaxaTy
JIKM Ha uyncno areHToB MpOMCXOAMT NEpexof K CTpaHuue AreHtbl, Ha KOTOpoW B Tabauue Gyayt nokasaHbl
MpuBSI3aHHbIE K HAOOPY areHTbl.

YnpaBnenue - B none 0100paxaloTc KHOMKM onepawuui ¢ HabOPOM MHAMKATOPOB KOMNPOMETaLMM:
PepaktupoBatb - , Yaanut, " M"pHMeHMTbl I

PEAaKTMPOBaTb — MPN HaXaTui KHOMKW OTKPbIBAETCA OKHO PeﬂaKTMPOBaTb H860p. B none Uma
0106pa>KaeTcs1 Ha3BaHue Ha60pa, N1 €70 M3MEHEHNs He0OX0ANUMO BBECTH B CTpOKe C UMeHeM Haﬁopa HOBOE NMA U

Haxarb krony I

Ypanutb — npu Haxatun konku ' otkpbiBaetcs okHo MopTBepxaeHne geictBus. [lanee ans yaneHus
Habopa He0OXOANMO HAXATb KHOMKY .

MpumennTs — KHONKA (5] oro0paxaetcs B nose YnpasneHue npu yCioBuK, 410 HaGop MHANKATOPOB
KOMNpOMeTaLmMn He npumeHeH. Mpu Haxatuu kHonku MpuMeHnTb 0TKpbIBaeTCs 0kHO MoATBepXACHNE AEHCTBHS.
[anee ans npumexeHns Habopa Heo6X0ANMO HaXaTb KHOMKY .

B HuxHeii yactn ctpaHuil Habopbl MHAMKATOPOB KOMNPOMETALMH HAX0ASTCS KHOMKM "

[ns o6aBneHns HOBOro Habopa MHANKATOPOB KOMMPOMETALMM He00X04UMO HaxaTb kHonky Jlo6aButb

Habop, nocne yero B OTKPbIBLIEMCS OKHE JloOaBuTb Habop B cTpoke MMs BBECTY HA3BaHKMe HOBOO Habopa.
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Ecnm k HoBOMy HaGopy TpeGyetcst 06aBUTb MHAMKATOPbI M3 HAOOPOB, CO3AAHHBIX U COXPAHEHHbIX B
[lporpamme panee, 10 B nosie ba3oBbii HaGop Cnepyer BLIOPATL U3 BbIMAAAIOLLEr0 CTUCKA HAOOP, KOTOPbIA CTAHET
0CHOBO# A/151 HOBOTO HAa0opa.

[lo6aBnexne 0a3080ro Habopa ABNSETCH ONUMOHANbHLIM ycnoBueM. Ecin B okHe [lobaButb Habop He
BBECTU 3HAYEHNEe UMeHU HOBOrO Habopa, T0 kHonka Jlo6aBuTb He OyaeT akTMBHA. [s 3aBeplueHus onepawuu
f00aBNeHMs HeoOX0ANMO HaxXaTb KHonky JlobaBuTb.

[ns yoaneHnsa OJHOr0 WAM HECKONbKMX HAaGopOB WHAMKATOPOB KOMMPOMETAauun Chefyer OTMETUTb

(hnaxkamu COOTBETCTBYHOLLAE UM KHOMKK BbiGOpa €3 nocne yero Haxatb KHOMKY Ypanutb BbiOpaHHble HaGopbl.

B otkpbiBLemcs okHe [ToATBEpXACHNE AENCTBUSA HEOOXOLUMO HAXATb KHOMKY .

Crpannya «MHANKATOPbI KOMIPOMETALHH»

Mepexod Ha CTpaHuuy ¢ Tabauuein WHAMKaTOpbI KOMNpOMeTauuu npoucxoaut npu Haxatun JIKM Ha
Ha3BaHuM Habopa B TabnuLe Habopbl MHANKATOPOB KOMNPOMETALMH.

Ha ctpannue HHankaTopbl KOMNPOMETaLMM N0/1b30BaTENb MOXET BbINOAHATL CeAyHOLMe AeACTBUA:

— NPOCMATPUBATL MHPOPMALMI0 00 MHANKATOPAX, BXOAALLMX B BbIGPAHHbIA HA0OP;

— 03/1aBaTb HOBbIE MHANKATOPLI KOMNPOMETALMY;

— W3MEHSATb MHAMKATOPbI KOMIPOMETALMK, BXOAALLME B BbIOPaHHbIA HA0Op;

— 3KCNOPTMPOBATb MHANKATOPBI B (Dailfibl Pa3NyHbIX (HOPMATOB;

— UMNOPTMPOBATH JlaHHble U3 (haitnia B HabOP MHAMKATOPOB;

— KOMMpoBaTb/nepeMelLat  MHANKaTOpbl BbIGPaHHOrO HaGopa B Apyrue HabOPbl MHAMKATOPOB
KOMNpOMeTaLuy;

— COXPaHATb HA0OP C ,00ABNEHHBIMI MHAMKATOPAMU KOMMPOMETALLNK;

— @KTUBUPOBATL/AEAKTUBMPOBATL BbIOPAHHBIE HHAMKATOPbI KOMIPOMETALLMM.

— YAanATb U3 Habopa BbIOPaHHbIE MHAMKATOPbI KOMNPOMETALMN.

B Bepxueit yactn obnactn MHAnkatopbl KoMnpometauunm oto0paxaercs UM Habopa W (uabTp

Moka3sbiBatb No (803MOXHO 3aaBatb 3HaueHns 10, 20, 50, 100 nan 500 3nemenToB).
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focne [0GABNEHMA WM W3MEHEHUS WHOMKATOPOB (CBEpXy TabAMLUbl NOABUTCA  3HAYOK C
npegynpexaatowum coobuwieHnem Habop He npumenen. CoobLLeHne NOSBASETCS NPU HABEAEHUN KYPCOPa MbILLK Ha
npesynpexiatoLLuit 3HaUOK.

Llanka Tabnnupl C MHANKATOPAMI COLEPXHT CNedyIoLLMe NONSA:

1) Knonka BbIOOpa (OTMEYEHa 3NeMeHTOM —');

2) Ums uHamkaropa;

3) Tun apredakra;

4) [leinctue;

5) KommeHTapwui;

6) llata co3naus/ABTop;

1) NocneHee namexenne/llonb3oarens;

8) AKTUBHOCT;

9) YnpasneHue.

Wma nupmukatopa — none cogepxut Npon3BoabHOE Ha3BaHNe UHAMKATOPA, 3a[aHHOE N0/b30BATESIEM.

Tun apredpakra — nosie COLEPXMT TUN 00BEKTA, ABAAOLLErOCH UHANKATOPOM KOMNpOMeTaLmn. Kaxabli
MHAMKATOP KOMMPOMETALMU OCHOBBIBAETCA Ha OnpefeneHHOM Tune aptedpakta. Tun apredpakta 3agaetcs npu
CO3AAHMA WAM M3MEHEHUM WMHAMKATOpa Komnpometauuu. B [lporpamme npepycMOTPEHO HECKOSILKO TUNMOB
apTedhakTos:

1) ®ain — npu BbIGOPE AAHHOTO TUNA NPU CO3AAHMM UN PEAAKTUPOBAHUA MHANKATOPA KOMNPOMETALLMK
NOSIBAAOTCA JONONHUTENLHO NOAE C 0053aTENbHBIM UMEHEM (haitia, a Takxe OnuuoHanbHble nons Aprechakr (xew
thaiina SHA-256) v Aprechakt (pasmep thaiina);

2) SHA-256 - B KauecTBe UHAMKaTOpPa KoMnpomeTaluy B nose Aptedpakr Oyaet BbIGPaHO 3HaYEHMe XeLa,
paccuutanHoro no anroputmy sha-256, ans 06bekTa, npu 00HapyXeHnn koToporo MporpamMma CO34acT MHLMAEHT;

3) SHA-1 - B kayecTBe MHANKATOPa KOMNpoMeTaLyun B none Aprechakt GyfeT BbIOPaHO 3HauYeHUe Xelwa,
paccuutanHoro no anroputmy sha-1, ans o0bexTa, npu 0GHapyxXeHun KoToporo lporpamma CO3AaCT MHLNAEHT;

4) MD5 - B kauecTBe UHAMKaTOpa KOMNpoMmeTaLmuu B none Aptedpakt Oyaer BbiGpaHO 3HAYEHME Xelwa,

paccuutanHoro no anroputmy MD5, ans 06bekTa, npu 06HapyXeHnn kotoporo MporpamMma CO34acT MHLMAEHT;
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5) IP-apgpec — B KayectBe MHAMKATOpa komnpometauun B none Aprechakt Oyzer BbiOpaH IP-agpec
CeTeBOr0 COeJAMHEHNS, NPK B3aUMOAEHCTBIN C KOTOPbIM [TporpamMma CO34acT MHLUEHT;
6) lomeHHOe UMsl — B KauyecTBe MHAMKATOpa komnpometaumn B none Apredpakt 6yaer BbIGpPaHO UMs

OMeHa, Hanpumep, mail.ru, npu B3aMMOEACTBUM C KOTOPbIM [porpamMma Co3AacT MHLMAIEHT;

9 BaxHo
L J [lomeH u IP-agpec MoryT GbiTb HanucaHbl BMeCTe ¢ nopToM (<IP/gomen>:<nopt>). lopT B KOHTEKCTE
CeTeBbIX KOMMYHMKAUMA — 3TO BUPTYaNbHOE «OKHO», Yepe3 KOTOpOe NPOXOAAT AaHHble Ans

onpefenexHoit MporpaMmbl un CyxGbl. Kaxablii NOPT UMEET CBO/ YHUKANbHBI HOMED.

7) URL - B ka4eCTBe MHANKATOPa KOMNPOMETaLMu Gyaet BbiGpaH YHU(ULMPOBAHHBIA Yka3aTeNb pecypca B
cetn MHTepHeT, npu B3aMMOAEHCTBIM C KOTOPbIM [TporpamMma CO34acT MHLUMAEHT;

8) CeteBas cUrHatypa — B KaueCTBe MHAMKATOpa KoMnpomeTtauun B none Apredpakr Gyaer BbiGpaHa
CeTeBas CUrHatypa, Npu 06HapyxeHun kKoTopoit porpamMma Co34acT MHLMAEHT.

Aprecpakt — B none ortobpaxaercs HauMmeHoBawue aprehakta. Ha3saHue apredakria [AOMKHO
COOTBETCTBOBATH BbIGPAHHOMY TUNY apTedhakTa, T0 eCTb, €C/U yKa3aTb TN apTedakTa [loMeHHOe UM, TO Ha3BaHMe
apreakta [JOMXHO COOTBETCTBOBATb MpaBMAaM HANMCaHMA [LOMEHHbIX MMeH, K npumepy, example.com.
[lonoHUTENbHO NOE COREPXMT 3NEMEHT &' | N03BONSIOLLUA CKONMPOBATD B Oychep 00MeHa MMs apTedakTa.

NleicTBMe — B N0/Ie 0TOOpaxXaeTCs AeicTBue, KOTOPOe AO0KHA 0CyLecTBUTb [Iporpamma npu 00HapyXeH!n
COObITUS, CBA3AHHOTO C BbIOPAHHLIM MHAMKATOPOM KOMMpoMeTauuu. B kayectBe 0TBeTa Ha BPELOHOCHYHO MW
MOTEHLMA/bHO BPELOHOCHYH0 aKTUBHOCTL MPELyCMOTPEHbI CeLytoLLMe AeHCTBUS:

— — B 3TOM C/1y4ae aKTMBHOCTL OyZeT 3anpeLLeHa;

— [Meresmposare — B 3T0M C/y4ae aKTMBHOCTL OyAeT pa3pelLeHa, Ho lporpamma yBeLOMUT N0/b30BaTeN
006 06HapyXeHU! LeTEKTUPYEMOro COObITUA, CO34aB MHLNAEHT.

KommeHTapuit — B none oto6paxaercs NPou3BOJbHbIA KOMMEHTapUil K BblOPAHHOMY WHAMKATOPY
komnpometaumun. lone KommeHTapuit 3anofiHsieTcs npu HeoOXOAUMOCTM BO Bpems pefakTpOBaHUS Wau
[00aBNIeHNs HOBOTO MHANKATOPA.

Nlata cospanus/ABTop — B nosie 0T06paXxaercs 4ara 1 BpeMs C03AaHUs NpaBuna, a Takxe ero aBTop.
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Nocneaxee namenenne/Monb3oBarens — B nose 0T06paxaetcs ata U BpeMs NOCAEAHET0 U3MEHEHHS
npaBsuna, a Takxe UMs N0/b30BATENS, BbINONHUBLLETO 3T U3MEHEHUS.

YnpaBnenne - B none oro6paxatorca kKHonku PepaktupoBatb -~ , YAanutb © a TakXe KHOMKA
aktusaLuu/peaktsauun  coorsercrytowero  uuamkatopa (@) ). [lna  pefakTMpoBaHus  MHAMKATOPa
KOMNpOMETalMN CleayeT HaxaTb KHonky PepakTpoBatb. B oTkpbiBleMcs OKHe PefakTpoBaTh MHAHKATOP
Heo0X0AMMO U3MEHUTL OJHO WA HECKONIbKO NONEi, TPEOYHOLLMX M3MEHEHUS UM KOPPEKTUPOBKM, U HAXaTb KHOMKY
Coxpanutb. Monga thopmbl PesakTupoBaTh MHAMKATOP WIEHTUYHDI NOAAM TaGMULbI MHANKATOPOB, OMUCAHHBIM
BbllLIE.

[Lnq ynaneHns MHAMKATOpa KOMNPOMETALMN Heo6X0UMO HaXaTb KHOMKY Yaanuts ©1 . B oTKpblBLIEMCS

okHe MNopTBepXAeHNe AeACTBUSA CNEYET HaXaTb KHOMKY _

B HuXHe# yacTn Tabnuup WHAUKATOPOB HAX0AATCA KHOMKK onepaumi C NHAUKaTOpamu:

)

2) MpumeHnTs Habop — ;

3) Konuposars/nepemectitb BbIGPaHHbIE d1EMEHTbI B ApYroi Hadop — &' ;

4) Ikcnoptupoartb Habop B thaiin — @ ;

5) UMnopTupoBath JaHHble U3 (haiina B HaGop (MoaaepXmMBaeMble (hopmarbl: Csv, json) — & ;
6) AKTMBMPOBATb/AEAKTUBMPOBATH MHANKATOP MM MHanKaTopbl M N

1) Ynanuts MHAMKATOP WAK MHAMKATOPBI

[nq po6aBnenus WHAWKATOPA B o6nactu “HAMKaTopr KoMnpomeTtaluuu HEOOX0AMMO HaxaTb KHOMKY

| gocaaum. wncarop | [lanee B otkpbiBlieMcs okHe [lo6aBuTb MHAMKaTop (puc. 90) cnepyer 3anoaHuTL noas,

COOTBETCTBYIOLLME NONAM, YKA3dHHbIM B LUIAMNKe TabnuLbl WHNKATOPOB, NOC/ie Yero HaxaTtb KHOMKY .
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[oBaBuTL MHAMKATOP

WiMR meaukaTopa *

Tun apredakta *

dain

ApTedaxT (MR daling) *

ApredaxT (xew daiina SHA-256)

ApTedakT (pasmep daiing)

JeicTEne

ONOKWPOBaETE

KomMMeHTapHH

Pucynok 90 - OkHo «Jlo6aBuTb HHANKATOP» C TMNOM apTecthakTa «Pain»

Ins MPUMEHEHUA Nt000r0 U3MEHeHus B WHANKATOPAX Ha60pa HE00X0MMO HaxaTb KHOTKY "pMMEHMTb

Ha6op. KHonka

He OyaeT 0T00paxarbCs Ha CTPaHNLLE A0 BHECEHNS CIEAYIOLLMX U3MEHEHWH B HAbop.

[Ins KONWPOBAHMS WAN NEPEMELLEHUS MHAMKATOPOB M3 OAHOr0 Habopa B APYrod Cnefyer OTMETUTb
(hnaxkamu KHONKK BbIOOPA ANS MHAMKATOPA UM MHAMKATOPOB, KOTOPbIE HYXHO CKONUPOBATL/NEPEMECTUTb B Apyroi
Habop.

Mocne BbiOOpa MHAMKATOPOB CnefyeT Haxatb kHonky Konmpoatb/llepemectutb BblGpaHHbIe

3/IeMeHTbI B APYroi Habop __J

B otkpbiBlweMcs okHe Bbibop Habopa HeoOxogumo B none Habop BbiOpaTh M3 BbIMafatoLLero Cnucka
Habop MHANKATOPOB KoMnpometauuu. B 3tot Habop GyayT ckonupoBaHbl BbIGPaHHbIE paHee WHAMKaTopbl. Ecu
Heo0X04MMO UX nepemecTuTb C yAaneHuem U3 Habopa-LOHOPa, TO Cedyer yCTaHoBuTb (aaxok Mepemectuts u

YAaNNTb BbIOpPaHHbIe 3IeMEeHTbI U3 TeKyLiero Habopa.
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lns 3aBepLueHna onepauun HYXHO HaXaTb KHOMKY . [inq oTMeHbI onepalun cnepyer Haxatb

KHOMKY 3aKpPbITUA OKHA .

[lns 3KcnopTa HaGopa B ain Cneyer HaxaTb KHOMKY IKcnopTHpoBaTh Habop B (haitn @ . flance B

OTKPbIBLUEMCS CNUCKe Heo6XoaMMO BbiOpaTh (hailnoBblil opmat, B KOTOPOM ByAyT COXpaHeHbl AaHHble U3 Habopa.
Mocne BbiOOpa popmata Co3haHHbIA (ait B yKa3aHHOM (opmate OyAeT COXPaHeH B Nanky, B KOTOPYH HACTPOEHa
3arpy3ka (haitnoB B ONepawnoHHoi cucteme (Hanpumep, nanka 3arpysKH).

|
= — Wmnoptuposatb

[N uMnopTa AaHHbIX U3 (paina C MHANKATOPaMKM CflefyeT HaxaTb KHOMKY
AaHHble U3 thaiina B Habop, nopaepxuBaembie hopmartbl: Csv, json. [locse HaxaTus KHOMKM OTKPbIBAETCS OKHO
(hainoBOro MeHefxepa, B KOTOPOM HE0OX04MMO BbIOpaTb UMNOPTUPYEMbIA (hailfi, NOCAE Yero UMMOPTMPOBATH
faHHble U3 (paitna B BbIOpaHHbIA HAOOP MHAMKATOPOB KOMNpoMetauuu. llocne 3aBepLieHns onepawui umnopra
UHLMKATOPbl KOMNpOMETALMM M3 MMNOPTMPYyemMoro (haina [00aBATCS B BbIOPAHHbIM HAO0OP WMHANMKATOPOB

Komnpometaumnu.

6.7.3. YARA-npasuna (chainbi)
06wy as nHghopmayns
Mpasuna, ykasaHublie B pasfene YARA-npaBuna (tpainbl), Cnonb3ylTtcs B KayectBe WHCTPYMEHTa
aHann3a yrpo3 Ans 3aluLLaeMoit MHPACTPYKTYPbI B HACTH aHANM3a BPEAOHOCHLIX (DAiN0BbIX CUTHATYP.
B Mporpamme npegycmotpensl YARA-npaBuna B Habope n0 YMONYAHMIO, @ TAKXE MHCTPYMEHTapuil Anq

C03aHNA HOBbIX NpaBu.

9 BaxHo

L J  YARA-npasuna paGoTatoT Ha areHte T0bKO B TOM Chyae, eCu B Npochusne 6e3onacHoCTi BbiGparHoro
areHTa yCTaHoBEH pexum rnybokoro CkaHMpoBaHus, BKAtouatoLLMi B ce0s YARA-npasuna, 10 eCtb

BbIOpaHbl pexiumbl YARA-npasuna vav ML u YARA-npasuna.

MoapoGHoe onucaHue CTPYKTypbl npaBui, 0CoGeHHOCTER UX Hanucaxus v pabotbl ¢ YARA-npasunamu

COAEPXMTCA B fOKYMeHTe «PykoBoacTBO aHanutuka RT Protect EDR».
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Hab6opsi YARA-npasun (ghasinsi)

Crpanuua ¢ Habopamu YARA-npasun ans cainos (puc. 91) Bkatoyaer B cebs Crefyiolmne CTpyKTypHble
INEMEHTbI:

— 1a0nmua ¢ Habopamu YARA-npasun;

— kHorka JlobaButb Habop;

— KHonka Mpumenntb Habop;

— KHOMKa Yaanutb BblOpaHHble Habopbl.

Habopsl YARA-npaeun (dpaiinbl)

Habop no ymoauariio 0 4
8787 0 0 ]
Set_YARATI @T| 499 0
test-set @T| 26 0
YARA (daiinei)-Test @ T| 0 8
Toseid @ T] 0 0
test-set @ T| 0 0
varz-gpaiin @T| 0 0

PMI_test @ T 1 0

Pucynok 91 - Ha6opbi YARA-npaBun (thaiinbi)

[ns foGasneHns HOBOro Habopa HeoOX0AuMO Haxatb kHonky Jlo6aBuTb Habop, nocsie yero B OKHe
Nlo6aButb Habop BBeCTU Ha3BaHue HOBOrO HaGopa YARA-npasu. Ha 3rom 3tane MoxHo fo0asutb YARA-npasuna u3
06a3080ro Habopa B HOBbIA. LNl 3aBepLUeHns onepaw i Heo6X0L4UMO HaxaTb KHOMKY Jlo6aBuTb.

Mocne nboro u3MeHeHust Habopa ANs KOPPEKTHOM ero padoTbl Tpebyetcs NPUMEHATb CAenaHHble
U3MEHEeHNs, A5 3TOr0 HeoBX0AUMO Haxatb KHOMKY MpuMennTb (') unn Mpumennts BCe HabopbI ).

[ins ynanexus Ha6opa Heo6X04UMO HaxaTb KHONKY Yaanutb (') unn Yaanutb BbibpanHble Habopbl.

[ns unbtpauun Ha ctpanuue Habopel Yara-npasun (chainbl) uMeerca (abTp N0 UMEHU Npasuna

BX0ASLLEro B Habop.
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Mpu Haxatvn JIKM Ha umenn Habopa oTkpbiBaetcs cTpaHuua YARA-npasuna (chainbi) ans BblGpaHHOro

Habopa (puc. 92).

YARA-npaeuna (paiinbl) -] Mokasmizars no:

Vma daitna

Nocneanee wsmenenve /
Vima Konwuectso n pasun [flata cospanma / AETop A Ynpasnesue
nusoBarens

PucyHok 92 - YARA-npaBsuna (thainbi)

Crpannya «YARA-npasuna (ghasinsi)»

Ha ctpatuue YARA-npaBuna (haiinibl) MOXHO BbINOAHATL CEAYHOLLME ONepaLuy:

— MPOCMaTpUBAThL NPaBMAa U3 BbIOPAHHOr0 HaboPa;

— [00aBNATL HOBbIE NPaBMNA B BbIOPaHHbIH HA0OP;

— NPUMEHSTb HaBOPbI MOC/AE M3MEHEHUS NPaBMN;

— KOnupoBaTb/nepemeLLatb BolGpaHHble npaBuna B Apyroi Habop;

— 3KCNOPTMPOBATh BbIOPaHHbLIA HAGop B (ait;

— UMNOPTMPOBATH JaHHble U3 (haitna B BbIGPaHHbI HaGop NpaBu;

— aKTUBMPOBATb UM ,EaKTUBUPOBATL NPABUIIO;

— pefakTpoBaTb BblOpaHHOE NpaBuo;

— YAanuTb BbIGpaHHOE NpaBuso 13 Habopa.

[ing no0aBneHns HOBOTO npaBuna HeoOXoAMMO Haxatb kHOnky [lo6aBuTb npaBMAa, nocie Yero
HeoOxoanmo BbiGpath onepauunto HoBbii chain (ana fo6aBneHus ofHOro haina B pexume Habopa TeKcTa uam
3arpy3ku € Xocta agMuHUCTpaTopa) unu 3arpyntb thainbl (415 f00aBAEHNS OZHOTO UM HECKONbKKMX (DailIoB NYTEM
3arpy3ku ¢ xocta agmuuucrpatopa). Mocne oibopa onepauuv Hobii chain otkpoetcs okHo flo6aButb YARA-

npaBuna, B KOTOpOM HeoOxogumo f00aBuTb UmA YARA-cbaina M Hamucatb NPaBMaO WK HECKONbKO MpaBsun B
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C0o0TBETCTBMM C CUHTakcucom YARA. Agmunuctpatop moxet o6aBuTb (aitn B (hopmarte .yar C NOMOLLbH KHOMKM

3arpy3utb hain ().
MogpoOHas nHpopmawms o cuntakcuce YARA copepxutcs B JokymeHTe «PykoBoacTeo aHanuuka RT Protect

EDR» u opuumansHoin okymentawim YARA. Mpumep npasuna YARA npuBeseH Ha pucyHke 93.

Pegaktvpoeate YARA-npaewna (baiiner) in 1 %

@2 B8 ED C5 E6 92 @9 ED B8 69 B2 9P EY 5B 86 B5 BB E9 26 BC 87 B8 EO B1 JC 86 @9 EY 1C BF 94 88 E9

15 1C 81 48 o8 BB C8 BB 45 28 83 €@ FD 80 B9 B9 88 B8 23 C1 F7 DB 1B C8 48 B9 45 BB 39 50 88 75 @98

3F 11 4E 19 BF 11 &6 B9 9A 08 B89 88 4C B89 DY 4C BD B4 24 F8 @5 89 98 40 B9 C6 F3 48 A5 41 BA 48 54 41 BB

Pucyxok 93 - llpumep npasuna YARA

[ins KoppekTHOW paboTbl nocne NHObIX U3MEHEHNI B HAGOpe HEOOXOAUMO HaxaTb KHOMKY MpUMeHuTb
Habop (H51).

Mpu BbibOpe onepauun 3arpysutb thamnbl oTkpoercs okHo 3arpysutb chainbl YARA, B KoTopom
HeoOX0ANMO HaxaTb KHOMKY BeiGpatb hainbl, nocie yero B [IpoBoLHMKE BbIGPATL OAUH UM HECKOIbKO (haioB C
paclwupexuem .yar. [lng 3aBeplueHuns onepawmun Heo6xo4MMO HaxaTb KHOMKY 3arpy3nTb thainbl Ha cepsep.

NS KONUPOBAHNA MK NEPeMELLEHNs NpaBua U3 04HOro Habopa B APYroi HE0OX0AUMO BbIOPATb HyXHble

3NeMeHTbl 1 Haxatb kKrHonky KonupoBartb/llepemectutb BbIOPaHHbIE 3/IeMEHTbI B APYroi Habop | & ). Nlanee

BbIOpaTb Habop, B KOTOPbIN GyAET KOMMPOBATLCA BbIOPAHHBIA 3NeMEHT. ECM Heo6X0AMMO NepeMecTUTb INEMEHT, TO
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cnefyer B OkHe Bbibop Habopa ycraHoButb (bnaxok lMepemectutb W yAanutb BblGpaHHbIE 3N1E€MEHTbI U3
TeKywero Habopa. /119 3aBepLuenns onepawium Heo0X0LUMO HaxaTb KHOMKY BbiGpartb.

[lns 3kcnopra HaGopa B (haiin Cieyer Haxatb KHOMKY JkcnopTuposatb Habop B hain = ((hopmar
JSON). HaGop OyzeT coxpaHeH B nanke 3arpysku B COOTBETCTBYIOLLEM (hopmaTe.

[ns umnopta npasun u3 daina 1pedyercs Haxatb kHonky KmMnopTupoBath AaHHbIe U3 daina B Habop,
noaaepxusaemble popmarbi: JSON ( = ).

[llanee BbIOpaTb Ha KOMNbOTEpPe (haiin COOTBETCTBYIOWLEr0 (hopMaTa, COAEpXaLUMit HYXHble npaBua, u
HaxaTb KHOMKY OTKpbITb.

Y106bI aKTMBMPOBATb WAV LEaKTUBMPOBATD NPABUAO U3 BbIOPAHHOTO Habopa, Heo6X0AMMO HaXaTb KHOMKY

o/ WAM  BbINONHUTL  AKTMBALMIO/NEAKTUBALMIO C MOMOLLBI)  KHOMOK AKTMBMpOBaTb BblﬁpaHHbIe

aneMmeHTbl/[leakTMBUPOBaTb BbIOPAHHbIE 31EMEHTBI (“n).

[ns ynanenna npasun u3 Habopa HEOOXOAUMO OTMETUTL (PAAXKaMK NpaBuAa, KoTopble Tpebyercs yaanuTb
W HaxaTb KHONKY Y aanutb BbIGpaHHbIe Uin yAaNUTb NPaBiia no 0TAENbHOCTH C NOMOLLbLI0 KHOMKK Y aanuTb ().

[Ins penakTMpoBaHMA npaBuia Cnefyer Haxatb KHOMKY PepaktupoBath (- ), MoCie Yero BHECTH
U3MEHEHNS B OTKPbIBLUEMCS OKHE C NpaBusoM. [Tocne BHECEHNS N3MEHEHW B NPaBUI0 HEOOXOAUMO HaXaTb KHOMKY
CoxpaHuTtb.

Ha ctpanuue npegycmotpena dunbtpauua YARA-npaBui no MeHH, a Takxe (uibtpawis painios no UMEHH
(haitna B COOTBETCTBYHOLLMX CTPOKAX. [pu 3TOM HEOOXOANMO NOMHMTB, YTO MOMCK MO UMEHM npasun Tpebyer BBOAA

MOJIHOr0 UMEHWU NpaBua.

6.7.4. YARA-npasuna (namsrs)
lpaBuna, yka3aHHble B pa3gene YARA-npaBuna (mamstb), UCNOb3yHOTCS B KAYecTBE MHCTPYMEHTa
aHann3a yrpo3 ANs 3allMiLaemMon MH(PACTPYKTYPbl B YaCTU aHanu3a NamsTi NPoLEecca Ha Haanume BPefOHOCHBIX
curHatyp. B Mporpamme npepycmotpensl YARA-npaBuna B Habope N0 yMONYaHMIO, @ TakKXe UHCTPYMEHTapuin ans

C03aHNA HOBbIX NpaBu.
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Hab6opsi YARA-npasun (namsrp)

Crpanuua ¢ Ha6opamu YARA-npaBun Ans namsitu BKAKOYAET B Ce0S Te Xe CTPYKTYPHblE INEMEHTbI, 4TO ¢
cTpanuua Ha6opbi YARA-npasun (thainbi):

— 1a0nmua ¢ Habopamu YARA-npasun;

— kHorka JlobaButb Habop;

— KHonka Mpumenntb Habop;

— KHOMKa Yaanutb BblOpaHHble Habopbl.

[ins poGaBneHnst HOBOro Habopa HeoOXOAUMO Haxatb kHonky JloGaBuTb Habop, nocsie 4ero B OKHe
Nlo6aButb Habop BBeCTU Ha3BaHKe HOBOrO Habopa YARA-npasu. Ha 3rom atane MoxHo fo0asutb YARA-npasuna u3
0a30B0ro Habopa B HOBbIW. [lns 3aBepLLeHUS OnepaLmun He00X0AMMO HaxaTb KHOMKY JloGaBHTb.

Mocne nbOro u3MeHeHust Habopa ANS KOPPEKTHOM ero paboTbl Tpebyercss NPUMEHATb CAeNaHHble
U3MEHEHNS, 151 3TOr0 HeoOX0AMMO HaxaTb KHOMKY MpumenHnTb (') un NpumeHnTL Bce Habopbl ).

[ins yaanenns Habopa He0OX0AMMO HaxXaTb KHOMKY Yaanuts (') unu Yaanutb BbibpaHHbIe Habopbl.

[ns chunbtpaumn Ha ctpaquue Habopbl Yara-npaBun (namstb) umeetcs (uAbTP N0 UMEHN NpaBuna,
BXOASALLEro B Habop.

Mpu Haxatn JIKM Ha umenn HaBopa oTkpbiBaetcs cTpanuua YARA-npaBuna (namstb) 415 BbIOpaHHOMO

Habopa.

Crpannya «YARA-npaBnna (namsrs)»
Ha ctpanuue YARA-npaBuna (naMsTb) MOXHO BbINOMHATL CefyIOLLMe onepaLyi:
— MPOCMaTPUBATHL NPaBKAA U3 BbIOPAHHOTO HA0OPa;
— 100aBNSTb HOBbIE NpaBuNa B BbIOPaHHbIA Ha0op;
— NPUMEHSTb HABOPbI MOCAE M3MEHEHNUS NPABM,
— KOnupoBaTb/nepemeLLatb BoiGpaHHble Npasuna B Apyroi Hadop;
— 3KCNOPTMPOBATL BbIOPaHHbI HAaGop B (hait;
— UMMOPTMPOBATH AaHHble U3 (haitna B BbIGPaHHbIA HAGOP NpaBu;
— aKTMBMPOBATb UM LeaKTUBUPOBATL NPaBUNIO;

— PeaKTUPOBaTb BbIGPAHHOE NPaBUNo;
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— yaanutb BbIGpaHHoe Npasuio u3 Habopa.

[ing no0aBneHns HOBOro npaBuna HeoOXOAMMO HaxaTb kHonky [lo6aBuTb npaBMAa, nocie Yero
HeoOxoanmo BbiGpath onepaunto HoBbii hain (anq fo6aBneHns 0fHOTO (haina B pexume Habopa Tekcra uau
3arpy3Ku € Xocta agMuHUCTpaTopa) unn 3arpysntb hannbl (415 f00aBAEHNS OZHOTO UM HECKONbKUX (DailIoB NYTEM
3arpy3ku ¢ xocta agmunucrparopa). Mocne Boibopa onepauun Hobii chaitn otkpoercs okHo flo6aButb YARA-
npaBuna, B KOTOpPOM HeoOxoaumo f06aBuTb UM YARA-cbaina M Hamucatb NPaBui0 WK HECKONbKO MpaBun B

cootBeTcTBuN C cuHTakcucom YARA. Agmunuctpatop moxer 4o06aButb (hain B hopmate .yar C MOMOLLbK) KHOMKMN

3arpysutb hain ().

[ins KOppeKTHOW paboTbl nocne NHObIX U3MEHEHNIn B HAGOpe HEOOXOAMMO HaxaTb KHOMKY MpuMeHuTb
Habop (H51).

Mpu BbibOpe onepauun 3arpysutb thamnbl 0Tkpoercs okHo 3arpysutb cpannbl YARA, B koTOpOM
HeoOX0ANMO HaxaTb KHONKy Bbibpatb drainibl, NOC/E Yero B OTKPbIBLIEMCS OKHE BbIOPaTb OAMH AN HECKOJIbKO
(hainos C pacwmpennem .yar. [lns 3aBeplieHns onepaLun HeoOX0AMMO Haxatb KHONKY 3arpysutb hainbl Ha
cepsep.

[Inst KONMPOBAHNA KM NEPEMELLEHNA NPaBMUAA U3 0ZHOTO HaGOpa B APYroi Heo6X0ANMO BbIGPATH HYXHbIE
3NeMeHTbl 1 Haxatb kHonky Konupoartb/llepemectutb BbIOPaHHbIE 3/1eMeHTbI B APYroi Habop | & ). Nlanee
BbIOpaTh HAbop, B KOTOPbIN GyAET KOMMPOBATLCA BbIOPAHHBIA 3NeMeHT. ECiM He06X0AMMO NepeMecTUTb INEMEHT, TO
cnegyetr B OkHe Bbibop Habopa ycraHoButb (praxok lepemectutb W yAanuTb BbiGpaHHbIE 1EMEHTbI U3
TeKywero Habopa. /119 3aBepLueHns onepawium Heo0X04UMO HaxaTb KHOMKY BbiGparts.

[lns 3kcnopra HaGopa B (haiin Ciedyer Haxatb KHOMKY JkcnopTuposath Habop B thain = ((hopmar
JSON). Habop Oyzet coxpaHeH B nanke 3arpy3Ku B COOTBETCTBYHOLLEM (hopMmaTe.

[ins umnopta npasun u3 (ainna pedyetcs Haxatb kHonky KMnopTupoBath AaHHbIe U3 thaina B Habop,
noaaepxueaemble hopmatbi: JSON (= ).

[lanee BbIOpaTb HA KOMNbIOTEPE (haiin COOTBETCTBYIOLLErO (hopMaTta, COAEPXALLMi HYXHbIE NpaBuia, u
HaxaTb KHOMKY OTKpBITD.

Y106b1 aKTMBMPOBATL UM LEAKTUBMPOBATL MPABUAO U3 BbIOPAHHOTO HA0OpPa, HEOOX0AUMO HaXaTb KHOMKY
© WAM  BbINOJHUTL  aKTMBALMIO/AEAKTUBALMIO C MOMOLbK KHOMOK AKTMBMpOBaTb BblGpaHHbIE

aneMeHTbl/[leakTMBUPOBaTb BbIOPAHHbIE 31EMEHTbI (“ n).
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[ins ynanexus npasua u3 Habopa He00X04MMO OTMETUTL (h1aXKaMu NPaBua, KOTOpble TPeByeTCs yaauTb
W HaXaTb KHONKY Y AannTb BbIGpaHHbIE UK YAANUTb NPaBIA N0 OTAENLHOCTH C NOMOLLLI0 KHOMKK Y aanuTb (/).

[Ins penakTpoBaHMA npaBuia Cnefyer Haxatb KHOMKY PepaktupoBath (- ), MOCAe Yero BHECTH
U3MEHEHNS B OTKPbIBLUEMCS OKHE C NPaBusIoM. [Tocne BHECEHNS U3MEHEHWH B NPaBUIO0 HEOOXOAMMO HaXaTb KHOMKY
CoxpaHuTb.

Ha ctpanuue npegycmotpena dunbtpauna YARA-npaBus no MeHM, a Takxe (ubTpawms (painos no MMeHH
(haina B COOTBETCTBYOLMX CTPOKAX. (1K 3TOM HEOOXOAMMO MOMHWTb, 4YTO MOMCK MO UMEHN NpaBun TpedyeT BBOAA

MOJIHOr0 UMEHW Npasua.

6.7.5. Xypnanoi Windows
061w as nHghopmayns
Ha crpaunue Ha6opbi xypHanoB Windows cogepxarcs Habopbl C npaBuamu [eTeKTUpPOBaHUS
nogcucrembl Tpaccuposkin cobbitnit gnst Windows (ETW). CoObitus, rexepupyemble nogcuctemoin ETW, cobupatotcs
areHToM M J0CTaBASIOTCS Ha CepBep, eC/N areHTy Ha3HayeHbl Habopbl C COOTBETCTBYIOWMMM Npasuiamiu. pasuna —
310 N0 CyTV NOANUCKN Ha onpefenexHblie ETW-nposaigepsl, KOTOpble MOXHO C034aBaTb C NOMOLLbID YA0OHOrO
unteppeinca pasgena Xypuanot Windows lporpammbl. UHopmauus o cobpanHbix ETW-coObiTuax Moxer ObiTb

MCnoNb30BaHa NPU HANUCAHUN MHANKATOPOB aTaK (B AaHHbIA MOMEHT (hYHKLMOHAN HE NOALEPXUBAETCS.

Habopsi xypranos Windows
Crpannua Habopbl xypHanos Windows cofiepXuT cnesyroline CTpYKTypHble IneMeHTbl (puc. 94):
— T1a0nmua ¢ Habopamu xypHanos Windows;
— kHonka Jlo6aButb Habop;
— KHorka lpumenntsb BCe HabopbI;

— KHOMKa Yaanutb BbibpaHHble HabopbI.
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YARA-Npasnna (ainbi)

YARA-NIPABMAA (NaMATE)

2 Xypranw Windows

PucyHok 94 - Habopbi xypHanos Windows

Y100b1 f00aBUTL HOBbI HAabop C XypHanamu Windows, Heo0xoAMMo HaxaTtb kHonky Jlo6aButb Habop,
MoC/Ie Yero BBECTH HA3BaHMe HOBOro Habopa. Ha 3ToM 3rane MOXHO 206aBUTL K HOBOMY HAGOPY XYpHaNbl U3 paHee
COXpaHEHHbIX HabopoB. [lng 3T0r0 HYXHO BbIGPaTb COOTBETCTBYHOLWMIA Habop B CTpoke basoBbin Habop. [nq
3aBepLUeHUS onepaLymin Heo0XoAMMO Haxatb kKHonky Jlo6aBuTb.

[Lns pefakTMpoBaHus Ha3BaHuit HABOPOB NPUMEHAETCS KHONKa PeakTupoBarth ( - ).

Y106b1 yRanuTb Habop/Habopbl TPEBYETCS OTMETUTb HYXHbIE HAB0PbI (haxXKaMM U HaXaTb KHOMKY YRANNTb
BblGpaHHble Habopb! MK YAANNTb UX N0 OTAENBLHOCTH C MOMOLLbK) KHOMKM Yaanutb ().

[ns nepexopa k ctpannue Xypuanbt Windows HeoOxogumo Haxatb JIKM Ha umexn Habopa xypHana

Windows B none Hassanue Habopa.

Crpannya «Xypransi Windows»
Ha ctpanuue XypHanel Windows B 1abauyHom Buje 0To0paxaercs MH(OpMaLms 00 onpefeneHHoM
Habope npasun ana ETW-coObituii.
Monb30BaTENb MOXET BLINOAHUTL HA CTPAHMLE CNEAYHOLME OnepaLiu:
— 1006aBUTb HOBOE NPABNA0 MM HECKONLKO NpaBun s xypHanos Windows;

— PEejaKTUPOBATb UM YAANUTb CYLECTBYIOLLEE NPABUO/NPaBUNa;
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— 3Kcnopt/umnopt caiina ¢ Habopom;
— KOMMPOBATb 3IEMEHTbI OHOT0 Habopa nan BeCb Habop B Apyroi Habop.

B ra0nuue Xypuanol Windows 0100paxatotcs cregyroliue nons:

1) Mons kHonkK BbIGOpa (& );

2) Ums npoBaitgepa;

3) Kntoyesble cnosa (no6bie);

4) Knioyesble cn1oBa (BCe);

5) YpoBeHb;

6) BKntoueHne/mcKntouenne KofoB CoObITHIA;

1) lononHuTeNbHbIE NAPAMETPbI;

8) Mocneptee n3menenue/Monb3osatens;

9) Ynpasnetue.

Wmsa npoBangepa — B nose otoGpaxaercs uMs nposaigepa cobbiTuit nogcucremol ETW.

KntoueBble cnoBa (ntobbie) — B nosie 01o0paxaetcs uHopmaLms o N6bIX KNKOYEBbIX CI0BAX, HA 0CHOBE
KoTopbIX OymyT 0OHapyxmBatbca Cobbitua BblOpaHHoro ETW-nposaigepa. B [porpamme AOCTYNHa HacTpoitka
[ETEeKTUPOBAHMSA COOLITUI MO KHOYEBLIM CNOBAM AN OnpeesieHHbIx nposanaepos ETW, noaromy ans MHOrux npasun
B nosie OyZeT 0T00paxatbCs HAAMUCH Hesanaser

KntoueBble cnoBa (Bce) — B nose oto6paxaercs uHopmaLmus 060 BCEX KKOYEBbIX (0BAX, Ha OCHOBE
KOTOpbIX OyZyT 0OHapyxuBaThcA COObITMS BblOpanHoro ETW-nposaigepa. B [lporpamme foctynHa HacTpoika
[ETeKTUPOBAHMA COOLITUI MO KHOUEBLIM C0BAM AN onpeesieHHbix nposaigepos ETW, nosromy ans MHorux npasun
B nosie Gyfet 0T00paxarbCsd HaAMNCh Hezamaser

YpoBeHb — B n0s1e 0T00paxaetcs ypoBeHb AeTEKTUPYEMOro COObITUS, 3aAaHHbIN N0/b30BaTENIEM. YPOBEHD
[00aBNSIETCA NPU CO3AAHMN WK PefakTupoBaHumu npasun ans xypHanos Windows. LocTynHbl ciesyroliine YpoBHU
coObiTnit: Moppo6Ho, UHpopmaumsa, Mpeaynpexpexune, Owmnbka v Kputnueckas ownobka.

Ounbtp KOAOB COOLITMM — B NOJE MPONUCLIBAKOTCA KOAbI COOBITMM, COrNacHO KOTOpbIM OyayT
(hmnbTpoBaTbcs Co6bITA BbIGPAHHOTO NpoBaiaepa. [paBuna 3anucu KOLOB COOLITUA 0TOOPAXALTCA NPK HaBEAEHUN

KypCopa Ha 3Ha4ok ' B OKHe foGaBneHms XypHana (puc. 95).
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Beeawre koAl COOLITWA wan
AW3Naz0oHbl KOAOE, PazAenan
WX 3aNATLIMI. flAA

WOUTHOYEHWA YCIOBHA
EBEAMTE THAK MUHYC.
Hanpumsep: 1, 3, 40-45, -41.

PucyHok 95 - lpaBuna 3anucu KoaoB CoObITHIH

JlononHutenbHble NapamerTpbl — B Nojie 0T06paxaerca MH(opMaLuMa 0 SONOMHUTESIbHLIX Napamerpax
petektupoBanus ETW-coObituit. loctynHbl 4ns BbIGOPa CriegyrolLue napamerpbi:

1) SID nonb3oBarens;

2) 1D TepMuHanbHoOR ceccuu;

3) Crek BbI30BOB;

4) Nckntountb CoObITUS C HyNeBbIM 3HaueHnem KEYWORD;

5) Tpynna npoBaiaepos;

6) MopsiakoBbIi HOMEP NpoLecca;

7) Kntou cobbitus;

8) UckniouuTb COOBITUS OT NPUBATHBIX MPOLLECCOB.

Y1061 106aBUTL HOBOTO NpoBaiiaepa coObiTui nogcuctembl ETW, B COOTBETCTBIM C HACTPOIRKAMMU KOTOPOTO
OyyT 0GHapyxmMBaTbCA COOLITUA HA areHTe, HeoGX0AMMO B HUXHENR YaCTi CTPAHULLLI HaXaTb KHOMKY [ ot ypran
Monb30Batento 4OCTYNHO ABa pexuma gobasnenns xyprana Windows:

— 1o GUID;

— 110 MMEHN KaHana.

fina pexuma GUID obs3atenbHbiMM K 3anonHenuo ssasitca nons MWma nposamgepa u GUID
nposanaepa. [l1q pexuma MMs kaHana 00s3aTeNbHbIM A1 3an0aHeHUs sasietcs none Uma kanana.

Anq KOMUPOBAHNA UK nepemeLLLeHUd XypHana U3 0JHOro Ha60pa B Apyro# He00X0AMMO BblﬁpaTb HYXHbIE

3N1eMeHTbI 1 Haxartb kronky Konuposartb/llepemectub BbiGpaHHble aneMeHTbI B Apyroit Habop (= ). [lanee
BbIOpaTh HAbOp, B KOTOPbINA GyAET KOMMPOBATLCA BbIOPAHHBIA 3NeMeHT. ECin Heo6X04UMO NepemMecTUTb 3NEMEHT, TO
cnegyer B OkHe Bbibop Habopa ycraHoBuTb (braxok lMepemectutb W yAanuTb BblGpaHHbIE 3N€MEHTbI K3

TeKywero Habopa. /119 3aBepLuenns onepawim HeoOX0LUMO HaxaTb KHOMKY BbiGpartb.
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[ins 3kcnopta Habopa C XypHanamu B (haitn Cefyer HaxaTb KHONKY IKCNopTMpoBaTh Habop B chain (

). lanee BbiGpatb (hopMar, B Kotopom Gyaer skcnoptuposatbes Habop (CSV uau JSON). HaGop Gyaer coxpanen B
nanke 3arpyskm B BbiOpaHHOM thopmare.

[ins umnopta XypHanos u3 (haina tpebyercs Haxatb kHonky WmnoprupoBath AaHHble M3 chaina B

Habop, noaaepxuBaemble cpopmatbl: CSV, JSON (). [lanee BbiGpatb Ha KoMmbtoTepe (haiin
COOTBETCTBYHOLLEr0 (hOpMaTa, COAEPXALLMIn HyXHbIE XYPHaNbI, U HaXaTb KHONKY OTKPBITD.

Y1000l aKTUBUPOBATDL UK 1EAKTUBUPOBATH XYPHa.Nbl 13 BbIGpaHHOr0 Habopa, HeoOX0AUMO HaXaTb KHOTKY

0/ WM BbINOJHNTL  AKTMBALMIO/ACAKTUBALMIO C MOMOLLbIO KHOMOK AKTHBHpOBaTb BblﬁpaHHbIe

aNneMeHTbl/[leakTMBHPOBaTb BbIGPaHHbIE 3/IeMEHTbl (- [ | )
[lns yaanexus xypHano U3 HaGopa HeoGXOAMMO OTMETUTb (haXKaMy XypHanbl, KoTopble TpeGyercs
YIaNuTb, U HaXaTb KHOMKY YAQNuTL BbIGPaHHbIE WAM yNanUTh XYpHaNbl N0 OTAENbHOCTH C MOMOLLbIO KHOMKM

Ypanutb ().

6.8 Hcwmovenns

B o6nactu UcknioueHus copepxarcs ciefyroume pasgensl:

— Wckniouenns pna gainos;

— Wckntovenns gns nporpamm;

— CeTeBble HCKNHOYEHHS;

— WcknoyeHuns HHRUKATOPOB aTakK.

C nomoLLbto 3TUX Pa3feNoB BbINONHSETCS HACTPONKA (DailfioBbIX U NPOTPAMMHbBIX UCK/HOYEHNH, KOTOPbIE
N03BO/ISOT paspeLmTb paboty (aiinos v NPorpaMm MM 3anpPeTTb ONepawuu ¢ HUMU 6e3 Co3aaHNs MHLUMAEHTOB, a

Takxe

6.8.1. Hckmoyenns gns nporpamm
06was nughopmayms
Ha ctpatuue Habopbl HCKnOUeHNA fast nporpamm (puc. 96) CoaepXmuTCs CUCOK NPOrpamm, UCNONHEHUE
KOTOPbIX [I0/KHO COOTBETCTBOBATb TEM WM MHBbIM HAcTpoilkam Oe3onacHoctu. [ing 3toro B [lporpamme

npeaycMoTpeHa cuctema (hnaros, YCTaHaBAMBAMWWMX napameTpbl 6e30macHOCT AN MCNONHSAEMbIX (ainoB.
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Uckntovatowwme dnary onpefenstot, Kakue NpoBepkin HeoBXOAUMO BbIKMOUYMTb ANSt YKA3aHHOrO WCMOMHSEMOro
(haitna u, COOTBETCTBEHHO, MOPOXAAEMOr0 UM MPOLECCa.

B cn1cOK MCKNIOYEHMI NS NPOTPaMM MOXHO BHOCUTb UCMIONHSIEMbIE (haiiibl 683 HACTPOMKY NS HUX KaKUX-
160 ONpefeneHHbIX yC0BHI, 331aBaeMbIX (hnaramu.

Hannume 370/ BO3MOXHOCTM NO3BOASIET @AMMHUCTPATOPY HACTPOMTb [lporpamMmy Ans yMeHbLIEHKs
KOIMYECTBA NIOXHbIX CpabaTbiBaHuii, @ B Cllyyae Heo0X04uMOCTH, 3a0/10KMPOBATL Ty WA WHYIO NPOTPaMMy B LENsX

obecneyeHus 6e3onacHocTy.

Mpouecce u Moy

HaGopbl MCKAKOYEHUIA ANa NporpaMm

Kordurypaumnn

Bepwpukanua
Tepmutan
Tpagui
XpaHuauwe tests sk

i Yasswmocr T testd sk
AHANMTHKA
VIHAWETOpEI 3TaK

0 Visawearops: KoMnpomeTaLmn
YARA-NpaEwna (§aitnL)

£  YARA-npaswna (namars)

Xyprants Windows

MCKNIOUEHA

€ Voumoueus AnA nporpa

Pucynok 96 — Habopbl nckntoueHni gnsa nporpamm

Habops! HckntoyeHnA ANS NPOrpamm
CrpaHuua Habopbl MCKNOYEHWI AN NPOrPaMM BKNKOUAET B Ce0s CNeAyHLne CTPYKTYPHbIE IIEMEHTI:
— Tabanua ¢ Habopamu UCKOYEHNI AN NPOrpaMM;
— kHonka Jlo6aButb Habop;
— KHonka MpumennTb BCe HabopbI.
— KHOMKa Yaanutb Bbi6paHHbie HabopbI.
Y106b f00ABMTL HOBBIA HAGOP C MCKMKOYEHUSAMU 415 NPOrpamMM, He0OXOAUMO Haxatb KHOMKY JloGaBuTb

Habop, noc/e yero BBECTU Ha3BaHWe HOBOro Habopa. Ha 370M 31ane MoXHO 106aBUTL K HOBOMY HAO0PY UCKITOYEHNS

w9
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AJ19 NPOTPaMM U3 paHee COXpaHeHHbIX HabopoB. [Lns 3TOr0 HYXHO BblGPaThb COOTBETCTBYHOLLMA HAOOP B CTPOKe
ba3oBbiit Ha6op. [lng 3aBepLuenus onepaLyn Heo0X0ANMO HaxaTb KHonky Jlo6aBuTb.

[inst pefakTMpoBaHus Ha3BaHuit HABOPOB NPUMEHAETCS KHONKa PeakTupoBartb | - ).

Y706b1 yRanuTb Habop/Habopbl TPEBYETCS OTMETUTb HYXHbIE HAOOPbI (haaxKaMu M HaxaTb KHONKY YaanuTb
BblOPaHHbIe HAGOPbI NN YAANNTL UX N0 OTAENBHOCTH C NOMOLLbHO KHOMKKM YaanuTtb ().

Ins nepexopa K ctpanuue Ucknrowenus pna nporpamm Heobxoanmo Haxatb JIKM Ha umenn Habopa B

none HassaHue Habopa.

Crpannya «AcKA0YeHNA SNA NPOTPAMM»

Ha ctpannue WcknroueHus Ans nporpamm MOXHO BbIMOJHATL CEAYHOLLMe OnepaLm:

— NPOCMATPUBATL UCKNKOYEHUA 415 TPOrpamMm B BbIOPaHHOM Habope;

— 100aBASITb HOBOE UCK/THOYEHNE NO UMEHK (haina;

— 100aB/SITb HOBOE UCK/TIOYEHNE MO XeLlY;

— N00aBNSTb HOBOE UCKNKOYEHNE N0 KOMAHAHOR CTPOKE;

— NPUMEHSTb U3MEHEHMUS B HAO0PE UCKNIOYEHNH;

— KONMpoBaTb/nepemeLLatb BblGpaHHble UCKAKOYEHNS U3 OJHOr0 Habopa B APYroi;

— JKCNOPTMPOBATb HAOOP C NCKNHOYEHUAMM B (hailn;

— UMNOPTMPOBATHL UCKNOYEHNS U3 (haiina B Habop;

— aKTMBMPOBATL/[€AKTUBUPOBATL UCKKOYEHNS B HAOOPE,;

— PefaKTMpoBaTh UCKNKOYEHNE;

— YAanstb BblOpaHHbIE UCKNKOYEHMS.

[ns gobasneHns B HaOOP HOBOTO UCK/KOYEHUS AN NPOrPaMMbl HEOOXOAUMO Haxatb KHoNky Jlo6aBuTb
NCKNOYEHHUE U B OTKPbIBLIEMCS CMUCKe BbIOpaTh TN fo0asnsemoro ncknwyexus: ®ain, Xew i KomangHas
cTpoka. [lanee B OTKpbIBLUIEMCS OKHe Jl06aBUTL MCKNKOUEHHE CieflyeT YCTAaHOBUTL NapaMeTpbl, B COOTBETCTBUM C
KOTOPbIMM OYET (DYHKLMOHMPOBATL NPOrpamMMa, BHECEHHAS B CUCOK NCKITHOYEHWA.

B 3aBucumoctu ot BoiGopa Tuna uckntoyexus (Pain, Xew unm KomangHas ctpoka) okHo Jlo6aButh

MCKNoYeHue By/eT CoAepXaTb NoAs ¢ PasNMyHbIMI NapaMeTpami.
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[ns tuna ucknoyexnd Dain HeoOX0LUMO onpefenuts Chepytowue napametpol: ®annbl, ®narm,
W3patens 3, Mpasuna, Kommentapwuil.

[nsi Tuna nckntoyeHuni Xew cefyet onpefenutb Creaytowme napamerpol: Tun xew-cymmbl, Xeww-cymma,
®naru, U3parenn I, MpaBuna, KommeHTapu.

[ns tvna ucknoveHnt KomaHpHas ctpoka HeoOXOAMMO ONpefenutb Cnepylowme napamerpbl:
KomanpgHas crpoka npapoautensi, KomanpHas ctpoka poputens, KomangHas ctpoka npouecca, ®narn,
W3patens 3, MpaBuna, Kommentapwii.

®aitn — B none NpPonUCLIBatOTCA MMEHa MCMONHSIEMbIX (DailfioB, KOTOpble HEoOX0AuMO L06aBuTb B
nckntoyenus. Mmena (ainos nocne fo0aBneHns uCkoyenns Gypyt otodpaxatbes B Tabnuue Ucknovennsa ans
nporpamm B nojie 3Ha4eHue, a B nose Tun OyeT ykazaH TN NCKNKOYEHMS.

Tun xew-cyMMbl — B 10fe yCTaHAaBANBAETCA TUN Xel-CyMMbl UCnonHsemoro aina. B lporpamme
NPeAyCMOTPEHbI CEAYHOLLME TUNbI XeL-CyMM AN fo0aBnexus (ainnos B ucknioyexus: SHA-256, SHA-11 MD5. Tun
XeLU-CyMMbl nocse 4006aBaeHus MCKNtoyerns otobpaxaetcs B Tabnuue Wcknrouenns ans nporpamm s nose Tun.

Xew-cymma — B noje NPONMCHIBAKOTC 3HAYEHUSI XEL-CYMM AN WCMOAHSEMbIX (DainoB, KOTOpble
HeoOxoanmo 106aBuTb B MCKNoUeHus. Mocne f00ABNEHMS UCKTIOYEHNS 3HAYEHUE Xel-CyMMbl 0TOOpaxaercs B
Tabnuue Hcknroyenus ans nporpamm B nosie 3HaueHune.

KomanpHas cTpoka npapoauTens — B noJie NPONUCLIBAETCS 3HA4EHUE KOMAHLHOM CTPOKM A npoLecca,
ABAAOLLEr0Cs NPapoANTENEM N0 OTHOLIEHUIO K NPOLLECCY, AN KOTOPOro 406aBNEHO UCKIHOYEHNE.

KomanpHas ctpoka poautens — B nosie NPONUCLIBALTCS 3HaYEHne KOMaHLHOM CTPOKK ANA npoLecca,
ABAAOLLEr0oCcs POAUTENIEM N0 OTHOLLEHMIO K MPOLLeCCy, AN KOTOPOro 00AB/EHO UCKIHUEHNE.

KomaHngHas ctpoka npouecca — B Nojie NPOnUCLIBAeTCS 3HaYeHne KOMaHZHOM CTPOKM npoLecca, Ans
KOTOPOTO Ha3HaYeHo MCKMoueHue. Mocne [00aBNEHNS UCKNKOYEHNS 3HAYEHNE KOMAHAHOM CTPOKM 0TOOpaXaercs B
Tabnuue Hcknroyenus ans nporpamm B nosie 3HaueHme.

®naru - B nosie oNpeLensoTCs yCIoBUA, COrNacHo KOTopbIM GyAYT MCNONHATLCA (ainbl, fO0ABNEHHDIE B
CMUCOK MCKNKOYeHui ana nporpamm. B EDR npegycmotpenbl ciegyrowme (naru:

1) 3anpet npuHyANTENLHOTO NOAABAEHNS COOITUI;

2) Pa3peluexue BHeAPEHNA KOAA B CTOPOHHUE NPOrpaMMbl;

3) Pa3peLueHne 3anuci namaTi CTOPOHHIUX MPOrpamm;
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4) Pa3peLueHne YTeHUs NamATi CTOPOHHUX NPOTPaMM U YNPaBAEHNS UMK,

5) KomnoHeHT umeet 32-x GUTHYI0 U 64-X GUTHYHO BEPCHIO;

6) MoaTBEPXAEHNE N0 INEKTPOHHOM NOAMUCH;

7) Pa3peLuenue npaMoro JOCTyna K AUCKy AnA 3anucu;

8) Pa3peLueHne npsMOro ZOCTyna K AUCKY ANA YTEHUS;

9) MpaBo B3aMMOAEHCTBUS C KPUTUYECKUMUM CUCTEMHBIMM NPOrpaMMamu;

10) AHTUBHMPYCHBII KOMNOHEHT;

11) UckntoueHme u3 TeNeMeTpun CeTeBbIX COObITUI;

12) Ucknioyenne u3 tenemetpun (annosbix CoObITHI;

13) Uckntouenme u3 tenemetpun cobbitnit peectpa Windows;

14) Uckntouenme u3 renemetpun cobbITuii NOBEAEHHUS,

15) UckntoueHne Bcet TeneMeTpu;

16) Ucknioyenne aHann3a (annoBoit akTUBHOCTH;

17) Uckntoyenne aHanu3a BXOASLLER CETEBOA aKTUBHOCTH;

18) UckntoueHme aHanu3a MCXOASLLER CETEBOM aKTUBHOCTH;

19) UckntoueHne MaT4MHra HAMKATOPOB aTak.

Bce ycraHoBneHHble 419 00aBAAEMOr0 nckoyeHus (naru Oyayt otobpaxatbes B Tabnuue Wcknouenns
AN nporpamm B nose ®dnaru.

W3patenb 3l - B none NPonUCLIBAETCA UMA U3AATENS INEKTPOHHOA NOANKCH 41K UCNOAHAEMOTO (haina.
llocne foGaBneHus UCKNKOYEHUS UMS U3LaTens oto0pasutcs B Tabnuue WckntoyeHs ana nporpamm B none
U3parens M.

MpaBuna - B none afMMHUCTPATOPOM WA @HANUTUKOM NPOMMCLIBAETCA HA3BaHWE MpaBuia, Ha

CpabaTbIBaH1e KOTOPOro NULIeTCS UCKNtoYerune, Hanpumep, CmdLineTampering uau Ransomware.

9 BaxHo

L) lpnpoGasnenun ncknioverns B none Wspatens 3 u Mpasuna MoXer GbiTh YKa3aHO HECKONIbKO

n3parenei, a Takke HeckoNbKo NpaBun, KOTOpble pa3feNeHbl CUMBOJIOM ;
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KomMeHTapuit — B none nponucbiBAeTC NPOU3BOAbHLIA KOMMEHTapuit. [lns f06aBneHns HOBOM
MPOrpamMMmbl-UCKHOUYEHNUS N0 UMEHN (aitia M XeLl-CyMMe KOMMEHTaPUi He SBNAeTCs 0093aTe/ibHbIM NapamMeTpoM.
KommeHTapuit nocne go6aBnenus uckouenns yaer orobpaxatbes B Tadnuie HCknroueHus gna nporpamm s none
KommeHTapuii.

[inq 3aBeplueHus onepauun [006aBAEHUS WCKIOYEHUS A Nporpammbl HeoOxoauMo Nocie BBOJA
UHopmaLmn B okHe [lo6aBUTb MCKKOYEHME HaXaTb KHOMKY [lo6aBuTb.

fpouepypa yhanexus WCKIOYEHUA 1 (DAWNOB MAEHTMYHA MNpOLEedype YAANEHU MHAMKATOPOB
KOMNPOMETALLMN.

[Insl BHECEHUS U3MEHEHNIA B UCKNKOYEHUe /1S NporpamMMbl Heo0X04MMO HaxaTb KHONKy PepaktupoBathb

B COOTBETCTBYHOLLEN CTPOKe Tabauupl MCKNOYeHUs AN NPOrpamMM v B OTKPbIBLUEMCS OKHe PefiakTmpoBatb
NCKNKOYEHNE U3MEHUTb HEOOXOANMYH MH(DOPMALMIO.

B 3aBMCMMOCTI OT THNA UCKNKOYEHNMA, KOTOPOE MOXHO yBuAeTb B none Tun B tabauue Uckniouenns pas
nporpamm, 0kHo PepaktnpoBatb cKAto4eHune Oy/eT cofiepxatb PasHblit HAbOP Noei, COOTBETCTBYHOLLMA HAbOPY
nonen okHa J106aBMTb UCKNIOYEHME.

[ins 3aBepLIEHNS PeAAKTUPOBAHUS HEOOXOANMO HaXaTb KHOMKY NoCNe BHECEHUS N3MEHEHMH B
PefaKTMpPyeMblii 31eMeHT. YT00bl OTMEHUTb U3MEHEHMS, CIeYeT HaXaTb KHOMKY 3aKPbITUS OKHA * .

A KONMPOBAHMS UAM NEPEMELLEHUS UCKIOYEHNS U3 0JHOr0 Habopa B JPyroi HeoOX0AUMO BbiGpaTh

HYXHble 31eMeHTbI 1 HaxaTb kHonky KonnpoBatb/llepeMectutb BbiGpaHHble dneMeHTbI B Apyroi Hadop (= ).
[lanee BbiOpatb Habop, B KOTOPbIA GyAeT KOMMpoBaTbCH BbIOpaHHbIA 3f1eMeHT. Ecim HeoGxo4MMO nepemectuts
3/1eMeHT, T0 CiefyeT B 0kHe Boi6op Habopa ycraHoBuTL hnaxok lepemecTutb U yAaNUTb BbIGpaHHbIE 31EMEHTbI
W3 TeKywero Habopa. /119 3aBepLueHns onepawim Heo0X04UMO HaxaTb KHOMKY BbiOpartb.

[ins 3kcnopTa Habopa ¢ UCKNKOYeHUsIMU B (hailn ClieflyeT HaxaTb KHOMKY IKCnopTMpoBaTh Habop B chain
(). lanee BbiGparb (hopMar, B KoTopoM Gyaer 3KcropTupoBatbca HaGop (csv unu json). Habop Gyaer coxpaneH B
nanke 3arpyskm B BbIOpaHHOM (hopmare.

[ins umnopta CkNtoUeHn U3 aina Tpedyetc Haxatb kHonky MMnopTupoBaTh AaHHbIE U3 daina B

HaGop, noaaepxuBaemble opmatbl: CSV, JSON (). [lanee BbiGpatb Ha KoMmbioTepe (haiin

COOTBETCTBYHOLLETO hOpMaTa, COAEPXalluii HyXHbIE NPaBUNA, U HAXaTb KHOMKY OTKPbITD.
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Y100bI dKTUBUPOBATb WK AEAKTUBUPOBATH UCKNKOYEHKE W3 BblﬁpaHHOFO Ha60pa, HE00X0AMMO HaxaTb

KHOMNKY o/ WAM BbIMOMHUTL AKTMBALMIO/AEAKTUBALMIO C MOMOLLbLIO KHOMOK AktnBMpoBaTbh BblOpaHHbIE

anemeHTbl/[leakTMBUPOBaTh BbIOPAHHbIE 31eMEHTbI (- “ )
[ns ynanenus uCKYeHnit U3 Habopa HEOOXOANMO OTMETUTL (DIAXKAMMU UCKITIOUEHNS, KOTOPbIe Tpebyetcs
YOANUTb, U HAXaTb KHOMKY YAQNNTL BbIGpaHHbIE WK YAANNTD UCKNKOYEHUS N0 OTAEALHOCTH C NOMOLLLK) KHOMKM

Yaanut (7).

6.8.2. Hcknrovenns gnd hannos
061w as nHghopmayns
Ha ctpannue Ha6opbl nckntouenunin ans GannoB CoAEPXUTCS CMUCOK HAOOPOB C UMEHaMN (hainnoB U
XewWw-cymmamn  (hainnioB, Kotopble A00aBAEHbI B CMUCOK WUCKAWYeHwd. [ina Takux dpainos B [lporpamme
npeaycMoTpPeHo Aga feictena: Paspewutb unv bnokuposarts.
Hannume 370 BO3MOXHOCTM MO3BONSET AAMMHUCTPATOPY HACTPOMTb [lporpammy NS yMeHblUeHus
KOJMYECTBA NOXHBIX CpaldaTbiBaHuit, @ B Ciy4ae He0OXOZMMOCTH, 3a610KMPOBATL TOT UAM MHOW (hailN B LeNsx

obecneyeHus 6e3onacHocTy.

Habopbi uckntoyeHni gns ghannos

Crpanuua Ha6opbl ucknrovennint gnsa ¢anos BKAOYAET B Ce0S CEAYIOLLME CTPYKTYPHBIE 3NEMEHT
(puc. 97):

— 1a0/Mua C Habopamu UCKOYEHNIn Ansl (haiinos;

— KHonka Jlo6aButb Habop;

— KHonka Mpumennts Habop;

— KHOMKa Yaanutb BbibpaHHble HabopbI.
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[1%.EDR

Mpoueccs u woayma

Habopbl uckatoueHwid ana daiinos
ATEHTH

HasBaHHe Ha6opa Konu4ecTso sanuceit MpMBA3aHO areHTos

AHANMTHKA
ViamKaTOphi arak
VIHAMKZTOPSI KOMIPOMETALIMN testset @
YARA-npaswna (daiine)

& YARA-npaswn

XKyprans: Windows

WMCKNKYEHMA
Viccmouenns Ana iporpamm
Wacmouenmns ans Gaiinos

Cetestie MOXMOYEHUR

Pucynok 97 - Ha6opb! ncknrouexui gns cainnos

Y100b1 106aBUTL HOBbIA HAOOP C MCKNKOYEHUAMM NS (haiinoB, He0OX0AMMO Haxatb KHoOMKy Jlo6aBuTb
Habop, noc/e yero BBECTH Ha3BaHWe HOBOro Habopa. Ha 310M 31ane MOXHO 106aB!TL K HOBOMY HA00PY UCKHOYEHUS
A9 ainoB M3 paHee COXPaHeHHbIX HA00POB. [L1A 3TOr0 HYXHO BbIGPaThb COOTBETCTBYOLMI HAGOP B CTPOKe
ba3oBblit Habop. [lnsg 3aBepLuenus onepaunn Heo0X0ANMO HaxaTb KHonky Jlo6aBuTb.

[Lns pefakTMpoBaHus Ha3BaHuit HABOPOB NPUMEHAETCS KHONKa PeakTupoBarth ( - ).

Y106b1 yRanuTb Habop/Habopbl TPEBYETCS OTMETUTb HYXHbIE HAB0PbI (haxXKaMM U HaXaTb KHOMKY YRANNTb
BblGpaHHble Habopb! MK YAANNTb UX N0 OTAENBLHOCTH C MOMOLLbK) KHOMKM Yaanutb ().

[ns nepexofa k ctpanunue Ucknouenns pns hannos HeoOxoanmo Haxatb JIKM Ha umenun Habopa B none

HassaHue Ha6opa.

Crpannya «HcknrodeHns gns ghannosr»
Ha ctpannue Wckntodenus ans hannos MOXHO BbINOSHATL CIEAYHOLLME ONEpaLmu:
— NPOCMATPUBATL UCKNKOUYEHUS NS (haiioB B BbIGPaHHOM Habope;
— 100aBASITb HOBOE UCK/THOUEHUE N0 UMEeHN (aina;

— N00aBNSTb HOBOE UCKNKOYEHNE N0 Xeuiy;

w9
La
vo
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— NPUMEHSTb U3MEHEHUS B HA00pPe UCKNIYEHNH;

— KOnupoBaTb/nepemeLLatb BblGpaHHble CKNKOUYEHUs U3 04HOr0 Habopa B Apyroi;

— 3KCNOPTMPOBATb HABOP C NCKNKOYEHUAMM B (hailn;

— UMNOPTMPOBATHL UCKNIOYEHNS U3 (haina B Habop;

— aKTMBMPOBATL/AEAKTUBMPOBATL NCKNKOUEHUS B HAOOPE;

— PedakTMpoBaTb UCKNKYEHHUE;

— YAANATb BbIGPAHHbIE NCKKOYEHMS.

[inst [O0ABNEHNS UCKNTIOYEHNS B BbIOPAHHDIA HAGOP HEOOXOAMMO HaxXaTb KHoNky JloGaBnTbL MCKNKOuEHNe
1 BbIOpaTh TN f06aBAsieMoro uckntouenns: ®amn uin Xew. [lanee B oTkpbiBLiemcs okHe [lobaBHTb MCKIOYEHNE
Cf1efiyet 3anoHMTb NOAS C napameTpami CKYeHns. B 3aBUCMMOCTH OT BbIGOPA TUNA MCKAKOYEHNS OKHO JloGaBUTb
HCKNKoYeHune OyeT COAepXartb NoNs C pa3NuyHbIMU NapameTpami.

[ns Tuna dain HeoOX0AUMO onpefenuTs cnepytowme napametpol: @ain, flencrene n KoMmeHTapui.

[ns na Xew cnegyer onpegenuts cegyrolmue napametpol: Tun xew-cymmbl, Xew-cymma, Jleicrene
n KomMeHTapmi.

®aiin — B none nponucpIBaeTcs UMms Qaina, KOToporo Heobxoanmo 1006aBUTb B UCKNKOUEHUS. UMeHa
(haitno nocne foGaBneHns UCKNKYeHna OyayT otobpaxatbc B Tabnuue WcknoveHna pns ainos B nose
3HaueHnue, a B nosie Tun nponucbIBaeTCcs TN uckoyenns. Mone aBasercs 0693areNbHbIM 419 3aN0JHEHHUS, Ha YTO
yKa3bIBAET 3HA4OK 3BE3[04KHM (* ).

JleicTBME — B N0 YCTAHAB/IMBARTCA ieiCTBUE B Cly4ae 0OHAPYXeHWs (haina C yKka3aHHbIM UMEHEM WU
xew-cymmon. [lpegycmotpeHo fBa peicteus: Paspewmts unu bnokmpoBatb. BuiOpaHHoe feiicTBue nocse
n006aBnenns ucknoyerus 6yaer orobpaxarscs B Tadnuue Weknovenns pns hainnos B nose flencreme.

KommeHTapuit — B nosie nponucbIBaeTcs Npou3BoAbHbIA KOMMeHTapuii. [lng fo0asneHuns HOBOro haina-
UCKNKOYEHUS MO MMeHn aitna Wil Xeww-CyMMe KOMMEHTapuil He SBASIeTCA 00M13aTefibHbIM NapameTpom.
KommeHTapuit nocnie fo6asnexns ucknioueruns Gyper otoopaxarbes B 1abnnue Wcknrouenns ansa dainos B none
KommeHTapuii.

Tvn xew-cyMmMmbl — B Mo/ie YCTaHABANBALTCA TUM Xew-CymMbl (haitna. B lporpamme npesycMoTpeHb
CflefiyrolLmue Tunbl Xew-cymm ans go6asnenns qainos B uckntoyenuns: SHA-256, SHA-1 1 MD5. Tun xew-cymmbl

nocse Lo6aBneHus ucknioyeHuns otobpaxaetcs B tabnuue eknrouenns ansa dainos 8 nose Tun.

w9
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Xeww-cyMma — B no/ie NPONUCHIBAKTCA 3HAYEHNA XELW-CyMM ANs (ainnos, KOTopble Heo6X04UMO f00aBHUTb
B UCKNt0ueHus. llocne fo0aBneHns MCKNKOYEHNS 3HAYEHNe Xell-CyMMbl 0ToGpaxaertcs B Tabauue Uckniouenns gnsa
thannos B none 3Hauenne. llone 9Ba9eTCA 00513aT€/bHLIM NS 3aNO0NHEHNS.

Y1o6bl 3aBepwuntb onepaunio JlobaBuTb MCKNKOUYEHHE, NMOCSE BBOAA NapamerpoB B OkHe JloGaBuTb

NCKNIOYEHNe CN1eflyeT HaxaTb KHOMKY .

B none 3HaueHme TabauLibl C CKNKYEHUSMU ANS (haiinoB 0TOBPaXaeTCs NEMEHT O, KOTOpbIii N03BONISET
CKOMMPOBATL 3HAUYeHMe CKN4eHus B Oydep oOMeHa.

NS BHECEHNA U3MEHEeHWH B UCKIIOUYeHne Ans (haina HeobXoauMo HaxaTb KHOMKY PepaktupoBatb -~ B
cooTBercTBytowein ctpoke Tabnuusl Mcknovenms pns GainoB u B OTKpbiBLIEMCA OkHe PepaktupoBarth
NCKNIKOYEHME U3MEHNTb He00X04MMYIO MH(OPMALLMKO. B 3aBUCUMOCTH OT TUNA MCKAKOYEHNSA, KOTOPOE MOXHO YBULETb
B none Tun B 1abnuue Ucknrouenns ans pannos, okHo PepaktupoBaTth MCKAOYEHHe OY/eT COAepXaTh PasHblil

Habop nonei, COOTBETCTBYHOLLMA OKHY Jlo0GABHTb HCKNIOYEHHE.

sl COXpaHEeHNsi BHECEHHBIX M3MEHeHMA Heo0X0AMMO HaxaTb KHOI'IKy . [Lnf 0TMeHbI U3MeHeHu
Cf1eflyer HaxaTb KHOMKY 3aKpbITb OKHO — * .

[Inst KONUPOBAHMS MM NEPEMELLEHNs UCKIIYEHNS U3 OZHOTO Habopa B APYrol Heo6XoAnMMO BbIOpaTh
HYXHble 31eMeHTbl 1 HaxaTb kHonky Konnposatb/MlepemMectutb BbIGpaHHbIe 3neMeHTbI B Apyroi Hadop (= ).
Nlanee BblGparb Habop, B KOTOPbIA OyAeT KonMpoBaThCsA BblIOpaHHLIA 3NeMeHT. EC HeoOX0AUMO nepemecTuTb
3/1eMeHT, T0 CiefyeT B 0kHe Boi6op Habopa ycTaHoBuTb hnaxok MepemMectutb U yAaNUTb BbIGPaHHbIE 31IEMEHTbI
W3 TeKywero Habopa. /119 3aBepLuenns onepawiu He00X04UMO HaxaTb KHOMKY Bbibpartb.

[ins 3kcnopta Habopa C MCKNKOYEHUSIMU B (Dait CefiyeT HaxaTb KHOMKY IKCNOPTUpoBaTh Habop B thain

A
[
—

[lanee BbiGpatb popmart, B KOTOpOM OyAeT 3KcnopTupoBaTbes Habop (csv uam json). Habop Byaer coxpaHeH
B Nanke 3arpysKu B BbIOpaHHOM popmare.

[ins umnopta MCkNtoYeHn U3 aina Tpedyetcs Haxatb kHonky UMnopTupoBaTh AaHHbIe U3 haina B

Habop, noppepxuBaembie cpopmatel: CSV, JSON (m ). [llanee BbiGpatb Ha KOMMbtoTepe (haiin

COOTBETCTBYHOLLETO hOpMaTa, COAepXallluii HyXHbIE NpaBuna, U HaxaTb KHOMKY OTKPbITD.
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Y100bI dKTUBUPOBATH WK [I€aKTUBUPOBATL WUCKNHOYEHUE K3 BblﬁpaHHOI'O Ha60pa, HE0OX0MMO HaxaTb

KHOMNKY o/ WAM BbIMOMHUTL AKTMBALMIO/AEAKTUBALMIO C MOMOLLbLIO KHOMOK AktnBMpoBaTbh BblOpaHHbIE

anemeHTbl/[leakTMBUPOBaTh BbIOPAHHbIE 31EMEHTbI (- “ )
[ns ynanenus nCkYeHui n3 Habopa He00X0AUMO OTMETUTB (DNAXKAMU UCKITIOUEHUS, KOTOpble Tpeoyercs
YOANUTb, U HAXATb KHOMKY YAQnuTL BbIGPaHHbIE WK YAANTL UCKAKOYEHNA N0 OTAEILHOCTH C MOMOLLBH) KHOMKN

Yaanut (7).

6.8.3. CereBble HCKNIOYEHNA
061w as nHghopmayns

Ha ctpanuue Habopbl ceTeBbIX MCKOYEHNA NPE/CTaBeHbl UMEHA HAOOPOB UCKIIOYEHUMA, B KOTOPbIX
yKasbiBalTcA |P-agpeca M [OMEHHble MMEHa B KayectBe WAGHTU(IMKATOPOB MpU CO3LAAHNUM WCKHOYEHMIA.
[peaycMoTpeHbl CneayroLwme AeiCTBUA NpU CO3AaHMN CETEBBIX UCKNKOUEHUA ANs B3aumosenctens ¢ IP-agpecamu,
URL-agpecamn u gomeHHbIMi UMeHamu: bnokupoBatb, Paspewntsb (Bcerpa), Mpogonxenne Habnogexus,
Paspewntb (kpome usonsuuu).

Mpu CO3[aHMN CETEBOTO UCKNKOUEHNS, AeACTBUA, KOTOPbIE CIeAYeT Nponucatb B COOTBETCTBYIOLLEM NONe,
UMEKT CIeAYIOLLMIA CMBICH:

— bnoknpoBatb (03Hauaer, 4To B3aUMO/EHCTBUE MALUMHbI, HA KOTOPO/ YCTAHOBAIEH areHT, C YKa3aHHbIM
B uckntoueHun IP-agpecom, URL-afpecom uan LOMEHHbIM UMEHeM BNIOKUPYETCS, NP 3TOM (B OTIMYME OT AeHCTBUS
bnoknpoBartb B ipyrux MHAMKATOPaX), HE CO3AAETCH COObITUI C KPUTHYHOCTBIO, KOTOPbIE HEOOX0AMMbI NS CO3AaHMUS
MHUMAEHTA, TO eCTb OYAYT CO34aBATLCA COOLITUA C KPUTUYHOCTLIO HU3Kas;

— Paspewmntb (Bcerpa) (03Hauaer, 4To B3aUMOJEHCTBUE MalLMHbI, HA KOTOPO YCTAHOBNIEH areHT, ¢
yKasaHHbIM B uckntoueHnn IP-agpecom, URL-appecom uaM [JOMEHHbIM WMEHEM pa3peLlaercs, npu 3T0M
(hyHKLMOHANBHOCTb COXPAHAETCA AAXeE TOrAa, KOTf1a areHT U30/IMPOBaH);

— Mpoponxenne HabntoAeHHUSA (03HaYaET, YTO B3aUMOEHCTBIUE MALLMHBI, HA KOTOPOW YCTAHOB/IEH areHT,
C YKa3aHHbIM B CKoueHuu IP-agpecom, URL-agpecom nam LOMEHHbIM UMEHEM Pa3peLLaeTcs, npu 3T0M CBA3aHHbIe

C apTechakTom co6bITust 0TNPaBASATLCS He GyayT);
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— Paspewntb (Kpome M30NsIL4MK) (03HAYAET, YTO B3AUMOAEACTBUE MALUIMHbI, Ha KOTOPOIA YCTAHOBNEH
areHT, C yKa3aHHbIM B UCKNtoueHun IP-afpecom unn JOMEHHbIM MEHEM pa3peLlaetcsd, Kpome Toro ciyyas, koraa
MalliMHa, Ha KOTOPO/ YCTAHOBNIEH areHT, HaX0AUTCS B PEXUME U30NALUM.

Ncnonb3oBaHne CeTeBbIX UCKAKOYEHMA NMO3BOASET NOJABAATH CeTeBble cpabatbiBatua Tl-noptana wau
WHANKATOPOB ¥ CHUXATb KOJMYECTBO aHaNU3MPYeMOl CUCTEMOI MH(OPMALMK, TO €CTb CYUTARTCS, YTO OMEHbI M ip-

ajpeca un3 6enoro cnucka He HYXHO aHa/IN3UPOoBaTh, 3T0 NO3BOJIAET CHU3UTb HArpy3Ky Ha CUCTEMY.

Ha6opei ceTeBbIX HCKAOYEHHHA

CrpaHnua Habopbl ceTeBbIX MCKNIOYEHMH BKIOYAET B (05 ClIeAytoLMe CTPYKTYPHbIE 3NEMEHTbI (puC.
98):

— 1a0/1Mua C HabopaMu CETEBbIX UCKNIOUEHWH;

— kHonka Jlo6aButb Habop;

— KHonka Mpumenutb Habop;

— KHOMKa YAanutb BbiGpaHHbIe HAabopbI.

{%aEDR

HaGopbl ceTeBbIx MCKAOHEHMNI

Kondmrypamm
HazsaHme HaGopa Konnuectso sanuceit MpHEA3aHO areHTOE
Beprdmkauma

Tepuuian

TpaguKd

AHARMTKA 1239
B vingmarops arax

VI AMKETOPbI KOMIPOMETaLMIA

WMCKNKOHEHNA
Viocmosernna Ana nporpamm T @

B Viomouenns gns paiinos set_for_fest_T 4

Pucynok 98 — CrpaHuua «Habopbl ceTeBbIX MCKAOUYEHUH»
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Yt06bl 206aBUTb HOBbI HAbOP C CETEBLIMUM WCKIHOYEHUAMU, HEOOXOANMO HaxaTb KHONKy Jlo6aBuTb
Habop, nocse yero BBECTM Ha3BaHMe HOBOTO Habopa. Ha 3T0M 31ane MOXHO 00ABUTL K HOBOMY HA0OPY UCKIHOUEHUS
A9 (ainoB M3 paHee COXpaHEeHHbIX HA00POB. [L1s 3T0T0 HYXHO BbIGPaThb COOTBETCTBYHOLMI HAGOP B CTPOKE
ba3oBbiit Ha6op. [lns 3aBepLuenus onepauyun Heo0X0ANMO HaxaTb KHonky Jlo6aBuTb.

[inst pefakTMpoBaHus Ha3BaHuit HABOPOB NPUMEHAETCS KHONKa PeakTupoBarth ( - ).

Y106b1 yaanuTb Habop/Habopbl, TPEBYETCs OTMETUTL HYXHbIE HABOPbI (hnaxKaMu U HaXaTb KHOMKY Y AanuTh
BblGpaHHble HaBoPbI MK YAANNTb UX N0 OTAENBLHOCTH C NOMOLLbK) KHOMKM Yaanutb ().

[ins nepexopa k ctpanuue CereBble HCKAOYEHHA HeoOXxoauMo Haxatb JIKM Ha umenn Habopa B none

Ha3BaHue Ha6opa.

Crpannya «CereBbie HCKIIOYEHHS»

Ha ctpannue CeteBble MCKTHOYEHUS MOXHO BbIMOJHATL CEAYHOLLME OnepaLiy:

— MPOCMATPUBATHL CETEBbIE UCKNKOUYEHNS B BbIOPAHHOM Halope;

— f00aBnsaTL HoBOE uckntouenne no IP-appecy, URL-appecy nnn JoMeHHOMY UMeHH;

— NPUMEHSTb U3MEHEHUS B HAO0Pe UCKNKYEHN;

— KonupoBaTb/nepemeLLath BbiGpaHHbIE UCKKOYEHNS U3 0AHOO Habopa B APYroi;

— 3KCNOPTMPOBATb HAOOP C UCKNHOUEHUAMM B (hailn;

— UMMOPTMPOBATH UCKNKOYEHNS U3 (haitna B Habop;

— aKTUBMPOBATL/AEAKTUBMPOBATL NCKNKOYEHUS B HAOOPE;

— PelakTMpOoBaTh UCKNIUEHHUE;

— YAANATb BbIGPAHHbIE NCKNKOUYEHMS.

st {0GaBNEHNS UCK/TIOYEHNA B BbIOPAHHbIA HA00P HEOOXOANUMO HaxaTb KHOMKY [lo6aBUTbL MCKAOYEHHE,
noc/ie Yero 0TKPOeTCs 0AHOMMEHHOE 0KHO. [lasniee B OTKpbIBLLUEMCS OKHE JloGaBUTb MCKNKOUEHHE CielyeT 3an0NHUTb
noast ¢ napaMmeTpamu UCKntouenns. lone, OTMEYEHHOe 3HAYKOM 3BE3A0YKM (+), ABASETCS 00513aTeNbHbIM 1S
3anosiHenuns. lpn fodasneHun nckntoueHus Heobxo4uMMo 00paTUTb BHUMaHHMe Ha (hnar He oTnpaBnsTb cobbITHS,
KOTOPbIN N03BO/IAET BKAKOUUTD UM OTKKOUUTL (DYHKLMIO OTNPABKM COOBITUM, CBA3AHHBIX C YKa3aHHbIM apTeakToM.

flpn 3T0M B KOMOMHALMSX, NMPEeLyCMOTPEHHbIX AN aptepaktoB W (hnara He ornpaBnsitb CoObITMA eCTb
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Heponyctumble KOMOMHALMK: [eACTBHE BIIOKMPOBaTb W BKNKOYeHHas onuus He oTnpaBndTh co0biTHS, feicTBUE

NMpogonxenue HabnofeHus n 0TkNtO4YeHHas onuus He otnpaBnsaTb CoObITHS.

9 BaxHo

L )  Domen uIP-agpec Moryr GbiTb Hanucakbl BMecTe ¢ noptom (<IP/gomen>:<nopr>)

Y100bl 3aBepmMTL Onepauunio 4006aBNEHNA UCKNIOYEHUs, NOCTe BBOAA NapametpoB B OkHe Jlo6aBuTb

NCKNIOYEHNe CefyeT HaXaTb KHOMKY . B 0HOM UCKHOYEHUN MOXHO HanMCaTb HECKO/IbKO foMeHOoB, URL
unu IP-agpecos, Kaxzoe HOBOE 3HaYeHUe ClIeAyeT NUCaTh B HOBYHO CTPOKY.

B none 3HaueHme TabauLbl C CETEBbIMU UCKHOYEHNAMM 0TOOPAXAETCA INEMEHT | KOTOpbI N03BOASET
ckonmpoBartb IP-agpec, URL-agpec unu somerHoe ums B 6y(hep oOmeHa.

[Ins BHECEHUS W3MEHEHWA B WCKNIYEHMe HeoOXOAMMO Haxatb KHonky PemakTtmpoBathb B
COOTBETCTBYHOLLEN CTPOKE TabnuLbl CeTeBbIX MCKNKOUEHNA 1 B OTKPbIBLUIEMCS OKHE PelakTMpoBaTh HCKNKOUYEHHE

U3MEHNTb HGOﬁXOﬂ,MMyIO MHq)OpMaLI,VI}O. Ins COXPAHEHNA BHECEHHBIX WU3MEHEeHMl HeobX0ANMO Haxatb KHOMNKY

. lnst OTMEHbI M3MEHEHNIt CIeAYeT HaXaTb KHONKY 3aKPbITb OKHO — *

s KONMPOBaHUS MM NEPEMELLLEHNs UCKNIOYEHNS U3 OAHOT0 Habopa B APYrol Heo6XoAuMo BbIOpaTh
HYXHble 31eMeHTbl 1 HaxaTb kHonky Konnposatb/MlepeMectutb BbIGpaHHbIe dneMeHTbI B Apyroi Hadop (= ).
flanee Bbibpatb Habop, B KOTOPbIA GyAeT KOMMPOBATbCH BblOpaHHBIA 3N1eMeHT. Ecim Heobxo4MMO nepemectutb
3/1eMeHT, T0 CiefyeT B 0kHe Boi6op Habopa ycTaHoBuTb hnaxok MepemMectutb U yAaNUTb BbIGPaHHbIE 3IEMEHTBI
W3 TeKywero Habopa. /119 3aBepLuenns onepawim Heo0X04UMO HaxaTb KHOMKY BbiOpartb.

[ns 3kcnopta Habopa C MCKNKOYEHUSIMU B (Dait ClefiyeT HaxaTb KHOMKY IKCNOpPTUpoBaTh Habop B thain
(). lanee BbiGpatb (hopMar, B Kotopom Gyaer IKCTopTupoBaThcs Hadop (csv unu json). Habop Gyaer coxpaneH B
nanke 3arpy3Kku B BbIOpaHHOM (hopmare.

[ins umnopta ucknroUeHni U3 aina Tpedyetca Haxarb kHonky MMnopTupoBaTth AaHHbIe U3 daina B

Habop, noppepxuBaembie cpopmatel: CSV, JSON (m ). [llanee BbiOpatb Ha KOMMbloTEpe hain

COOTBETCTBYHOLLETO hOpMaTa, COAepXallluii HyXHbIE NpaBuna, U HaxaTb KHOMKY OTKPbITD.
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Y100bI dKTUBUPOBATb WK AEAKTUBUPOBATH UCKNKOYEHKE W3 BblﬁpaHHOFO Ha60pa, HE00X0AMMO HaxaTb

KHOMNKY o/ WAM BbINOAHUTL AKTMBALMIO/AEAKTUBALLMK C MOMOLLbIO KHOMOK AktnBMpoBaTbh BblOpaHHbIE

anemeHTbl/[leakTMBUPOBaTh BbIOPAHHbIE 31EMEHTbI (- “ )

[ns ynanenus uCKYeHnit U3 Habopa HEOOXOANMO OTMETUTL (DIAXKAMMU UCKITIOUEHNS, KOTOPbIe Tpebyetcs
YOANUTb, U HAXaTb KHOMKY YAQnuTL BbIGPaHHbIE WK YAANTD NCKNKOYEHNA MO OTAELHOCTU C MOMOLLBH) KHOMKK
Yaanutb ().

Mpu po6aBneHnn/pesakTMpOBaHUM UCKNIOYEHUS, eCn B nose, 06513aTelbHOM ANs 3anofiHeHus, 6bio
BBEJIEHO He BA/NMAHOE 3HAYEHUe, MOABASETCA HAAMUCb O HEKOPPEKTHO BBEAEHHOM 3Hauenun (IP-agpeca waw

JOMEHHOro VIMeHVI) U NCKNKOYEeHne He 6Yﬂ,eT 031aHo. JlaHHoe YTBEPXEHNE NMPEANCTAB/IEHO HA PUCYHKE 99.

[o6aBuTb UCKAKOYEHUE %

Snauenue (IP-agpec, gomen uan URL) * (

111111111111111

Neiictene &)

Paspewwrts (Bceraa) s

He 0TNpaenATb coBbITUA

KommenTapuid

PucyHok 99 - Beog HeKoppeKTHbIX napamMeTpoB Npu A00aBAEHNN UCKNTHOYEHHS

6.8.4. HcknroyeHns HHANKATOPOB ATAK
06was nHghopmayms
UckntoueHns WHAMKATOPOB aTaK — 3T0 NPOrpaMMHbIE 3N1EMEHTbI, NO3BONAKOLLNE NEPEONPEALNTb NIOTUKY
WHAWKATOPOB aTaK, TO €CTb UCKNHUYNTb 6n0KV|pyr0m,ee UK JeTektupytowiee fleicTBMe npu cosnagexHuu ¢ yciosmem
UCKNHOYEHMS.
UckntoueHne paboTaeT Mo MMeHW M TUMY MHAMKATOPa, K YCNOBUIO KOTOPOro A00aBASETCS yCioBue

UCKNKOYEHNA, MTO3TOMY BaXHO YKa3blBaTb MPaBUIbHbIE UMA WU TUI UHAUKATOPA ATakK.
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B lTporpamme npeycmoTpeHa BO3MOXHOCTb UCK/KOYATh FPyNMy WHAMKATOPOB atak NOACTaHOBKON CUMBOSIA
*, Hanpumep, soc_indicator* 6yeT NPUMEHATLCS 4151 BCEX NPaBMA, B UMEHM KOTOPbIX COAEPXHUTCA YacTb soc_indicator.
Takxe B [lporpamme npefycMOTPEHa BO3MOXHOCTb CO34ABATh YHUBEPCANbHBIE MO TUMY UCKOYEHNS LS

WHANKATOPOB aTaK, KOTOPbIE 6y,[l,yT [eNCTBOBATb AN19 BCEX TUMOB MHANKATOPOB aTak.

Habopbi HCKAOYEHNI HHANKATOPOB ATAK

Crpanuua HabGopbl MCKNOYEHMA MHAMKATOPOB aTtak BK/KOYaeT B Ce0s Cnedylowume CTPYKTypHble
anemeTbl (puc. 98):

— Tabmua ¢ Habopamu UCKNKOYEHN AN MHAMKATOPOB aTak;

— kHonka Jlo6aButb Habop;

— KHonka Mpumennts Habop;

— KHONKa YAanutb BbIOpaHHble Habopbl.

Habopbl MCKtoUYEHWH MHAMKATOPOB aTak

HasBakHe Ha6opa Koanuecrao sankceii TIPHBA3HO areHTOR

VIHAMKTODG! KOMINPOMETALMI

YARA-n

YARA-n

Kyprans:

WCKAKHERWA test3 sk
Vo
B viomouenua g paiinos test1_sk
CeTessie HOUIOUEHHA test-set

[# Voomouenma wiavkatopos atax test oz @

Pucyrok 100 - Crpanuua «<Ha6opbl HCKNIOUEHNA MHANKATOPOB aTaK»

Y106b1 ,00ABMTL HOBbIA HAOOP C UCKNKOUEHUAMM ANS MHAMKATOPOB atak, HEOOXOAMMO HaXaTb KHOMKY

Nlo6aButb HaGop, NoC/e Yero BBECTH Ha3BaHWe HOBOro Habopa. Ha 31oM 31ane MOXHO 06aBUTb K HOBOMY Habopy

La
vo
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UCKNKOYEHUS U3 paHee COXPaHeHHbIX HabopoB. [L19 3TOr0 HYXHO BbIOpaTb COOTBETCTBYHOLWMA Habop B CTPOKeE
ba3oBbiit Ha6op. YT00bI 3aBEpLUMTL ONEpaLyio, Heo0X0AMMO Haxatb KHONKY JlobaBuTb.

[inst pefakTMpoBaHus Ha3BaHuit HABOPOB NPUMEHAETCS KHONKa PeakTupoBartb | - ).

Y106b1 yaanuTb Habop/Habopbl, TPEBYETCH OTMETUTL HYXHbIe HAaBOPbI (hnaxKaMu U HaXaTb KHOMKY YAanuTb
BblOPaHHbIe HAGOPbI NN YAANNTL UX N0 OTAENBHOCTH C NOMOLLbHO KHOMKKM YaanuTtb ().

[ns nepexosa k crpanunue UcknoueHns MHAMKATOPOB atak Heobxoanmo Haxatb JIKM Ha umeHu Habopa

B nose Hassanue Ha6opa.

Crpannya «McKn04YeHNA HHAMKATOPOB ATAK»

Ha ctpannue HckntoyeHuss MHAMKATOPOB aTak MOXHO BbINOHATL C/IeAyHoLLMe OnepaLuy:

— NPOCMATPUBATL NCKNKOYEHNS MHAMKATOPOB aTak B BbIOPaHHOM Habope;

— L06aBnATL HOBOE UCKNKOUEHNE MHAMKATOPA aTak;

— NPUMEHSATL U3MEHEHUS B HAGOPE UCKIHOYEHN;

— KONMpoBaTb/nepemeLLatb BbiGpaHHble UCKAKOYEHNS U3 OBHOr0 Habopa B APYroi;

— 3KCNOPTMPOBATL HAGOP C UCKNKOUEHUSMM B (hail;

— UMMOPTMPOBATH UCKNKOYEHNS U3 (haitna B HabOp;

— aKTMBMPOBATL/AEAKTUBMPOBATL NCKNKOUYEHUS B HAOOPE;

— PefAKTMPOBATb UCKNHOYEHNE,

— YAANSTb BbIGPaHHbIE UCKIOYEHNS.

st {0GaBNEHNS UCKITIOYEHNA B BbIOPAHHbIA HA00P HEOOXOANMO HaxaTb KHONKY [lo6aBUTbL MCKAOYEHHE,
nocsie Yero 0TKPOeTCs 0AHOMMEHHOE 0KHO. [lasniee B OTKpbIBLLUEMCS OKHE JloGaBUTb MCKNKOUEHHE CielyeT 3an0NHUTb
noast C napameTpami UCKntoueHus. lone, 0TMEYEHHOE 3HAYKOM 3BE3A0YKM (*), ABASETCS 00513aTeNbHbIM 1S
3anonHenns. [lo6aButb yCI0BME WMCKIIOYEHUS MHAMKATOPA arak MOXHO Kak BPYYHYH, Tak U C MOMOLLbH
KOHCTpyKTOpa. Takke, Kak W NS WHAMKATOPOB aTak, B UCKIOYEHUSIX ANS HUX [OCTYNHa (YHKUMS NpOBEpKM
CMHTAKCKCA.

Yto6bl 3aBeplmMTL onepauuio J006aBNEHUA UCKNKOYEHUs, NOCie BBOAA NapameTpoB B OkHe Jlo6aBuTb

NCKNI0OYEHKne Cnepyer Haxatb KHOMKY .
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[N BHeCEHUS W3MEHEHW B WCKIOYEHMe HeobX0AMMO HaxaTb KHOMNKY PEA&KTVIPOBBTI: B
COOTBeTCTBy}OI.I.I,EVI CTpoke Tabnuubl WekntoyeHnn WHAWKATOPOB aTakK 1 B OTKPbIBLLIEMCA OKHE PEAHKTHPOBHTI:

NCKNIOYEHne N3MEHUTD HGOﬁXOﬂ,MMy}O Mchopmaumm. Mna COXPaHEeHUS BHECEHHbIX N3MEHEeHM HEO0OX0MMO HaXaTb

KHOMNKY . NS OTMEHbI M3MEHEHU cieflyet HaxaTtb KHOMKY 3aKprTb OKHO — .

[Lnq KOMUPOBAHMS UAM NEPEMELLEHUA UCKNIOYEHUA U3 OJHOrO HaGopa B Jpyroi HeoGXoauMo BbIGPaTh

HYXHble 31eMeHTbl 1 HaxaTb kHonky KonnpoBatb/MlepemMectutb BbIGpaHHbIe dneMenTbI B Apyroi Hadop (= ).
Nlanee BbiGpatb HA0OP, B KOTOPbIA OYAET KONUPOBATLCA BbIOPAHHbIN I/IEMEHT.

Ecm HeoOXogumo nepemectutb 3neMeHT, 10 Cnepyer B OkHe BbiGop Habopa yCTaHOBUTH (h1aXoK
Mepemectutb N yaanutb BbIGPaHHbIE INEMEHTbI U3 TeKyLero Habopa. [Lns 3aBepLuenns onepawun Heo6XoauMo
HaxaTb KHONKy BblGpartb.

[ns 3kcnopta Habopa C MCKNKOYEHUSIMU B (Dait C1efiyeT HaxaTb KHOMKY IKCNOPTUpOBaTh Habop B thain
(‘). lanee BbiGpatb (hopMar, B KoTOpoM Gyaer IKCopTupoBaThcs HaGop (csv unu json). Habop Gyaer coxpaneH B
nanke 3arpysKku B BbIOpaHHOM (hopmare.

[Lnst umnopTa MCKNoueHuit U3 daina Tpedyetcs Haxatb KHonky MMNopTMPOBaTh AaHHbIe M3 (haina B

Habop, noppepxuBaembie cpopmatbl: CSV, JSON (m ). [llanee BbiGpatb Ha KoMMbtoTepe ain
COOTBETCTBYHOLLETO POPMATA, COAEPXKALLMA HYXHble NPaBUAa, N HaXaTb KHONKY OTKPbITH.

Y106bl aKTMBMPOBATL AN [EAKTUBMPOBATL UCKIHOYEHNE M3 BbIOPAHHOrO Habopa, HEOOXOANUMO HaXaTb

KHOMNKY o/ WAM BbIMOMHUTL AKTMBALMIO/LEAKTUBALMIO C NOMOLLbH KHOMOK AKTMBMPOBaTb BblﬁpaHHble

anemeHTbl/[leakTnBnpoBaTh BbIOPAHHbIE IIEMEHTDI (- n )
[ns ynanenus uCKYeHuit U3 Habopa HEOOXOANMO OTMETUTb (DIaXKAMM UCKITIOYEHNS, KOTOPbIe Tpebyetcs
yOa/uTb, U HaXaTb KHOMKY YAANUTb BbIOPAHHbIE UM YAAUTL UCKNKOYEHUS N0 OTAENBHOCTH C NOMOLLBIO KHOMKM

Yaanutb ().

6.9 lpoghnnn
B o6nactn Mpodpmnu agmunmuctparop lporpaMmbl MOXET HacTpausath Mpo(uan areHta. Hactpoitka
npodunein NoO3BOASIET ONTUMU3MPOBATL KOANYECTBO COOLITMA, MOCTYMAOLLMX OT areHra, U3MEeHATb PeakLuio Ha

WHUWAEHTbI, YNPaBAATb CUCTEMOM pe3epBUPOBAHNS KaTasoroB U T.4.
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6.9.1. lpochunn 3a1ynTHI RAHHBIX

Ha ctpanuue Mpodpmnm 3awwmTbl AAHHBIX aMUHUCTPATOPY AOCTYMHbI CEAYHOLIME BOSMOXHOCTH:

1) OtknounTb\BkNKouNTL paboty mogyns Anti-ransomware;

2) HacTpomTb CMUCOK 3aLLMLLAEMBIX KAaTaoroB;

3) HactpouTb pe3epBupoBaHme LaHHbIX;

4) IkcnopTMpoBaTh HACTPOIKN NPOUAA 3aLMTbI B (haiin;

5) UMnopTMpoBaTb HACTPOAKM U3 paHee IKCMOPTUPOBAHHOIO NPOGMAA 3aLLUTbI (NOALEPXMBAKOTCA (ainbl
B (hopmare txt).

Mogynb Anti-ransomware BKAHOYEH HA BCeX areHtax No YMOAYAHWIO, AN 3TOr0 KaxAoMy HOBOMY

BEpU(MLMPOBAHHOMY areHTy HasHayaetcs Habop HacTpoek Mpodmnb no ymonuanmio (puc. 101).

Mpodrnn 3aWnThl AaHHBLIX

Banie NPORAR

PucyHok 101 - Crpanuua «Mpodhunm 3awyutbl AaHHbIX»

UHthopmaLus o npohunsx npeAcTaBAeHa B Ta0NMYHOM BUJE.
B ra0nmue 0100paxatoTca CefyroLLue nons:

1) Ha3BaHue npocpuns;

2) NpmMBSA3aHO areHToB;

3) YnpaBnenue (31eCb HaxoAsdTc KHOMKM PeAAKTUPOBAHMA, YAANEHWS W COXPAHEeHMa npogmnen —

5 B)
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AIMUHUCTPATOP MOXET [106aBUTb HOBbIA NPOCUAL 3aLLMUTBI C HACTPOAKAMM, OTUYAIOLMMUCS OT HACTPOEK

npocuna no YMONYaHUI0. [inq 31010 HE06X0ANUMO HaxXarb KHOMKY U B OTKpPbIBLUEMCA OKHE BBECTH

Ha3BaHwue HOBOro NPo(nAs, NOCAE YEro Haxatb KHOMKY "'5““"“' (pnc. 102).

Jo6aeute Nnpoduie

Haseatwe *

Ba3oEId NpodKUAE

BuibepuTe npodrns

PucyHok 102 — [lo6aBnenne npothuns 3awmtbl

ECm HoBbIl npohunb 3aWmThl AaHHbIX Tpebyercs C034aTb Ha OCHOBE paHee COXPaHeHHOro, 10 B nose

Bbi6opa ba3oBblit Npothunb CnieayeT HasHauuTL M3 BbINAAAMWEr0 CUCKA OAUH M3 CYWIECTBYHOUWMX npodiuneit

3allnTbl U HAXaTb KHOMNKY .

C nomowbto KHonki PeakTupoBaThb (- ) MOXHO U3MeHNTb Ha3BaHue npoduns (puc. 103).

PepaktupoBats npodunb x

PucyHok 103 - PegaktupoBaHue Ha3BaHus NPOhuns 3aLyHTbl faHHbIX

3Ha4oK - psAOM C Ha3BaHMEM NPONAN UAKM CBEPXY CTPaHMLbI COOGLLAET N0Nb30BATENK) O TOM, 4TO OfiMH

WM HECKONbKO Npodinneid 3allmTbl AAHHbIX HE COXPAHEHDI, AN KOPPEKTHOW paboTbl UX HEOOXO4UMO COXPaHHTD C

MOMOLLbHO KHOMKHK
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[ns yaanenns npoguns uan HECKONbKMX NPO(hnAeit 3awuThbl JaHHbIX HEOOXOANMO OTMETUTB UX (NIaXKaMK

¥ <
W HaXaTb KHOMKY , focne 4yero noATBepanTb IeUCTBUE B OTKPbIBLLIEMCSA OKHE.

Ecnu Tpebyetcs yCTaHOBUTb NapaMeTpbl 3alliuTbl AaHHbIX, OTANYAIOLMECS OT NapaMeTPOB CyULECTBYHOLLUX
npocuneit 3aLuTbl, T0 CElyeT HaXaTb Ha3BaHue NpoduAs, Nocae Yero 0Tkpoerca crpanuia Mpodunb 3awyuTbl

AQHHBIX.

Crpannya «lpoghunb 3aLNTbI JAHHBIX»

B ntoGom npodhune 3aLmuTbl aHHbIX MOXHO BbIZEUTL TPK 001aCTH HAacTpoekK (puc. 104):
1) ba3oBble HACTPOKY;
2) HacTpoiiku pe3epBupoBaHus;

3) Cnucok 3aLumiLaeMblx KaTanoros.

{1%aEDR

Mpodunw 3amTbl 4aHHBIX

Hassarme npoduan MpusAzano arexTos

NFOSHH
9 NpogHAH SaLINTE ASHHLX

Ht e

new-2

MAPAMETPb

test-kn-333

Pucynok 104 - Crpanuua «lpothunb 3aLyuTbl AaHHbIX»

B BepxHeit yacTi cTpanmLbl 0To6paxaeTcs MH(hopMaLms 0 N0Nb30BaTeNe, CO3AaBLUIEM NPOGNAL U BDEMEHH,
KOrfia npochunb ObiN CO3AaH, a TAKXE MHGOpMALLUS 0 N0Nb30BATENE, CENaBLIEM B NPO(UNE NOCAEHUE U3MEHEHMS,

W BpeMEeHU BHECEHUA ITUX U3MEHEHUHA.
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B ob6nactu ba3oBble HACTPOMKM NPOUNS AAMUHUCTPATOP MOXET BK/OYMTH MM BbIKAKYMTL Anti-
ransomware-MoyJib. ITa HACTPOIKA 3a4aeTCS KHOMKON | OF (Tpoke PaspeLueHne paboTbl NoACHCTEMDI 3aLLUTBI
AaHHbIX.

B o6nactu Hactpoiiku pe3epBMpOBaHNSA aiMUHICTPATOP MOXET BbIMOMHUTb CEaYIOLLME OnepaLyi:

1) Pa3pewmtb uau 3anpetutb paboty MOAYAS pe3epBupoBaHus (ainos (KHOMKa 0);

2) YCTaHOBUTL CPOK XPaHEHUS pe3epBUPyEMOro (haitna B HSX;

3) YctaHOoBUTb MaKCMManbHbIA pasmMep pe3epaupyemsix (haitnos B MerabaiTax.

B o6nactv Cnncok 3awymuLiaeMbIX KaTanoroB aiMUHICTPATOP MOXET HACTPOUTL KATanoru v Tunbl haiinos,
KOTOPble He00X0AMMO Pe3epBUPOBATD.

[ins noGaBfieHns 3alLMiLaeMoro Katanora HeoOXoAumo ucnosb3oBath Kxonky [lo6aBuTb Karanor B

HWXHEH 4aCTi CTpaHuLbl. B Kax /oM KaTasnore MOXeT GbiTb CBO HaGOp pe3epBUpyeMbIX haiinos.

Tunbl pesepBupyembix ¢hannos

Pe3epBupoBanue NoAREPXMBAET CNIELyHoLLMe TUNbI (DaiIoB:
1) ApxvBbl;

2) Aypuo;

3) ba3bl aHHbIX;

4) Bugeo;

5) loKyMeHTbI;

6) U300paxeHus;

1) Ucnonnsiemble moaynu;
8) cxoaHble Koabl;

9) Mpe3enTawuu;

10) Cxpunrbl;

11) TekcroBble (haitnbl;

12) Daitnbl-KoHTERHEpDI;
13) InekTpoHHbIe Tabauupl;

14) OctanbHble.
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Takxe Ha CTpaHuLe npothuns npeaycMoTpeHa (yHKLMS BbiGopa Cpa3y BCex (haitioB As 3aliuLiaemMoro
karanora.

Kaxgomy Tany (paina COOTBETCTBYIT OMpefeneHHble pacwupequs gainos. MUudopmauus o
NOAAEPXMBAEMbIX PACLIMPERISX N0 TUNY (ailna MOXET BbiTb NOKA3aHa aAMUHUCTPATOPY NPU HAXaTMK KHoMkn - B

ctpoke Tunbl hannos Ans pesepsupoBaHUS.

Hacrpoiixa 3awyHijaeMbix Karanoros

Ecm pns onpefeneHHoro katanora He BbIOPaH HM OAMH W3 TUMOB pe3epBupyembix annos, 10
pesepBupoBaHue 15 TAKOro Karanora noaaepXuBarses He Oyger.

AZMUHUCTPATOP MOXET HACTPOUTL NPOUbL 3aLUMTHI AAHHBIX TaKUM 006pa3oM, uTo0bl 3aLMLLaTh TONbKO

onpenenexHble (paﬁﬂbl B OnpejeneHHbIX Katanorax, TeM CaMbiM CHUXAA Harpy3Kky Ha CUCTEMY.

[ns no0aBnenns katanora B CNUCOK 3alLMLLAEMbIX HEOOX0AMMO HaXaTb KHOMKY , janee

BbIGPaTh TMMbI (hailN0B, KOTOPbIE HEOOX0AMMO Pe3ePBUPOBAT [i1Sl YKA3aHHOI0 KaTanora M NPUMEHUTb €ro, Haxas no

=

MKOHKe ( ).

A lpumeyanne
l. _. HoBble 3aluwiaemble katanorn 406aBASOTCA ¢ uMeHeM no ymonyawuto Protected Folder, nosromy
ecnm B npocpunb Tpedyetcs 4o6aBuTb ABa uau Oonee Katasnora, Tpebyercs U3MEHATb Ha3BaHMA

[,06aBNSIeMbIX KATa/oroB.

HYTb 3alumiliaemMoro Katanora fojixeH COOTBETCTBOBATDH TpEﬁOBaHMFIM, MOMHbIA CMUCOK KOTOPbIX MOXHO

MPOCMOTPETb, HAXaB KHOMKY B CTPOKe "yTb A0 3alyMLLaeMoro Katanora. B cnucke npeacraBjieHbl He TOJbKO

TpGﬁOBaHMFI, HO M NPUMEPbI NPABUNbHbIX U HENPABU/IbHBIX NYTEN.

PykoBoactBo agMuimctpatopa RT Protect EDR L Brtect
Bepcus 1.0.23 or 14 okra6ps 2024 2 l 3




BaxHo

L, ) [puHanucaxum nyTn 10 3auiuIaemMoro katanora ciefyet oGpaTuTb BHUMAHMe, 410 CAMBON * Mocre
HardDiskVolume B nytu Tuna: \Device\HardDiskVolume™\Users\"\Documents o603Hauaer, uto Gyayr
3aWMIWLATCS BCE JMCKM, €CIM BMECTO CUMBOAA * yKa3aTb KOHKPETHbI HOMep, 0003HAYaloLMii
XECTKMIi UCK, TO 3aLLMLLaThCS OYAYT UMEHHO KATasory, HAXOASLIMECS HA JAHHOM ANCKe, HanpuMep,

HardDiskVolume1.

Ecm TpGGYETCﬂ YAANNTb Kataior u3 I'IpOdJVIﬂFI 3aLWKTbl AaHHbIX, TO B CTPOKE C BblﬁpaHHbIM KaTaJiorom

Heo6X0aMMO Haxarb kHonky .
[115 KOPPEKTHOrO NMPUMEHEHUs Ha areHTe U3MEHEHHbIX HACTPOeK NPO(UAs 3alLiuTbl JAHHbIX LOMKHbI

co6ntoaThCs cnepytolue ycnoBua:

B B HuxHedt yacTu CTpaHuLLbI);

— NpOChUAb 3aLMTbI JaHHbBIX NPUMEHEH (KHOMKa
— noacucrema sawutbl gaukbix eknodera @:
— mogynb pesepauposanns skniover @

— KOHurypawms npochuns 3alLuTbl AaHHbIX NPUMEHEHA NN areHTa.

Mpohunb 3awMTbI AAHHBIX MOXHO IKCMOPTMPOBATL B txt-cpain v uMnopTMpoBath M3 Hero. [ng 310ro

MCNOAb3YIOTCS KHOMKM IKCMopTa ( & ) v umnopra (= ).

Kak pa6oraer pesepeupoBatmne?

Mocne Ha3HayeHus NS areHta KOHQUrypauuu ¢ npochunem 3awiuTbl, B KOTOPOM MPeaycMOTPEHO
pe3epBupoBaHme JaHHbIX B 0AHOM AN HECKOJIbKUX KaTanorax, afAMUHUCTPATOP CMOXET BOCCTAHOBUTD 3TH laHHble B
C/lyyqae uX WUpoBaHNs WK yAANEHNA NPOrPaMMON-BbIMOraTeNIeM.

Ecnn BupyC-WnpoBanblumK NPOHUK Ha KOHEYHYK TOYKY C YCTAHOBJIEHHbIM areHToM W 3aludgposan
[aHHblE B 3aLLMLLAEMOM KaTanore, T0 A/1s BOCCTAHOBAEHNS ITUX AAHHbIX M0Nb30BATE/0 HEOOX0AMMO ONpeSeuTb
MPOLECC, BbINOAHUBLUMA WH(POBAHUE AaHHBIX U Ha CTpaHuLe Mpouecc Haxatb KHOMKY BocctaHOBUTL thainbl 1
MOATBEPAMUTH BbIGPAHHYIO OnepaLmio.

[inq BOCCTAaHOBNEHMS (halNOB TakXe MOXET MCNOAb30BaThCs KOMaHAa TepmuHana. [lonb30BaTento
HE06X0AMMO BbINONHUTL ClIEAYIOLLME AeCTBUS:
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1) Onpepenntb uuid npouecca, BbINOAHUBLIETO WU(POBAHNE aHHbIX;

2) OtKpbITb CTpanuuy TepmuHan,

3) Bbibparb areHTa, aHHbIe KOTOPOro Obin 3aLN(POBaHbI BUPYCOM-LIM(POBANBLLMKOM;

4) BoinonHutb B TEpMUHANeE KOMaHLy restore ¢ yka3aHueMm uuid npoecca, 3amgpoBaBLLero AaHHble Ha

drenre.

9 BaxHo

LJ ﬂporpamma no3BoNifeT BOCCTAHABNUBATL TONbKO BblﬁpaHHbIe TUNbI d)aVIHOB, YKa3dHHblE B
3almwaemblx Katanorax. Crnucok 3aluwiaeMblx KatanoroB (hOpMUPYeTcss B mpohune 3alluTbl
JAHHbIX areHta, npu 3T0M JOXHbI ObITb BK/HOYEHDI MOACUCTEMA 3dlUUTbl [AdHHbIX W MOAY/b
pe3epBUPOBaAHHUS.
Ecom mecta Ha INCKe MallWUHbI, Ha K0T0p0171 YCTAHOBJIEH areHT, ﬁyneT Hefo0CTaTO4YHO and
pe3epBupoBaHus (hainnoB, T0 MOAUMUKALMIO 1 yaaneHne (hail10B B Npefenax Cnucka 3aLmiLaemblx

KaTtanoros BCe PAaBHO NPOU3BECTU 6y.ueT HEBO3MOXHO.

6.9.2. lpochunu 6e3onacHoCTH areHTa
Ha ctpanuue Mpodhunn GesonacHOCTH areHta afMUHUCTPATOP MOXeET C034aBaTb W PefaKTMpoBaTh
MPOUIN, C NOMOLLLI0 KOTOPBIX /15 BEPUULMPOBAHHBIX areHTOB YCTAHAB/MBAITCA NapameTpbl 6e30MmacHOCTH.
B cootBerctBun ¢ 3tumn napametpamu OyayT opMUPOBATLCA COOLITUS M MHUMAEHTbI, NPUCbIIAEMble

areHToM B MOAY/Ib aAMUHUCTPUPOBaHUS (puc. 105).
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TpaguK

Mpogunm GesonacHocTH arexTa
XpaHwamue

YARA-NpaEANa (NaMATs)

XKypriansl Windows

WCKMIOHERWA
Vicmosesns Aaa nporpaum
B  viomoserns gan paiinos

CeTenbie WCKAIOUEHMA

VICGHOUSEH IR MHAMKATOPOB aTaK
nPOHM

£ Mpodwumm saupmms: gasmsx

f4t  Npogman GeonaciocH arenTa

- Mpoduan konrpons USB

PucyHok 105 - lpodhpunmn 6e3onacHoCTH areHTa

Habop MHCTpYMeHTOB 151 paboThl C NPOMUASMU He OTIMYAETCSH 0T HABopa MHCTPYMEHTOB ANS HACTPOeK
npocyuned 3alLmuTbl JaHHbIX UM CO3AaHNS U PeAKTUPOBAHUS HaB0POB MHANKATOPOB KOMNPOMETALMM, aTak U T.4.

AZMMHUCTPATOP MOXET BbINOMHUTBL CNEAYIOLLMe onepauun Ha cTpanuue Mpodunn 6e3onacHoOCTH areHTa:

1) Lo6aBuTb HOBbII MPOhMab Ge30nacHoCTH;

2) CoxpaHutb M3MeHeHus B Npoune W NPUMEHUTb U3MEHEHNA ANA areHToB, KOTOPbIM Ha3HAYeH
BbIOPAHHbIA NPOuNb;

3) PepaktupoBatb Ha3BaHue npohnns 6e3onacHoCTH;

4) Ynanutb OAMH UM HECKONIbKO Npoduneit 6e3onacHoCTy.

YtoGbl M3MeHnTb napameTpbl 6e30MacHOCTH, afMMHUCTPATOPy HeobXoaumo BbIOpaTL  MPothnab

0e30MacHOCTI arexTa u HACTPOUTbL €ro B COOTBETCTBUM C TpGﬁOBaHMﬂMM OpraHu3almnn-3aka3dnka.

Mpoghnns 6e3onacHocTn areHta

Ha crpannue Mpodpmnb Ge3onacHOCTH areHTa afMMHUCTPATOP MOXET HACTPOUTL MapaMetpbl, B
COOTBETCTBMM C KOTOPbIMM GyayT 0OHAPYXMBATLCA COBLITUS Ha areHTax. Takas npegBapuTeNbHas HaCTPOMKa NO3BOMT
YNPaBAATb HArpy3KON Ha CUCTEMY.

Hactpoiki npothuns 6e30nacHOCTV areHTa noapasaenstoTcs Ha CledyroLLmne rpynnbl:
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6e3onacHocTy (

co6bITHi:

co0bITUR,

— napameTpbl ONTUMU3ALMN NOTOKA COBLITHI;

— 00Lue HacTpoiKu 6e30NacHOCTH.

— napamerTpbl 6e30MacHOCT MOHUTOPA NPOLLECCOB;
— napameTpbl 6e30nacHOCTI PannoBOro MOHUTOPA;
— HaCTPOiiKN 6e30nacHOCT CETEBOr0 MOHUTOPA;

— HaCcTpoiikn 6e30nacHOCTM MOHUTOPA peecTpa.

B HWXHeR yacTu CTpaHMLbl HaXoAdTCs KHONKM NPUMEHEHWS HACTPOEK, 3KCMopTa v umnopta npoduns

@ U97). Ikenopt u MMNOpT (haiina ocywiecTasieTcs B hopmare txt.

B o6nactn ONTMMM3aL A NOTOKA COOBITHI aHANMTUK MOXET YNpaBAATb OTNPABKO C areHTOB CAeayHoLLMX

1) Uckntouatb (haitnosble COObITUS paHHel CTaann 3anycka npoLeccos;

2) OunbTpoBath (hainoBble COObITUS,

3) Uckntoyathb (aitnosble coBbITUS NpedheTyepa;

4) Uckntouatb CoObITUN YTEHNA UCNONHSEMBIX (DaiNO0B, CBSA3AHHBIE C UX UCMIOSHEHUEM;
5) Uckntoyatb COObITUS YTEHUS MCMONHSIEMbIX (DaliNoB;

6) Wckntouatb CoObITMS uTEHNA Nt0ObIX (aiinos;

1) Uckntoyatb (haitnoBble Co0bITUA NpoLecca-co3aatens (haina;

8) ckntoyatb COObITUS JOCTYNA K NPOLLECCAM W HUTAM;

9) Uckniouatb CoObITMS 3arpy3Kn U3BECTHLIX MOZYNE;

10) Ucknrouatb coObITHA €O CTaTYCOM «Pa3peLleHo» (KpoMe KNKUeBbIx);

11) Ucknmouarb Bce coObiTia Co cTatycom «Pa3peLueHoy;

12) Uckntoyatb cobbitis RPC-BbI30BOB;

13) OunbTpoBath COOLITUS MOAUDUKALIMK PEeCTPa;

14) OnTMU3MPOBATL NPELCTAB/EHNE CTEKA BbI30BOB B COOBITUAX;

15) MpunyauTensHoe noaasneHne CoObITUI NPOLECCOB NPU NPEBbILIEHUM IUMHT.
YCTaHOBMB MM CHAB OMpefeneHHble qard, aHaiuTMK MOXET YBEJIMYUTb UM YMEHbLUTb KONMYECTBO

MPUCHINAEMbIX areHTOM B MOJY/Nb afMUHUCTPUPOBAHMS. ITO NO3BONSAET CHU3UTb UH(IOPMALMOHHBI LyM

WM, Ha060pOT, YBEANYMTL 0TOOPAXAEMYH) aKTUBHOCTb, YTOObI U3Y4HTh €€ B NONHOM 00bEME.
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Kpome Toro, B 06nactit ¢ onTUMM3aLuein NOTOKa COObITUI HAXOLMTCA pa3fen ¢ HaCTpoiKamu CoBbITHi,
noy4aemblx 0T HCTpymeHTapus ynpasnenns (WMI). ina WMI goctynHbl Tpu cnoco6a (hunbTpadum:

1) Mo BbI30BY MeTOfa;

2) Tlo co3paHuto npouecca;

3) Mo KnKoYeBbIM C/10BAM, YKa3aHHbIM B Npocuse 6e30nacHoCTy.

B no0aBseHue K BblleyKa3aHHbIM METOAAM (DUbTPALMK B Npoghue fo0aBEHa ONUMA AN OTKIKOYEHNS
rexepauuu cobbitnit WMI. Lns 3toro HeoOXoAnmo BbIOpath NyHKT uabpauun He otnpaBaath CoOObITHS.

KntoueBble C10Ba 3a4at0TCH aHANMTUKOM NO NPUHLMNY BKAKOYEHNA/MCKIOYEHNS NOACTPOK, TO €CTb MOXHO
3a/1aTb, Kakue C10Ba J0MXHbI cogepxatb cTpoku WMI-3anpocos, uin MoXHO 3aatb, kakue C/10Ba npu uabTpaLmn
CoObiTnit, nocrynatowmx o1 WMI, CTpokv 3anpocoB COAepXaTb He fOMKHbI.

C nomowpto oO6wWwwux HAcTpoek 0e30MacHOCTM QHAMMTUK MOXET YCTAHOBUTb PEXUM  «TONbKO
[LeTEKTUPOBAHME», KOTOPbII N03BO/IACT OTK/KOYUTb NPOTUBOAEACTBUE YrPO3aM B pEX1ME PeasibHoro BpeMeHu, 10 eCTb
[ENCTBUS, KOTOPbIE MOTYT HAHECTH BPes 3aLLMLLaemMoi MHdpacTpykType He GyayT GNOKMPOBATLCS, HO NPU 3TOM He
OYZET 1 NOXHOMONOXMTE/IbHbIX CPabaTbiBaHMUA, KOTOPbIE MOTYT MPUBECTH K 3aMPETy Ha 3aMyCK Kakom-11b0 nonesHoi
nporpammbl, AenCTBUA KoTopoit EDR MOXeT nocunTath HeNernTUMHBIMKM B COOTBETCTBIM CO CBOUMM BHYTPEHHUMM AW

C03dHHbIMN QHAJINTUKAMU NPABUIAMH.

9 BaxHo

L  Pexum «ronbko fIeTeKTMPOBAHUEN He PACNpOCTPAHALTCA Ha PaboTy GNIOKUPYIOLMX MCKMKOYEHHHt, TO
ecTb [ieicTBue «0N0KNUPOBATL», YCTAHOBAEHHOE N0 OTHOLIEHUIO K UCKIOYEHUSM L1 MPOrpamm,

(haitnoB MK CETEBbIX UCKMOUYEHMI BYAET NCNONHATHCS, HECMOTPS Ha BbIGOP 3TOr0 pexmMa.

B o6nactn Hactpoitkm 6e30nacHOCTH MOHHTOpa NMPOLLECCOB AHANUTUK MOXET HACTPOUTL peaKLiuu
[porpammbl Ha COOBITUS ONPeSieNeHHOro Tvna:

— C03/1aH1e HUTH B CTOPOHHEM NpoLecce (Kpome aBTopu30BaHHbIX nporpamMm Windows);

— BOCTYN K CTOPOHHEMY NpoLLeccy/HuTH (KpoMe aBTopu3oBaHHbIX nporpamm Windows.

[loCTynHbI CefyroLLMe peakLmn:

1) Paspewmts;
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2) bnokupoBathb TOILKO 4191 HENOAMMUCAHHBIX NPOrPaMM;

3) bnokuposartb.

lpu BbIOOpPE peakuun bnokupoBatb COOLITUS COOTBETCTBYHOLLEr0 TUNA OyaAyT 0TOGpaXaTbcs B pasjene
MHumpeHTbl, @ X akTMBHOCTL Oyaet 6nokuposatbes lporpammoit. Kpome T0ro, Anst COObITUA CO3AAHNSA HUTH B
CTOPOHHEM MpoLecce U JOCTYNa K CTOPOHHEMY MPOLLECCY/HUTH BOSMOXHO HACTPOUTb YPOBEHb BAXHOCTH, KOTOPBI
COOTBETCTBYET YPOBHIO KPUTUYHOCTU COObITUS (0T ypoBHs MHdpopmaumsa 10 ypoHS KpuTnUHBIK). Takxe aHanutmk
MOXET N0CTaBuTb haar ONTUMM3MPOBATL NOTOK COGLITMI MEXNPOLIECCHOT0 B3aNMOAEHCTBHSA, YTO0bI COKPaTUTL
KOAMYeCTBO 0TOGPaXaeMbIX Ha CepBepe ynpaBaeHus COObITUI, CBA3AHHLIX C OGMEHOM LaHHBIMI MEXZY NOTOKaMM
Pa3/IMYHbIX MPOLLECCOB.

[inst 6e3onacHocTv (hait1oBOro MoHMTOpa B lporpamMme npesycMOTPeHa HACTPOMKa peakLmin Ha NpAMOoi
LOCTYN K XEeCTKOMy AMCKy (Kpome aBTopu3oBaHHbIx nporpamm Windows), a Takxe BbIOOp pexuma riyGokoro
CKaHMpPOBaHUs (haitnoB. ALMUHICTPATOP MOXET BbIOPaTh AN NPO(NAS 6E30NaCHOCTH OHY U3 CIELYHOLMX PeaKLMii
Ha COObITUS NPAMOT0 JOCTYNa K XECTKOMY AUCKY:

— bnokuposartb;

— bnokuposatb 3anucs;

— bnokupoBatb 3anncb T0NbKO ANS HENOAMUCAHHBIX NPOTPAMM;

— Paspewwwur.

Takxe B HACTpOiKax 0€30MaCHOCTH (haitfI0BOrO MOHUTOPA MOXHO YCTaHOBUTL (hnarv MoAcyMTbIBATHL Xelw
SHA-1 v NopcuntbiBath Xew MD5. Mo ymonyaHMtO 3T PYHKUMK OTKNKOUEHDI, TAK KaK CO3AAK0T CyLIeCTBEHHYHO
Harpysky Ha (ainosblit MOHUTOP.

B cnyyae BblGOpa pexuma «TONbKO [JETEKTUPOBAHUE» U3MEHEHWe HacTpoek 0e30MacHOCTM MOHMTOpa
npoueccos U (painoBoro moHutopa Oyner 3a6/n0KMPOBAHO, 3a MCKMKOYEHMEM BbIGOpa pexuma raybokoro
CKaHUpoBaHus (haitnoB. JlOCTYNHO YeTbipe pexuma rayeoKoro CkaHpoBaHus (haisos:

1) He ckanupoBartb;

2) ML (ckaHupoBaHue C MOMOLLbI0 MALIMHHOMO 06y4eHus);

3) YARA-npaBuna (ckaHupoBaHue Ha ocHoe YARA-npaBun, co3faHHbIX B pa3fese C aHaNuTukoin);

4) ML v YARA-npaBuna (CKaHnpoBaHue 1 C NOMOLLbH0 MALUIMHHOTO 00y4erus, v ¢ nomoLybio YARA-npasun).
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B nabope Mo ymonuauuio yctaHaBnuBaercs pexum He ckanupoBatb, ut00bl CHU3NTL HArpysky Ha
(haitnoBbIit MOHMTOP. KpoMe TOT0, M0/Ib30BaTE/Ib MOXET 3aAaTh PacluupeHins (hainsioB C NOTEHLUANbHO AKTUBHBIM
COAEPXUMbIM. 3T0 NO3BOSMT paclLMpuTb Habop 0OpabaTbiBaeMblx CKaHEPOM (haitoB, T0 eCTb 406aBUTL K 6a30BbIM
PE-(haitnam, kotopble 00pabaTbiBAOTCA MO YMONYAHUIO, (DaiAbl C YKa3aHHbIMM 34eCh PACLIMPEHUSMK, Hanpumep,
PDF, PS1, PSMTu 1.4.

ECim BKNOYEH pexum rny6oKoro CKaHMPOBaAHWS, TO AKTUBUPYETCA ONLUNS CKAHMPOBAHUS UCNONHAEMbIX
(haitnoB. ASMMHUCTPATOP MOXeT BbiOpatb MPOBEpATb BCE WMCMONHSEMbIE (hainbl, CKaHMPOBaThb (hailnbl 0e3
3/IEKTPOHHOI MOANUCH UK CKAHUPOBATb (ailibl 03 LOBEPEHHON INEKTPOHHOM NOAMUCH.

Kpome yka3aHHbIX Bbllwe HACTpoeK B [Iporpamme npesycMOTPEeHbl HACTPOWKM 6e30MacHoOCTH CeTeBoro
MOHUTOPA 1 MOHUTOPA peecTpa. HacTpoiki 6e30MacHOCTM CETEBOIO MOHUTOPA BKAKOHAKOTCA W OTK/IKOYAKOTCS haaramu
OnTMMM3KMPOBATL NOTOK CETEBBIX COOBLITHH, AKTHBHOE NPOTUBOAEHCTBHE CKAHMPOBAHNIO NOPTOB ¥ 3anpeTuTb
BCe BXOAALNE NOAKAIOUEHUS, a HACTPOIKN MOHUTOPA peectpa (hnarom OnTMMM3KMPOBaTL MOTOK COGLITHI
peectpa.

Y106bI NOTMKA HACTPOEK MPUMEHANACh HA areHTax, A9 KOTOPbIX YCTaHOBAEH npodunb Ge3onacHoCTy,
noc/e ero M3MeHeHns Heo6xo4MMo Haxatb KHOMKY MpuMeHnTL npodhunb “ ).

B HekoTOpbIX Ciyyasx npotunb 6e30NacHOCTH MOXET UMETb HEKOPPEKTHBII WK yCTapeBLLnit hopmar, ero
MOXHO MCMIPaBMTb, HaXaB KHONKY BoccTaHOBUTL NO yMONuaHuIo niv AKTyannsupoBath npothunb. Akryanu3auus
npotuns HeoOXoAuMa, ecim B npohune 6e30MacHOCTH MOSBAAKOTCA HOBble NAapamerpbl CO 3HAYEHUAMM M0

YMOJIYAHUIO.

6.9.3. lMogpo6Hoe onncarmne onymni NPoghHuAs 6e30MACHOCTH areHTa

OnTumu3ayns NoToKa coObITHH

Uckntovatb drainosbie coObITHS paHHER CTaMM 3anyCKa NPoLeccoB.

PaHHeit CTaguei 3anycka NpowLeccoB CYUTALTCA Nepuoj pa3BopaynBaHis NpoLecca C MOMEHTa ero cTapra
1 10 MOMEHTa Hayana 3arpy3Kkn M KPUTHYECKNX CucTeMHbIX Gubamnotex (Hanpumep, ntdll, kernel32 n1.n. 8 Windows).
Ecnn faHHast onwms BbICTaBAEHA, TO B 0003HAYEHHbIN Nepuos (aitioBble COObITUS MPOLLECCOB OTNPABASTLCS He OyAyT.
Cuutaetcs, 4o B 3T0T Nepuop paboTaer TONbKO KOA CUCTEMHOrO 3arpy34uka NpoLeccos, a ero (hainnoBble CoObITUS

HepeneBaHTHbI B KOHTEKCTe Ub.
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®unbtpoBathb thainosbie CO6bITUS.

EC/m ZaHHas onuus BbICTaB/IeHa, TO U3 NOTOKA UCKNKYAKOTCA CeAyioLLmne (haitfioBble COObITH:

Windows:

1) onepaumu yteHus ans dainos desktop.ini, *.mui, *.manifest, *.icm co cTOpoHbI Nt06bIX NPOLLECCOB;

2) onepaumn ytenuns ans dainnos tzres.dll, stdole2.tlb, sortdefault.nls, hosts, *.ttf B cucremHom katanore
(nogkatanore) co CTopoHbl N0GLIX NPOLECCOB;

3) onepaumu 4TeHus/3anucu (haitnos B Katanorax (noaxatanorax)
c:\users\<username>\appdata\{localllocallowlroaming}co cTopoHbI npoLeccos Gpay3epos;

4) onepauyun C UMEHOBAHHbIMY KaHanamu mojo.*, crashpad_*, wkssvc co CTOpOHbI npoLeccos Opay3epos.

Uckniouatb hainosbie cobbiTHs npedpetyepa.

Mpedperyep — 310 KoMnoHeHT OC, YCKOPSHOLLMA 3aMyCK NPOLLECCOB 3a CYET NPeAN0AT0TOBKM ONpeeneHHbIX
AaHHbIX. ECn faHHas onuus BbiCTaBNeHa, T0 (hainoBble cOObITUA npedetyepa oTnpaBsTbCs He GyayT. MockonbKy
npedetyep — 370 JOBEPEHHbIA CUCTEMHbIA KOMMOHEHT, paboTalWmii Ha Ha4yanbHOM 3Tane pa3BOPayMBaHUS
MPOLECCoB, ero (hainosble COObITUS HEpeneBaHTHbI B KoHTeKCTe Mb.

Hckntodatb coObITUS YTEHUS HCNONHAEMbIX (haiNoB, CBA3AHHbIE C X HCMOIHEHNEM.

[ins 3arpy3ku ucnonusiemblx ainnos 0C npou3BOAMT UX YTEHNE C AUCKA. AreHT MOXET OTANYUTL 00bIYHOE
4yTeHue (hannoB (B T.4. UCMONHSEMbIX), KOTOPOE MOXET BbINOAHSTH KOO0 NPOLECC, OT YTEHNA C LiENbIO NCNONHEHNUS
WX KOAA, KOTOPOE BbIMOMHAET Cama CUCTEMA, YTO ABASETC MeHee 3HaYuMbiM B KoHTtekcte Wb. Moatomy
NpeayCcMOTPEHa onuusa, N03B0NALLANA NONHOCTLI) UCKKOYUTD U3 NOTOKA NOA0OHBIE (DaitNoBble COOBITUS.

Ucknioyatb coObITUSA YTEHHUA HCNONHAEMDBIX (hainoB.

Cucrema mam npoueccbl MOryT NPOU3BOAUTL YTEHUE MCMONHAEMbIX (DailoB NS TEX MM MHbIX Lienei,
Hanpumep, AOCTYN K pecypcam (ucnonnsemble ainsl Windows B dpopmate PE) wan nonyyenue ¢hainosbix
MeTaaHHbIX. [laHHas onuus no3BOASET UCKNKOUMTb U3 NOTOKA Takue (aitnosble CoBbITHS.

Uckniovatb coObITHS uTeHus NoGbIX hainnos.

[laHHas onuus no3sonsier 6e3yCNOBHO UCKMKYUTL U3 NOTOKA 1t06bIe COObITUS YTeHUs Nt0ObLIX (hainos.
MockonbKy coObITUA YTEHUS anNoB SBASKKTCA OAHUMU U3 CAMbIX MACCOBbIX, UCKKOUYEHME UX U3 NOTOKA CYLLECTBEHHO
(KpaTHO) CoKpalLaer coObITUIHbIA TPAUK, OAHAKO MOXET COKPATUTb BO3MOXHOCTH aHaNMTUKA MO PacCief0BaHUI0

nHumzaenToB Mb.
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Uckniouatb hainosbie cobbiTHs npouecca-cosaatens gaina.

EC/M TOT M MHOM NpoLLeCC CO34aeT HOBBIM (haiin Ha AUCKe, TO OH B JaJIbHENLLEM, KaK NPaBU/I0, 3aMuCbIBaeT
B HEro kakue-10 iaHHble. Cam (hakT co34aHus HOBOTO (haiina B 6ONbLIMHCTBE Cy4aeB yXe ABNAETCS JOCTaTO4HbIM B
KoHTeKcTe Ub, no3ToMy anbHedwwyto (haitnoByt akTMBHOCTb NPOLLECCa-Co3AaTens (aina B OTHOLIEHUN CO3AAHHOT0
M (baiina MOXHO MCKMKOYNTb, YCTAHOBMB AAHHYIO ONLMIO.

Hckntouatb coObITHA AOCTYNA K NPOLIECCAM M HUTSAM.

[laHHas onuus no3gonsieT Ge3yCNOBHO MCKAWYATL W3 NOTOKA NtoOble COObITUA MEXNPOLECCHOTO
B3aumogeicTeus. [ockonbKy COOBbITUA MEXMPOLECCHOr0 B3aUMOAEHCTBUS SIBASKOTCS [OCTAaTOYHO YaCTbIMM,
MCKNIOYEHNE MX U3 NOTOKA CYLLECTBEHHO COKPALLAeT COObITUAHBIA TPA(UK, OLHAKO MOXET COKPATUTb BOSMOXHOCTH
aHaNUTUKa N0 paccnefoBaHmto nHumaeHtos Ub.

Hckntodatb coObITUS 3arpy3Kn N3BECTHBIX MOAYNEN.

[laHHas onuus NO3BOASET UCKAKYATL M3 NOTOKA COOBITUS 3arpy3KM «M3BECTHBIX» UCMOAHSAEMBIX MOZYNEA.
Mockonbky COObITUA 3arpy3ki UCMOMHSIEMbIX MOAYAEA MHOXATCd COObITMAMM CTapTa NpoLeccoB, AaHHas
ONTUMU3ALMS NO3BONSET CYLLECTBEHHO COKPATUTL MOTOK COOBITHA.

K «13BECTHbIM» MOAYNAM OTHOCATCS CeaytoLLMe MOAYN:

— Moy, noanucantble Microsoft Windows nau Microsoft Corporation;

— MOZYNM, Yb XELN AN UMeHa (DailNioB BHECEHbI B (DaiNOBbIE UCKNKOYEHNS, HA3HAYEHHbIE areHTy, o
cratycom «Pa3pelueHo;

— cnepytowne mogynm Windows:

1) %systemdisk%\windows\system32\shcore.dll;

2) %systemdisk%\windows\system32\sechost.dll;

3) %systemdisk%\windows\system32\rpcrtd.dil;

4) %systemdisk%\windows\system32\combase.dl;

5) %systemdisk%\windows\system32\ntdlIl.dlI;

6) %systemdisk%\windows\system32\wow64.dll;

1) %systemdisk%\windows\system32\wow64win.dll;

8) %systemdisk%\windows\system32\wow64cpu.dll;

9) %systemdisk%\windows\system32\kernel32.dll;
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10) %systemdisk%\windows\system32\kernelbase.dll;
11) %systemdisk%\windows\system32\advapi32.dll;
12) %systemdisk%\windows\system32\msvcrt.dil;

13) %systemdisk%\windows\system32\ucrtbase.dlIl;
14) %systemdisk%\windows\system32\gdi32.dll;

15) %systemdisk%\windows\system32\user32.dll;

16) %systemdisk%\windows\system32\win32u.dll;

17) %systemdisk%\windows\system32\comdIg32.dll;
18) %systemdisk%\windows\WinSxS\*\comdlg32.dl;
19) %systemdisk%\windows\system32\comcti32.dll;
20) %systemdisk%\windows\WinSxS\*\comctI32.dll;
21) %systemdisk%\windows\system32\shell32.dll;

22) %systemdisk%\windows\system32\shlwapi.dlI;
23) %systemdisk%\windows\system32\oleaut32.dlI;
24) %systemdisk%\windows\system32\version.dll;

25) %systemdisk%\windows\system32\imm32.dll;

26) "%systemdisk%\windows\system32\winmm.dll";
27) "%systemdisk%\windows\system32\ws2_32.dII";
28) "%systemdisk%\windows\system32\mswsock.dIl";
29) "%systemdisk%\windows\system32\setupapi.dil";
30) "%systemdisk%\windows\system32\dwmapi.dII";
31) "%systemdisk%\windows\system32\winspool.drv";
32) "%systemdisk%\windows\system32\msctf.dIl";
33) "%systemdisk%\windows\system32\uxtheme.dIl";
34) "%systemdisk%\windows\system32\userenv.dIl";
35) "%systemdisk%\windows\system32\msimg32.dll";
36) "%systemdisk%\windows\system32\usp10.dIl";
37) "%systemdisk%\windows\system32\Ipk.dII";
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38) "%systemdisk%\windows\system32\mscoree.dIl";

39) "%systemdisk%\windows\system32\bcrypt.dil";

40) "%systemdisk%\windows\system32\sspicli.dIl";

41) "%systemdisk%\windows\system32\sxs.dIl";

42) "%systemdisk%\windows\system32\windows.storage.dIl";

43) "%systemdisk%\windows\system32\wininet.dIl";

44) "%systemdisk%\windows\system32\ole32.dII";

[ins OC cemeiicTBa Linux TOYHbI NYTb [0 KaX4Or0 MOAYAS MHAMBMZYaneH Ans konkpetHoi OC (Ubuntu,
Red0s, Debian n 1. A.). Huxe npesctasnet nepevenb Mogynei (cnesa) u npumep nytn gns OC Ubuntu 20.04 (cnpaBa).

1) libcap — /usr/lib/x86_64-linux-gnu/libcap-ng.so.*;

2) libpcre — fusr/lib/x86_64-linux-gnu/libpcre.so.*;

3) libpthread — /usr/lib/x86_64-linux-gnu/libpthread-*.so;

4) librt — /usr/lib/x86_64-linux-gnu/librt-*.so;

5) libcrypt — /usr/lib/x86_64-linux-gnu/libcrypt.so.;

6) libcrypto — /usr/lib/x86_64-linux-gnu/libcrypto.so.*;

1) libdl - Jusr/lib/x86_64-linux-gnu/libdI-*.so;

8) libgcc — /usr/lib/x86_64-linux-gnu/libgcc_s.s0.™;

9) libm — /usr/lib/x86_64-linux-gnu/libm.so;

10) libc - /usr/lib/x86_64-linux-gnu/libc-*.so, /usr/lib/x86_64-linux-gnu/libc.so;

11) libstdc++ — usr/lib/x86_64-linux-gnu/libstdc++.50.%;

12) libz - Jusr/lib/x86_64-linux-gnu/libz.s0.*;

13) libzstd — /usr/lib/x86_64-linux-gnu/libzstd.so.*;

14) libselinux — /usr/lib/x86_64-linux-gnu/libselinux.so.*.

Hckntouatb cobbiTHA €O cTaTycoM "PaspelueHo” (Kpome KNoYeBbIXx).

Cratyc «Pa3peLueHo» Ha3HayaeTcs CoObITUAM B pe3ynbTare AeACTBUS UCKIIOUEHHU (3aAaHHBIX QHANMTUKOM
WM BCTPOEHHDIX B areHT). [laHHas onuus NO3BONSET UCKHOYATh U3 NOTOKA Te U3 COOBITUA CO CTATyCOM «PaspeLueHoy,
Y KOTOPbIX HET aCCOLMMPOBAHHOMO C HUMM NpaBUAa.

Hckntovatb Bce cobbiTHSA o cTaTycom "PaspelueHo”.
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llaHHas onuus nofpasymeBaer 0e3yCNOBHOE WCKMKYEHHE M3 MOTOKA BCeX COOLITMA CO CTaTycom
«Pa3peLueHo» (BHe 3aBUCUMOCTY OT HAJIMYMA AU OTCYTCTBUS ACCOLMMPOBAHHOTO C HUMY NPaBNAa).

Hckntovatb cobbiTst RPC-BbI30BOB.

Onuua no3BoNAET NCKNKOYUTb U3 NOTOKA COObITUS CTOYHMKA BbizoBbl: RPC.

®unbrpoBatb coObITUS MOAKUHKaLMKM peecTpa.

[laHHas onuus ynpaBasieT peXxumMom 0TnpaBkiu coObITUiA MogundukaLmn 3Hauverni peectpa Windows. Ecm
ONuMA YCTAHOBNEHA, TO OTNPABAAOTCA TONBKO COOBITUA MOAM(UKALMN PENeBAHTHbIX C TOUKM 3peHus Ub 3HaueHuil
peectpa (Touku aBTo3anycka, HaCTPOKN 6e30NacHOCTH, ONLYMI TPYNNOBLIX MOMMTUK U AP. — KOHKPETHBIA NepeyeHb
MOXET MEHATbCS OT BEPCMM K BEPCUM areHTa), 4to COKpaLLaer notok CoObiTuit 6e3 CyLeCTBEHHOTO YXYALEHUS
3ALUMTHBIX CBOMCTB CUCTEMDI.

Ecim onums He ycTaHoB/EHa, TO OTNPABASIOTCA BCe 663 UCKIOYEHNA COObITUS MOAUDUKALMM 3HAYEHMIA
peecrpa.

OnTMMM3MpOBaTL NPEACTABAEHME CTEKA BbI3OBOB B COOLITUAX.

[laHHas onwus ynpasasier CnocoboM npeacTaBaeHns CT3ka BbI30BOB B COObITUSX. ECnm onuus 3agaHa, 10
CT3K BbI30BOB NEpeaetcs U 0To6paxaetcs B KOMNAKTHOA (hOpMe, e HECKONbKO NOCIEA0BATESIbHbIX 0LUHAKOBBIX
MOJY/el «CBOPAuMBAOTCS» B OMH, @ MH(HOPMALMA O CMELLEHUAX NONHOCTLI0 MCKITHOYARTCA U3 CTIKA BbI30BOB. Takoe
MUHUMANUCTHYECKOE NPeSCTaBeHNe N03BOSET COKPATUTb pasmep NepesaBaeMblX areHTOM JaHHbIX, B T0 Xe BpeMms
0CTaBASIS AHANNTMKY AOCTATOYHO BO3MOXHOCTEA ANS ONPEAENeHUs MHMLMATOPA TOr0 MAM WHOrO CoObITMA,
MOCPeACTBOM aHafu3a CTeKa BbI30BOB. ECau onumsg He 3ajaHa, TO CTIK BbI30BOB nepejaerca U 0ToOpaxaercs B
MOJIHOM BuAe — 63 CoKpaLLeHuil.

MpuHyaUTENbHO NOAABAATL COOLITUA NPOLIECCOB NP NPEBLILICHHN INMUTA.

[laHHas onuus BKNKYAET/OTKNKOYAET MEXaHU3M MPUHYAUTENLHOTO OrpaHuyeHns MoToka CoObITHi
npoueccos. Ecam npouecc B Tevenne 10 munyt renepupyer 6onee 100 Thicay coObITHiA, TO Nepedaya Ha cepsep ero
CoObITHit ¢ KputnyHoCTbl0 MHchopmaums npekpaluaetcs Ha 1 yac (coObitust ¢ 00nee BbICOKOM KPUTUYHOCTBIO
npoaonxar nepeaasatbes). Mlepegaya cobbiTuit npoLiecca BO306HOBASETCS NPU HA3HAYEHUN MY NCKNKOYEHUIA UK MX
U3MEHEHNM, @ TaKXe M0 UCTEYEHUN Mepuoja orpaHuyeHus. Kpome TOro, npegycMatpuBaercs BO3MOXHOCTb
3anpeLLeHnst NPUHYAUTENBHOTO NOAaBAEHNS COOLITUI C NOMOLLbIO (hnara 3anpet NPUHYANTENbHOrO NOAABEHNA

COOLITUM MCKNIOUEHN ANS NPOrPaMM.
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Ounsipayns WMI-cobbitmi

[lanHas onuus no3Bonset Bbibpatb 0AnH U3 pexumos hunbtpacn WMI-cobbitui Windows:

1) Co3anue npouecca — OyAyT AOCTYMHbI TONBKO COObITUS CO3aaHMs npoLeccos nocpeacrsom WMI (Bbi30B
metoza Create o0bekta knacca Win32_Process);

2) Bbi30B MeTopa — GyayT ZOCTYNHbI TOMILKO COObITUA BbI3OBOB METOZ0B KN1aCCOB;

3) Mo «knwoyeBbiM cnoBam — Gyayr  goctynHbl  coObitus WMI,  yaoBneTBopsioLmMe  YCAOBUAM
HaAMYMs/0TCYTCTBUS NOACTPOK, NEPEYUCNEHHBIX B COOTBETCTBYHOLLUX NONAX HUXE;

4) He otnpasnsTb CoObITMS — WMI-COOBITUS NOSIHOCTBHO UCKNKOYAKOTCA U3 NMOTOKA.

B nobbix pexumax (UALTPALUMM BHYTPEHHAS QHANMTUKA, HANpaBJEeHHAs HA BbISBNEHUE TEXHUK

3akpennenns B cucreme Windows nocpegcrsom WMI, npogosnxaet padortats.

001ne HacTPOHKH 6€30MACHOCTH

Pexxum "Tonbko getektupoBaHue" (MPOTHBOAEACTBUE YrPO3aM B peXHUMe PeasibHOro BpeMeHH Ha
areHTe OTKAKYEHO).

Ecm pexum «T0/bKO-0eTEKTUPOBAHME» BKKOYEH, TO BCE ONOKUPYHOLLME peakuun Nepeonpemensiorcs
areHToM Ha «feTektupoBaHuer». B 31om cyyae B none «llpuynHa NpeanpuH[TOro AeHCTBUSA» COObITUS Aenaetcs
COOTBETCTBYHOLLAA NOMETKA, KOTOpas NO3BOASIET MOHATb, YTO TO MM MHOE COObITME He 3a0N0KMPOBAHO U3-3d
BK/IOYEHHOr0 PeXMMA «TOJIbKO-AETeKTUPOBaHME», HO OyAeT 6N0KMPOBATLCA B «00EBOMY» peXiMe.

Takoit pexum paboTbl areHTa MOXET UCN0/b30BaTLCA B IBYX CLLEHAPUSIX:

— HaYanbHbIA nepuod pa3septbiBanna EDR, korga aHanutukamu u3ydaetcs npogmnb COOLITUA HOBOM
UH(OPMALMOHHOA CUCTEMBI M NOAABASIOTCA 0XHbIE CpabaTbiBaHUS;

— [IEMOHCTPALLMOHHBIA  PeXuM, N03BONANOWMA HAOMOAATL 3Tanbl Pa3BUTUS aTaku M OLEHUBATL
BO3MOXHOCTH areHTa no AeTeKTMPOBAHMIO/PearnpoBaHuio Ha KaxzaoM dtane (B «G0eBOM» pexume ataka Obina Obl

3a0/10KMpOBaHa Ha paHHEM JTane).

Hacrpoiikn 6e30nacHoCcTH MOHHTOPA MPOLECCOB
Peakums Ha co3faHue HUTH B CTOPOHHEM npoLecce (Kpome aBTopu3oBaHHbIX nporpamm Windows).
[laHHas onuua ynpasnser nosutukon aredta anaq Windows B OTHOLIEHMM BHefpeHUs KOAA OfHUM

MPOLLECCOM B ApYroi (CTOPOHHMA).
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Yka3aHHas 34ecb KPUTUYHOCTL OyZeT MCNoNb30BaHa Npu (POPMUPOBAHMN areHTOM COObITUA BHEAPEHUS
K0Za. lToBbILeHue ypoBHS KpUTUYHOCTH Bbilwe «Hu3Koi» 3actasut cepsep EDR co3gaBarb uHLMaeHTb! Ub npu nonbitke
BHefpeHns Kopa. [leiciue onpegensier aBToMaTu3npoBaHHYI0 PeakLyMio Ha BHEAPEHUe KOLA CO CTOPOHbI areHTa.
Jlornka onwium He pacnpoCTPaHseTCs Ha NPOrpaMMbl, y KOTOPbIX eCTb NPaBO BHEAPEHUS KO B CTOPOHHME MPOLECCH,
3a1aHHOE C NMOMOLLLI0 MCKITIOYEHUA NS NPOrpaMM, a TakKe Ha CUCTEMHbIe KOMMOHEHTbI U HeKOTOpblA Habop
nerutumoro MN0.

Peakuus Ha gocTyn K CTOpOHHEMY npoueccy/HuTH (Kpome aBTopu30BaHHbIX nporpamm Windows).

[laHHas onuus ynpasnsier noautukon arexta ans Windows B OTHOLIEHUM JOCTYna OZHOTO MpoLecca K
PYroMy NpoLeccy (CTOPOHHEMY) UAM ero HUTH (NOTOKY). Yka3aHHas 34eCb KPUTMYHOCTL Gyaer MCnonb3oBaHa npu
(hopmupoBaHuM areHToM CoObITUs LOCTYNa. MToBbILWEHNE YPOBHS KPUTUYHOCTY Bbile «Hu3KoW» 3acTaBuT cepeep EDR
C03/aBatb MHLMAEHTBI Ub npu nonbiTke foctyna. [leicTue onpegenser aBTOMaTU3MPOBAHHYI0 PeaKLmio Ha 4OCTyn
CO CTOPOHBI areHTa. Jloruka onwuum He pacnpoCTPaHALTCS Ha NPOrPaMMbI, Y KOTOPbIX €CTb NPaBO LOCTYNA K CTOPOHHUM
npoueccam/HuTaM, 3afaHHOe C MOMOLLbIO UCKNKOYEHWIA AAS NPOrpaMM, @ TakkKe Ha CUCTEMHbIE KOMMOHEHTbI W
HeKOTOpbIi Habop nerutumuoro 0.

OnNTMMM3MPOBATL NOTOK COOBITHA MEXNPOLIECCHOT0 B3aMMOAENCTBHS.

OnTummM3aums NoToka COOBLITMI MEXMPOLECCHOr0 B3aMMOLEACTBUS 3aK/HOYAeTC B «CBOPAYMBAHUMMY

HECKONIbKNX 0JINHAKOBbLIX (B paMKax 0fiHOro npouecca) COObITHA B OZHO.

Hacrpoiixkn 6e3onacHocTn hannoBoro MOHHTOPA

Peakuus Ha npsiMOM AOCTYN K XXeCTKOMY AUCKY (KpoMe aBTopu30BaHHbIX nporpamm Windows).

[laHHas onuua ynpasnsaer noauTuKoi arenta gns Windows B OTHOLIEHHM NPAMOrO JOCTYNa TOTO UM MHOTO
MPOLLECca K XeCcTkoMY ANCKY 4191 €ro YTeHNs UM 3anuci. YKasaHHaa 34ecb KpUTHYHOCTL GyAeT MCnonb30BaHa npu
(hopmmupoBaHuM areHToM CoObITUS A0CTYNa. TToBbILWEHNE YPOBHS KPUTUYHOCTH BbIwe «Hu3koi» 3acTaBut cepeep EDR
C037aBartb UHLMAEeHTb! Ub npu nonbiTke goctyna. [leidctue onpegenser aBTOMAaTU3MPOBAHHYIO PeaKLMio Ha LOCTyN
CO CTOPOHBI areHTa. Jloruka onwum He pacnpoCcTpaHAETCA Ha MPOrpaMMbl, y KOTOPbIX €CTb NPABO AOCTYNA K XECTKOMY
ANCKY, 3a[[aHHOE C NOMOLLbIO UCK/OYEHNIn 41 TPOrPAMM, @ TAKXE Ha CUCTEMHbIE KOMNOHEHTbI U HEKOTOPbI Habop
nerutumoro M0.

MopacumtbiBath Xew SHA-1.
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Mo ymonyaHuto areHt npu 06padoTke (ainos ¢ NOTEHLMANLHO AKTUBHBIM COLEPXMMbIM MOACHUTLIBALT XLl
SHA256. [lanHas onums 3acTaBaser ero noAcyuuTbIBath ewe i xew SHA-1, a Takxe NpoBOANTL MATYMHT (DaitNoBbIX
UHLMKATOPOB KOMMPOMETALMA W WUCKIIOYEHNI COOTBETCTBYIOWEr0 Tuna. JlOMOSIHUTENIbHbIE BbIYUCAUTESIbHbIE
onepauyu TpebytoT NPOLLEeCCOPHOr0 BPEMEHU 1 MOTYT 3aMef/InTb pPaboTy CUCTEMbI.

MoacuutbiBath Xew MD5.

Mo ymonuaHuto arent npu 06padoTKe (haitioB C NOTEHLMANLHO AKTUBHBIM COAEPXMMbIM NOACYNTLIBALT XeLl
SHA256. [laHHas onuus 3acTaBAsieT ero noAcuMTbIBaTh elwe v xew MD5, a Takxe NpoBOAMTL MATUMHT (haiNoBbIX
UHLMKATOPOB KOMMPOMETALMA W WMCKIKYEHNI COOTBETCTBYIOWLEr0 TUNA. JlONONHUTESNIbHbIE BbIYUCINTESIbHbIE
onepauyu TpebytoT NPOLLeCCOPHOr0 BPEMEHU 1 MOTYT 3aMef/InTb pPaboTy CUCTEMbI.

Pexum rny6okoro ckaHupoBaHus ainos.

00s3aTenbHa yaCTb aHaoM3a Co CTOPOHbI areHta ANns BCeX (DailfioB C MOTEHLMANbHO aKTUBHbIM
COAEPXUMbIM BKIKOYAeT B Ce0s MOACYET Xel-CyMM, MAT4MHr WMHAMKATOPOB KOMMpOMETaLun M (hainnosbix
uckntodennin. ina dannos dopmara PE (Windows Portable Executable) pononnutensHo npoussogutcs pasbop
3/IEKTPOHHOI MOAMUCK U MeTauH(opmaumi o (aine. [ny6okoe CKaHMPOBAHWE NOAPA3YMEBAET LONONHUTENbHbIE
nposepku — YARA-npaBuna u/unn craTvyecknin aHanmu3 Ha 0CHOBE MALMHHOTO 06yyeHms (ML), cnocoBHbIR BbISIBUTD
XapaKTepHble NPU3HAKK BPEAOHOCHOTO (haiina C MCnoNb30BAHNEM TEXHONOTUIl MCKYCCTBEHHOTO MHTEeNNeKTa. Cnegyer
UMeTb BBUAY, YTO CKAHUPOBaHMe C ucnonb3oBaHnemM ML Moxer ZaBaTb 60/IbLLIOE KOMYECTBO NOXHBIX CPAbATbIBAHMA.
YARA-npaBuna ABASI0TCS IN(EKTUBHLIM CPEACTBOM CUTHATYPHOTO @Hanu3a M NO3BOJAKT BbISBUTL U3BECTHbIE
yrpo3bl. lpu BbIOOpe AAHHOW ONUMK AAA CKAHMPOBAHMA Oyaer ucnonb3oBaH Habop YARA-npaBus, HasHAYeHHbIN
arenty. bonbwwoe konmyectso YARA-NpaBua MoXeT 3aMeLnuTb paboTy CUCTEMDI.

He o6pabarbiBath haiinb! *.ni.dll (HaTueHbIe 06pa3bl .NET Framework).

Oaitnbl HaMBHbIX 06pa3oB .NET Framework co3gatotcs B pesynbrate npegkomnuaswum yruauton NGEN
ynpasnsembix (managed) o6pa3oB Ans yckopeuus pabotbl .NET-npunoxenui. lpn Kaxgon nepekomnuasumu
MEHSAETCA XeLU-CyMMa HAaTUBHOr0 00pa3a — Aaxe HeCMOTPSA Ha TO, YTO UCXOAHDIN yripaBafeMblit 06pa3 He U3MEHANCA.
370 NPUBOJMT K MHOTOYUC/IEHHBIM NPOBEPKAM N0 CYyTH OAHOMO M TOTO Xe (haina (xew MeHeTCs u3-3a U3MEHeHNs
METafaHHbIX) M «3aCOpeHuto» Kewa (cash trashing) Mopynst MOHMTOpUHIa (painoBOA AKTUBHOCTM areHta, 4to B
KOHEYHOM WMTOTe OKa3blBAaeT HeratMBHbI IP(EKT Ha MPOM3BOAMTENILHOCTL areHta B LenoM. Kpome Toro,

MHOrOYNCNEHHbIE BapUaLLMy XeL-CyMM OJHOI0 M TOro Xe (haitna 0TnpaBAsIoTCs 415 npoBepku Ha Tl-nnatchopmy u
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YYUTbIBAIOTCS B MOACUCTEME MOHWTOPUHTA PACMpOCTPAHEHNs, YTO TOXe CO3AAET M30bITOYHYID HArpy3ky Ha 3T
MOAY /M.

[laHHas onuus oTkNtouaeT 06paboTKy CO CTOPOHbI areHta HaTMBHbIX 00pa3oB .NET Framework — nogcyer
XeLen, MaTYMHT NCKNKOUEHMA U MHAMKATOPOB, 1 OTNPABKY COOTBETCTBYHOLLMX COOBITHI B NOTOK.

OnTMMKU3NpoBaTh NOTOK (hannoBbIX COOLITHM.

Ontumu3aumns notoka qannosbix COObITUA 3aKNOYAETCS B «CBOPAYUBAHUMY HECKONbKUX OJMHAKOBbIX (B
pamKax 0HOro npowecca) cobbITHit B 0HO.

Pacwmpenns thainnos ¢ noTeHUNaNbHO AKTUBHLIM COREPXMMbIM

Mo ymonyaHmto (hainnoBas aHaAMTUKa (MOACHET XELer, MaTYMHT UHAMKATOPOB U AP.) IPON3BOANTCA TONBKO
AN UCNONHSIEMbIX (DAANOB M TONbKO NPU UX 3anyCKe (WA 3arpy3ke, eCin UCNONHSEMbIR (hailNl — 3TO AUHAMUYECKH
3arpyxaemas Ou6nuoteka). [laHHas onuus N03BOASIET AONOAHUTENBHO YKa3aTb paclwmMpeHus (hainnos (MOMUMO
UCMONHSIEMBIX), ANS KOTOPbIX Takxe TpeOyetca BKAOYMTL (DaiNoBbIi aHann3, KOTOpbIi OYAET NPOM3BOAMTLCS B

pexume peanbHOro BpEMEHN npu A0CTyNE K HUM.

Hacrpoiikn 6e30nacHocTH ceTeBOro MOHHTOPA

OnNTMMN3MPOBATL NOTOK CETEBBIX COObITHA.

Ontumu3auua noTOKa CeTeBbIX COBLITUA 3aK/OYAELTCH B «CBOPAYMBAHNM» HECKONbKUX OLMHAKOBLIX (B
pamKax 0fHOro npotecca) CoObITHit B OZHO.

AKTHBHOE NPOTHBOAEHCTBHE CKAHUPOBAHMIO NOPTOB.

[laHHas onuMA BKAKOYAET PEXUM IMYASLMKM OTKPbITbIX TCP-NOPTOB Takum 06pa3oM, 4T Npu CKAHMPOBAHMM
Bce TCP-noptbl BbINAAAT OTKPLITbIMA. ITO CYLLECTBEHHO 3aTPYAHSAET ANS 3N0YMbILIEHHUKA MAEHTU(DUKALMIO
PabOTatoLLMX CETEBbIX CEPBUCOB, CHUXAET BEPOSATHOCTb ATaKM Ha HUX U OCNOXHSET FOPU30HTaNbHOE PacnpocTpaHeHue
B CETU.

3anpetntb Bce BXOAALLNE NOJKNIOHEHHS.

Mpu BKNWOYEHUM faHHOR onuun Bce BXoaAwme TCP-nogkntouenns Oymyt otBepratbCsi. ECn areHt He
BbIMOJIHAET PO/Ib CEpBepPa B MHOPMALMOHHON CUCTEME, TO B LienaX 6e30MacHOCTV BCe BXOASLLME NOAKNOYEHNS K
HEMY MOXHO 3anpeTuTb.

OtnpaBnstb cobbitHs ICMP.

PykoBoactBo agMuimctpatopa RT Protect EDR L Brtect
Bepcus 1.0.23 or 14 okra6ps 2024 2 2 9




”pVI BK/IHOYEHUN LAHHOI ONLMK B NOTOK COOBITHIA 6Yﬂ,yT BK/0YATbCA COObITUS CETEBOO B3aUMO/ENCTBUSA NO

npotokony ICMP.

Hacrpoiikn GezonacHocrH MOHHTOPA peecTpa
OnTUMN3HPOBATbL NOTOK COOLITHI peecTpa.
OnTumu3aums noToka COBLITMA peecTpa 3aKNtoyaeTcs B «CBOPAuMBaHMM» HECKOMbKUX OfMHAKOBLIX (B

PaMKaX 0/1HOr0 NpoLecca) cobbiTHii B OHO.

6.9.4. lpochunu xontpons USB

Mpocunn koHtpons USB no3sonsioT ynpaBnatb PasfuyHbIMA YCTPOACTBAMM, NPUCOEAMHSIEMBIMU K
KOHeYHbIM Toukam nocpeactom USB-untepdheiica. KOHTPONb OCYLLECTBASETCS KaK HAZ OTAENbHBIMU YCTPOHCTBAMM,
TaK 1 Hajl MX Knaccamu:

1) Hakonutenu;

2) Mepua-ycTpoicTea;

3) Mpuntepsl;

4) Ckanepbl;

5) becnpoBoAHble yCTPOACTBA U T. 4.

Mop ynpaBneHnem NOHUMAETCS 3aaHue PasanyHbIX PaspeLleHnit 45 BblIGPaHHbIX YCTPOICTB, Hanpumep,
Ha YTeHue, 3anncb, 3anyck i 1.4. Mpu 370M B notoke co6biTuiA GYAYT PopMUPOBATLCA COOLITUS, CBS3aHHbIE B TOM
YUCAE C HAPYLUEHNEM Pa3peLLatoLLell MOSIMTUKN, HanpuUMep, NoNb30BaTesb NOMbITAeTCs 3anycTuTb nporpammy ¢ USB-
HAKONUTENS NP HaNM4YMK COOTBETCTBYHLLETO 3anpeta Ha 3amyck, YT0 npuBeder K opMupoBaHMio COObITUS Ha
CTpaHuLe AKTUBHOCTb.

[loCTynHbI CnegyroLLne Tnbl COObITHI:

1) Ycrpoicreo USB nogkntoyeHo;

2) Ycrpoircteo USB otkntoueHo;

3) 3achukcupoBaHa 3anpeLeHHas NonbITka YTeHKS;

4) 3achukcupoBaHa 3anpeLyeHHas NonbITka 3anuc;

5) 3achukcupoBaHa 3anpeLLeHHas MonbITKa BbINOAHEHNS YIPaBASIOLLEr0 3anNpoca;
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6) 3athukcupoBaHa 3anpeLLeHHasi NoMbITKa 3anycka MCNONHAEMOr0 KOAa;

7) CTaTCTUKa YTeHUS/3anuCh faHHbIX.

Crpannya «lpoghunn kortpons USB»

Crpanuua «Mpodmnm koutpons USB» npeactaBneHa Ha pucyHke 106.

Mpodurnn koHTponsa USB

HassaHwne npodunna MpuBAsaHO areHTOB Ynpasnenue
Habop no ymonuaHuio 401
kaa_empty 0 Ijl
artest 1 i [2)
kaa_test 1 ]
usb_sk 0 il
test_ams 3 fiij
test-vp 0 ]
test_sk 7 ]

test-ds

Pucynok 106 — lpochunn kontpons USB

Ha cTpaHuue otoOpaxaercs Tadnuua ¢ npoghmasiMn Co CAeAYHOLLMMA CTONGLAMM:

1) Knonka BblGopa 3neMeHTa;

2) HasBaHue npochuns;

3) MpnBA3aHo areHToB (N0Ka3blBaeT, CKONbKO areHToB PaboTaert ¢ 3TuM npodunem);
4) YnpaBneHue (COLepXHUT KHONKHN ynpaBaeHns npogunem).

Ha CTpaHuLLe MOXHO BbINOAHUTL CEAYHOLLME ONepaLuy:

1) Bobasnstb npodunn Kontpons USB;

2) TpuMeHNTb BCE NPOGMAK, CO3AAHHBIE 1 COXPAHEHHbIE HA CTPaHMLE, @ TakXe OTAE/bHbIA Npotdunb;
3) PefaktupoBatb Ha3BaHue npoguns;

4) Ynanutb npopunb.

Y1006 00aBUTL NPOMAL, HEOBXOAMMO HAXATb N0 UKOHKE [ nooso v |}

0TKpoeTCs 0KHO, NpefCTaBNeHHOe Ha pucyHke 107.
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[obaeuts npodunb x

HazeaHwme *

bazoewlii Nnpodwnk

JNobBaeute

PucyHok 107 - OkHo go6asnenns npoduns

06si3atenbHoil A9 3anofHeHns aBnsetcs ctpoka Hassawue. MoxHo j006aButb OGO M3 paHee
C03/1aHHbIX Npochuneii B Kauectse 6a3oBOro Npothuns, HO 3T0 AEACTBUE ABASETCS HE0GS3aTe bHbIM.

[ins pefakTupoBaHus UMeHU npouna HeoOXOAUMO HaxaTb Ha cTpaHuue Mpodunu kontpons USB no

MKOHKe B CTPOYKE HanpoTMB MpoIMAs, UM KOTOPOro Tpebyetcs MU3MEHUTb, NOCNE Yero OTKPOETCS OKHO

PeLakTUPOBaHUA MMeHN NPOtMAS, NpecTaBNeHHoe Ha pucyHke 108.

PepaktnpoBate npodwnnb ®

Wms *

test_ams

Pucyxok 108 — PepgaktupoBanue umenu npocpuns

Mocne u3mMeHeHns UMenn npoguns Tpedyetca Haxatb N0 MKoHke CoxpaHMTb, nocne 4ero npoduib ¢

laHHbIM UIMEHEM NOSIBUTCS B CTIUCKE Npodunei.

Ins yAaneHns I'IpO(bI/I}'Iﬂ Heo6X0MMO HaxaTb KHOMKY Unn BOCNONb30BATLCA FPYNNOBbLIM YAAJIEHUEM,

BbIL€/INB COOTBETCTBYIOLLME NPO(IMAM U HAXAB KHOMKY YAaNUTL BbIGpaHHbIe npochunu.

Crpannya «lpoghnnb kontpons USB»
Crpaxuua Mpodhunb KoHtpons USB pa3jeneHa Ha iBe 0CHOBHbIE 001aCTH:

1) ba3oBble HACTPOIKHM;
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2) KoHdpurypaumn kontpons USB-yctpoicrs.

ba30Boi HACTPOWKOW ABNSIETCS TO, BKNKOYEHA I NOACKCTEMA KOHTPOAS USB-yCTpORCTB U Het. Bkntoyekue

BbIK/I0YEHME OCYLLEeCTBASETCSH C NOMOLLbH0 KHOMOK / L O .
B o6nactv KoHdurypauumn koHTpoas USB-yCTpoicTB no yMoNYaHuio npectaBaeHbl 00LLMe YHUBEPCANbHbIE

KOH(pUrypaLmuu ycTponcTs (cmMotpu pucyHok 109).

Mpogwuneb kouTpons USB Habop no yMonuzHAD

BazoBble HacTpoiikn

03.06.2024, 15:31:34 (HeT aannbix)
Paspewenste padoTsl neacucTems: korTpona UsB-yerporicre O @D BPEMA CO3AAHIR NONL308ATER
27.06.2024, 12:00:53 shift
[y

Kondurypauum koHtpons USB-ycrpoiicts

Tun Yerpoiictao Pazpewenmn Ynpasnetne
Haxonurenn Haxonurenn [ Monsaii gocryn
Media KaMepsi, 2yAMOK3PTHL, 2YANKOHBERTOPEI [ o aocryn
MpuHTepst TpuHTeps! [ Mot gocryn
Cranepei Cranepsi [ Monaii gocryn
Wireless Becnposogutie ycTpolicrea [ Mo gocryn
CDC or Mobile KOMMYHVKALIHOHHBIE YCTPOACTEE M MOGUIBHbIE TenehoH:! [ Mot gocryn
HID Yerpoiicrea s3anmozelicrans ¢ nonbsosatenem [ Mot gocryn
Lpyrve Mpouve ycrpolicrea [ Mo gocryn
th &

Pucynok 109 - Mpodhunb kontpons USB — Habop no ymonyauuio

Monb3oBatenb MOXer [00aBUTb YHUKASNbHYK KOH(Urypauuio, Haxas KHonky [lo6aButb npaBuno.

Otkpoetcs okHo Co3panne npaBuna Kontpons ycrporcrea USB (cm. pucyHok 110).
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CozpaHue npaeuna koHTpona USB-ycrpoiictea x

YHUKaNbHBIA ngeHTudukatop () *

AWTE 2

TN KOHTPOAMPYEMOro yCTpolicTea *

PazpewweHuA

© 3abnokmpoeaxo
MonHeIA gocTyn

Pucynok 110 — Co3ganue npaBuna koxtpons USB-yctponcrs

30eCb HYXHO BBECTM MH(OPMALMKO 00 YHUKANbHOM MAEHTM(IMKATOpPe YCTpoiCTBa B (hopmarte
VID_PID_MI_SERIAL (VID - wpeHtncpmkatop npoussogutens, PID — wupentudpukatrop npogykta, Ml — Homep
untepdeiica, SERIAL — cepuitHblit HOMep yCTpORCTBa) M rpynnbl ycTpoicts B (hopmate VID_PID_MI, 3ty uHchopmavmto
00 yCTPOMCTBAX MOXHO y3HaTb Ha CTpaHuL,e AKTHBHOCTb B CoObITHsIX TUna Kontponb USB. [lanee cnepyert BbiGpatb
TUM KOHTPOSIMPYEMOTrO YCTPOACTBA U [00aBUTL HEOOXOAUMbIE pa3pelleHus, N0 YMONYaHMK0 YCTPOMCTBO Oyaer
3a010KMpPOBaHo.

B03MOXHO yCTAHOBHUTH CIefyHoLLMe pa3peLLeHns:

1) bnokuposka;

2) Ha uteHue;

3) Ha utenue v 3anuco;

4) Ha 3anyck nporpamm;

5) Ha nonyyenue CTaTuCTUKy onepavuit BBOAA/BbIBOAA.

[ins 3aBepLueHns onepawium no 400aBAEHUKO NpaBua He0OX0ANUMO HaxaTb kKHonky Co3aartb.

YHUKaNbHble KOHGIMTYPaLMM, B OTAMYME OT YHUBEPCANbHbIX (OHM BbIAENSIOTCS XENTbiM LBETOM Ha

CTPaHMLE), MOXHO YOandtb, A4S 3T0f0 B CTPOKE C KOH(Urypauued npucyicreyer KHomka ' uaum MOXHO

BOCNOJIb30BaTbCA rPynMnoBbIM yAal€HUEM, BbI1€INB HYXHbIE MPaBUNA U HAXaAB KHOMKY Ypanutb BblﬁpaHHbIe.
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[lnq peakTMpoBaHs NtoObIX KOH(UIYPaLMii B KAXAO0M U3 HUX MPUCYTCTBYET KHOMKA

A COXpaHeHus W3MEHEHWA M MOCAedyIOWero NPUMEHeHns npouns Tpedyercs HaxaTb MO MKOHKE

l_h -
= , N0CNE Yero OTKPOETCA OKHO NOATBEPXACHUA AENCTBUA, NPEACTAB/IEHHOE HA PUCYHKE M.

Moats ep>XaeHne ae NCTBUA

MpumeHeHue npoduna K areHTam

MoaTeepavTs OTMmeHa

Pucynok 111 - MopTBepxaeHne aencTBua NpUMeHeHus npoduns

Mocne T0ro, Kak nonb30BaTeNb Haxmer no ukouke MogrsepauTb, Npouab OYAET NPUMEHATLCS AN
HA3HAYEHHOr0 areHTa.

[ns npumeHenns Bcex npoduned, umerowmxcs Ha crpaxuue Mpodpunn, BO3MOXHO Haxatb N0 MKOHKe
Ha cTpanunue npodhnns uMeeTcs BO3MOXHOCTb ANS UMNOPTA/IKCNOPTa AaHHbIX U3 npothuns B hopmarte txt:

1:
_ 3KCNOPTMPOBATL NPOuab B hain hopmara txt;

— — UMNOPTUPOBATb AaHHbIE M3 (haitna B Npounb (popmar txt).

KoHdhurypauuu B npodyune MOXHO akTUBMPOBATb M [1€aKTUBMPOBATb MO OTAEALHOCTM MAW TPyNNOi. [ng

BbINONHEHUS ONEPaLMA N0 OTAEABHOCTM WCMONBb3YHOTCA KHOMKN JleakTMBMPOBATL/AKTUBUPOBATDH (O/ ).

Kaxpaa onepauns tpebyer noaTtBepxaeHns. [lna aktvaLuu/4eakTuBawuu rpynnbl KOHGUrypaumin Heo6xoaumo

OTMETUTb UX hnarom () M HaXaTb KHOMKY rPynnoBOro NpUMeHeHus AKTMBMPOBATL BbIGPaHHbIE INEMEHTbI (

v
.) unu JleakTMBMpOBaTh BbIGpaHHbIE I1EMEHTbI ().
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bbictpoe cozganne KoHghurypayni kontpons USB Ha ctpannye «AKTHBHOCTb»
[insi coGbITHI, NCTOYHMKOM KOTOPBIX SIBASETCS MOAYAb KOHTPONS USB, KOH(MIypaLMoHHOe NpaBuao MoXer

ObITb fO6ABAEHO C NOMOLLbLHO MacTepa co3aaHus npasui ans USB-ycTpoiCTB Ha CTpanmnue AKTMBHOCTD. [15 37010 B

KaXgod ctpoke cobbiTust, uctouHkom kotoporo siensiercs Koutponb USB, npucytciayer Kxonka . Haxarve
KHOMKM OTKpbiBaeT OkHO Macrep co3panma npasun pns USB-yctpodctB ¢ npef3anonHeHHbIMM NOASMM
YuukanoHbiit npentucpukarop (VID_PID_MI_SERIAL), Tun ycrpoiictBa v nonem Mpodpmnb, B KOTOPOM MOXHO
BbIOpaTh NpotnAb A9 coXpanenus npasuna. Mpu Haxatuu khonku [lanee oTkpbiBaetcs okHo Co3paHue npaBuna
KoHTpons USB-ycTpoicTBa, B KOTOPOM He0BX0ANMO YCTAHOBUTL pa3peLlenns ANs BbIOPaHHOro YCTpoicTea. [ns
3aBeplUeHns onepauun HeoGX04UMO Haxatb kHOMKy Co3pathb, MOC/e Yero HOBas KOHUrypaLusi NOABUTCA Ha

CTpaHuLe BbiGpaHHoro npotnns Kontpons USB.

6.10 Mapametpbi

B obnactn Mapametpbl 0CHOBHOW naHenn [porpamMmbl HaXoAATCcs cnepytowme pasgensl: XypHan
pencteui, luctpuéytusnl v JlneHsunposanue.

Pa3genbl cofepxar napaMeTpbl HACTPOIKM [Tporpammbl, MMLEH3NI0, NOCNEAHION BEPCUI0 areHTa, XypHan

COObITHIA, CBSA3AHHbIX C MHLMAEHTaMU 0€30NaCHOCTH, YYETHbIMU 3aNUCAMN nonb3oBaTeNnei u JeiCTBUAMM C areHTamiu.

6.10.1. XypHan geicramni
Ha CTpaHuue )KypHan neﬁcrsuﬁ nonb3oBarenen B Ta0NUYHOM BMAaeE npeacraB/icHa VIHq)OpMaLI,VIFI 1]

eACTBUAX NONb30BATENEN: aHANMTUKOB M aAMUHUCTPATOPOB (puc. 112).
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[1F«EDR

Mpadwim

y >KypHan aeiicTBuiA nonbzoBarteneid
XpaHunmLe

T YAIEMMOCTH Noxassisath No Pone nonbicsatens Monb30BEaTEND

AHANMTHEA

VIHAMKSTOPL aTaK He niBpan Mowck ne
WHAMKSTOPL KOMNPOMETaLIWA
- : : :
YARA-npaewna ($aiinsl)
YARA-npagnna (namats) Bpema Tun geAcTena Wma nons3oearena / IP-agpec

Hvreane Wi - > 14.1@.202 83:1 /ISMEHEHME KDUTAYHOCTH Y 8rEHTO8 Svetlana / 192.1658.53.11
ypHanas Window: k a7 4
XKypHar lows

> 14.18.2024, 15:81:38 W3MeHEHHE KPMTHYHOCTM ¥ reHTOE
WCKIHOHEHWA
> 14.18.2024, 15:81:1 WsMeHEHHE KPMTHYHOCTM ¥ areHTos
»  VICCADYEHA ANA NpOrpaMm
> 14.18.2024, 1 t BriKnio4eH1e aETOMATHHECKOTO OBHOBNEHNA rina / 192.168.53.11
Vickmioueting Ans aiinos
e > 14,18, 2024, 14:54: V3MEHEHWE KDHTUYHOCTM y BrekToR rina / 192.168.53.11
VIOUIoHEHNA MHAMKATOPOE aTak > 14.18. 2824, 1 156 WIZMEHEHWE KDHTMYHOCTH y BTEHTOE rina / 192,168.53.11
e > 14,18, 2824, 14:98:8 YAENEHNE MHUWAEKTS anpg / 192.168.53.11
SOGHITH
Vranerme - npg / 192.168.53.11
] TMpoguan 3a1MTE AAHHBDX 2 YABNERNE MHLMASHTS anpg / 182.168.33.
Vnanerme - npg / 192.168.53.11
Mpoduan GE30NACHOCTH areHTa 4 JAanetne HURASKTa anpg / 192,168.53.
y ‘nanesue HTE npg / 192.168.53.11
. Mpodwunm coHtpons USB ? 1 AENEFEME HHUMAERTS anpg / 192.168.53.
> ¥aanerne MHUMAEHTS anpg / 192.168.53.11
NAPAMETPE
> Yaanerne MHUWAEHTS anpg / 192.168.53.11
KypHan geficTemia
> 14.16.2024 14:87: YA3NeHNe WHUWIEHTE anpg / 192.166.53.11

PucyHok 112 — XypHan peicraui

Co6biTust TabANLbI MOXHO (DUABTPOBATL N0 KOAMYECTBY 0TOGpaxaeMbix CoObiTvil ((punbTp MokasbiBaTh
no), uMexn nonb3osarens (hunctp Uma nonb3oBatens), ponu nonbosarens (puastp Ponb), Tuny fencrsusg,
COBEPLIEHHOro nonb3osatenem ((unbtp Tum nonb3oBatens), a TakXe BbINOAHATHL MOUCK NO COAEPXUMOMY
LencTBUS.

B dunbpe Mouck no copepXumoMmy AEMCTBUS MOXHO BBOAMTL MONS, COAEPXALMECH B ONUCAHUM
peicteus B JSSON-chopmare.

Bce Bo3MOXHbIe eiCTBUA N0Sb30BaTE/IeH, 0TO0paxXaeMble B TabanLe, pasfeseHbl Ha TUMbI U MOATUNbI:

AsTopH3auus nonb30BaTeNs:

1) Bxoz B cuctemy;

2) BbiX0f U3 CCTEMDI;

3) Bbix0f M3 CHCTEMBI Ha BCEX YCTPOMCTBAX.
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Pabota c nonb3oBarenem:

1) Co3naHue HOBOrO N0/b30BATENS;

2) U3meHeHue napons nonb3oBarens;

3) Ynanenue nonb30Batens U3 CUCTEMbI;

4) bnokupoBKa nonb3oBarens;

5) Pa36nokupoBKa Nonb30Batens;

6) 3anpoc ccbinku ans copoca napons;

1) Copoc napons nonb3osarens.

Paborta c areHToM:

1) OtmeHa BepuduKaLLmMm areHTa;

2) [loGaBnexue areHToB B rpynny;

3) Ynanexue areHToB U3 rpynnbl;

4) Bepudmkaums areHtos;

5) 0TnpaBka KOMaH[bl arexty;

6) OTnpaBKa KOMaH[bl rpynne arexTos;

7) 3arpy3ka HOBOro ANCTPUOYTMBA areHTa Ha CepBep;

8) Ynanexue anctpuytuea areHTa ¢ Cepeepa;

9) CeteBas M30/191LMs areHToB;

10) OyHKUMK 3aLNTbI ArEHTA BbIKNKOYEHDI;

11) BbikntoueHne aBTOMATHYECKOTO 0GHOB/IEHUS AreHTOB;
12) CHATHe ceTeBOM 30/IAILLUM AreHTOB;

13) OYHKLMM 3aLLUMTbI areHTa BKNKYEHDI;

14) BkntoueHne aBTOMATUYECKOTO 0GHOBIEHUS AreHTOB;

15) Ha3HayeHue arenTam Habopa UCKIOYEHUA ANs (ainos;
16) Ha3HayeHue areHTam Habopa UCKNKYEHUA AN NPOrpaMm;
17) Ha3HaueHue areHTam Habopa MHAMKATOPOB KOMNPOMETaLMM;
18) Ha3HaueHue areHtam Habopa xypHanos Windows;

19) Ha3naueue arentam Habopa YARA-npasun (paiinbl);
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20) Ha3Hayexue areHtam Habopa YARA-npasun (namarb);

21) Ha3HaueHune areHTam Habopa MHAMKATOPOB aTak;

22) Ha3HayeHue areHTam npouns 3awiuTbl JaHHbIX;

23) Ha3xaueHue arentam npoduns 6e30nacHoCTH.

Kondmrypauus:

1) Co3panue HoBOro Habopa;

2) YnaneHue Habopa;

3) lobaBneHne HOBbIX AaHHbIX B HAGOP;

4) Ypanenue fanHbix u3 Habopa;

5) UMnopt AanHbIX B HaGop;

6) PenakTupoBaHue daHHbIX B Habope;

1) KonupoBaHue aHHbIX MeX [y Habopamu;

8) MepemeLyenne JaHHbIX MeXAy HaGopamu.

Pa6ota c channamu arenra:

1) 3arpy3ka (haitna arenta Ha cepsep;

2) Ynanenue (haitna arexTa ¢ cepsepa.

Pabota ¢ MHUMAEHTOM:

1) Co3naHune MHUMAEHTa;

2) CmeHa 0TBETCTBEHHOT0 3@ MHLMAEHT;

3) 3aKpbITHe MHLMAEHTa;

4) Ha3HaueHune MHUNAEHT];

5) lo6aBnexue CoObITUI B MHLMAEHT;

6) Yaanexue coObITHit U3 MHUMAEHTA.

NleiicTBME C NULIEH3NEN:

1) YcranoBka HOBOW NULLEH3MK Ha CepBepe.

B neBoi yactu 1a0nMLbI C SEHCTBUSAMM NO/Ib30BATE/IEH HAXOAUTCA KHOMKA PACKPbITUS LONOAHUTENLHON
MHOpMaLWK 0 BbIGPAHHOM AEHCTBMM — 7 . B 3aBUCMMOCTM OT TUNA AEHCTBUA MH(OPMALLUS, PacKpbIBaeMas npu

HAXaTUW KHOMKN # , MOXET OTANYAThCS.
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Mpu BbIGOpe nto6oro Tuna aencTeus B pasnene Pa6ota ¢ nonb3oBareneM B PackpbIBaKOLEHCS 001acTH
nonb3oBarento Gyaer nokasaHa AONOAHUTENbHAS TabauLa C AaHHLIMU NOAL30BATENS, C KOTOPLIM NPON3BOANANCH
peincreug (puc. 13):

1) Ums nonb3oBatens (noruk);

2) Email;

3) Umsi n hamunus, ykasaHHbIe NpU perucTpauiu;

4) CocTosiHME aKTUBHOCTM NONb30BATENS HA MOMEHT COBEPLIEHMS C HUM JLeACTBHIA.

Wma nonwzosatenn Metpoe

Email petrov@mail.ru
Wima Metp
Damnaua Metpoe

AKTHBHOCTE [ Axcrveen |

PucyHok 113 — UHchopmaums o nonb3oBarene, € KOTOPbIM COBEPLLANNCH AENCTBHS

Mpu BbiOOpe Tuna feicteus OtmeHa Bepudpukauuu areHta B pasjene Pabota ¢ areHtom B
packpbiBatoLLencs oonactu Gyaer nokasaHa rabanua ¢ ID u umeHem areHTa, BepudmkaLns KOToporo Obina 0TMEHEHa

(puc. 14).

WMma arenTa TAMYA-VM10

ID arenTa 82fe52ad3d2919609c32b526f34a685003

PucyHok 114 - OtmeHa BepuchuKaLMm areHTa

Mpu BbiGOpe TMNOB AeilcTBUA Jlo6aBNeHMe areHToB B rpynny/Y AaneHne areHToB U3 rpynnbl B pasaene
PabGota ¢ areHToM B packpbiBaloLeics 06nactn Oyfer nokasaHa T1abaMua C UMEHEM Tpynnbl, B KOTOPYH
L00aBASIETCS MK U3 KOTOPO YAANSETCA areHT, a Takke UMeHeM f00aBASEMOro/yansieMoro areHTa.

Mpu Haxatu JIKM Ha umeHn rpynnbl MOXHO nepeittv K ctpanuue Tpynna. Mpu Haxatum JIKM Ha uMenu
areHTa NpouCXoauT nepexos K crpaHuLie AreHr.

Mpu BbiOOpe TNOB feiicTBUs Bepudpukanus Arentos/CeteBas M3onsuus areHToB/@yHKLNUN 3aL4uTbI

areHTa BblK/IOYeHbI/BbIKNOYEHe aBTOMATHYECKOro 0GHOBNEHHS areHTOB/CHATME CeTeBOW HM30ASLMUM
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areHToB/OYHKUMM 3alMTbI areHTa BK/KOYEeHbI/BknoueHne aBTOMATMHECKOro OGHOBNEHMS areHToB B
paspene Pabora ¢ areHTOM B packpbiBatoLiencs o6nactu Oyaer nokasaHa 1abauua ¢ UMeHem areHta, ero D u

rpynnoit BepuduLmMpyemoro arenta (puc. 115).

Wmsa areHTa ID arexTa Mpynna

agent_Win_7x64 f726152cd0a74a3e8d77eb4044a186ed01 tona-Tect

Pucyrok 115 — Unchopmaums o Bepudpnunpyemom Arenre

Mpu BbIOOpe TMna pgedcteus OTnpaBKa KoMaHAbl areHTy B pa3gene Pabota ¢ areHtom B
packpbiBatolenca 06nactn OyAeT nokasaHa TadnuMua C TEKCTOM OTNPAB/EHHOW KOMAH[bl, UMEHEM areHTa, Ha
K0TOpOro ObiNa 0TNPaB/EHa KOMaHAA, a TakXe BpeMeHeM 0TnpaBkit koMaHAbl. Mpn Haxatun JIKM Ha uMenu areHTa
MPOMCXOAMT NEPEXOS K CTpaHuLe AreHr.

Mpu BbIOOPE THNA AEWCTBUS 3arpy3Ka HOBOro AUCTPUOYTHMBA areHTa Ha cepeep B pasaene Pa6ota ¢
areHToOM B packpbiBatoLLencs o0nactu Gyaer nokasaHa 1adauLa C UMEHEM W BepCvel 3arpyXaemoro Ha cepsep
areHta, BpEMEHeM 3arpy3ku, pa3mepom auctpubytmea, nnaropmoit (1o ectb 0C) areHta, apxuTEKTYpoii areuTa,
MUHUMaNbHOA BEPCUER LLeNEBOM NNAT(IOPMbI, OMUCAHUEM 3arpyXaeMoro AMCTPUOYTUBA U €ro XeLeM, PacCHUTaHHBIM
no anroputmy MD5.

lpu BbiGope B pa3nene Pabora ¢ areHtom TinoB feiicteus HasHayenue areHtam Habopa ans
thainos/gna nporpamm/mHaukatopos komnpometauun/xypHanoB Windows/YARA-npaBun/unankatopoB
atak B packpblBatowierc o6nactu Oyaer nokasaHa Tabauua ¢ Ha3BaHMeM Habopa ¥ KONMYECTBOM areHToB, K

KOTOPbIM NpUBA3aH COOTBETCTBYIOWMI HaBop (cM. puc. 116).

HaseaHue Habopa testP

Konuuecrso arexTos 4

Pucynok 116 — UHdopmaums o npuBA3aHHbIX K areHTy Habopax

[nq nepexofa K pasgeny lporpamMmbl, COOTBETCTBYHOLLEMY YKa3aHHOMY B TabnuLe Habopy, HEOOXOAUMO

KJIMKHYTb N0 MMEeHI Habopa.
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Mpu Bbi6ope B pa3aene Kondhurypauus tunos geiicteus Co3gaHue HoBoro Habopa/y ganenne Habopa
B packpbliBatoLieiics 06nact Gyaer nokasaHa Tabanua C Ha3BaHNEM M TUIIOM C03[aBaeMoro Habopa.

lpu BbiGope B pasgene Koucpurypauua tunoB feicteus JloGaBneHue HOBbIX AaHHbIX B
Habop/Y aanenune panHbIX U3 Habopa/PeakTupoBaHne AaHHbIX B Habope B packpbiBatoweincs o6nactu Gyaer
noKa3axa 1abauua C UIMeHeM 3N1eMeHTa, Ha3BaHUeM Habopa, TUMOM Habopa, CO3AATe/IEM IEMEHTA, N10/1b30BaTENEM,
CLeNIaBLIMM NOCSIeHEe N3MEHEHNE B INEMEHTE.

Mpu BoiGOpe B pa3aene Kondurypaums unos seinctens AMnopr aaHHbIX B HA6OP B pacKpbIBaOLLENCS
o6nactu Oyet nokasaa Tabauua ¢ Ha3BaHnem Habopa, TUMOM Habopa 1 KONMYECTBOM 00aBASEMBIX INEMEHTOB.

Mpn Boibope B pasgene Koudmrypauus tinos peicreus KonupoBanue AaHHbIX MexAay
Ha6opamu/llepemelenne RaHHbIX MeXAY Habopamm B packpbiBatoLeiics o6nactn Gyaer nokasaHa Tabauua ¢
UMEHEM KOMUPYEMOTO 3J/IeMEeHTa, Ha3BaHWeM Habopa, U3 KOTOPOr0 KOMMPOBANM WAM NEPEMELLASN IJEMEHT,
Ha3BaHneM Habopa, B KOTOPbIM KOMMPOBANAM WAW MEPEMELLANN INEMEHT, TUNOM Habopa, co3patenem
KONupyemoro/nepemeLLaeMoro 3EMEHTA 1 N0b30BATENEM, (ENABLLIUM NOCNEAHEE H3MEHEHNE B INEMEHTE.

Mpu BbIOOpE B pa3aene Pa6ota ¢ hannamu arenta mna feicTeus 3arpyska paina areHta Ha cepsep
B packpbIBatoLLeincs 00nacTn Gyaet nokasana 1abauua C MMEHeM U pa3MepoM 3arpyXeHHOro (haina, Xeww-cyMmamiu,
paccyntanHbiMu no anroputmam MD5 u SHA-256, a Takxe ID nonb3oBatens, 3arpy3uBLuero (ain Ha cepeep (puc.

7).

Wms daiina CA\Windows\System32\smss.exe

Pasmep 68 KB

MD5 437eee7b4b19a%ed01452b31adb17433

SHA-256 f9bb1d0bb4d7d3de73538e456056d9b5ba75dbbeeb2c53821c0196123d9cf7e5
ID nonbsosatens 198f2855-889¢c-4c86-8d43-14ad66b0567a

Pucyrok 117 - Hucpopmavus o ckayaHHbIx hainax

Mpu BblbOpe B pasfene Pa6ota ¢ danamm areHta U TMna feicreus Ypanenue dramna arexta ¢
cepBepa B packpbiBatoLLeinca 06nacTu OyaeT nokasaHa Tabauua ¢ UMeHeM yaanenHoro daina v ID nonb3osatens,

yaanusLero cain (puc. 118).
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Wwmsa daiina C:AWindows\System32\smss.exe

ID areHTa fd521338bch0194f7fe2d7de97933f397e

PucyHok 118 — UHdhopmaums 06 yaaneHHbIx chainax

Mpu BbIGope B pa3aene Pabota c MHUMAECHTOM TvNa AeiCTBUS Co3aaHNe MHLMAEHTA B PACKPbIBAOLENCA
00nactin OyaeT nokasaHa Tabanua ¢ Ha3BAHMEM M OMUCAHMEM MHLMAEHTA, MPUCBOEHHBIMUM MY MPU CO3AAHMM (HC.

19).

HassaHue (npu cosgaHuu) TecToBblid #2208

Onucanne (npu co3pgaHum) TecToBbIA MHUWAEHT

Pucyrok 119 — Unchopmaums o co3gaHun HHLMAEGHTA

Mpu BbiGope B pasfene Pabota ¢ WHUMAGHTOM TUNOB [edcTBU CMeHa OTBETCTBEHHOro 3a
WHUMAEHT/3aKpbiTHe HHLMAeHTa/HasHaueHne MHLMACHTA B packpbiBatoLeiics 06nactu Gyaer nokasaxa rabamua
C Ha3BAHWEM WHLMAEHTA ¥ UMEHEM NO/Ib30BATENS, OTBETCTBEHHOTO 3@ PELLIEHNE 3TOr0 MHLMAEHTA. [Lng nepexoja K
cTpaHuue MHLMAEHT HEOOX0AMMO KAUKHYT N0 MMEHN MHLLMAEHTA, YKa3aHHOMY B TabnuLe.

Mpu BbIGOPE B pa3aene Pabota ¢ MHUMAGHTOM U THNa eicTBUS CMEHa OTBETCTBEHHOrO 3@ HHLMAEHT B
packpbiBatolLeincs o0nactu Oyaer nokasaHa TabfMUa C HA3BAHMEM MHLUMAEHTA M MMEHEM M0/b30BaTeNs,
Ha3HAYEHHOr0 B3aMeH NPefblAYLLEro OTBETCTBEHHOTO 3a pelleHue nHunaenTa (puc. 120). s nepexoaa K CTpauunue

HHuupeHt cnepyer KNMKHYTb M0 UMEHU UHLIMAEHTA, YKa3aHHOMY B Tabnuue.

HasBaHune Mpouecc C:\Program Files (x86)\Kaspersky... #2444

HoBblii oTBETCTBEHHDIIA anpg

Pucyrok 120 - Unchopmanus 0 HOBOM OTBETCTBEHHOM 3@ MHLMAEHT

Mpu Bbi6ope B pa3nene Pabota ¢ MHUMAEHTOM TUNOB AeilCTBUA 3aKpbiTMe MHUMAeHTa/HasHavyeHne

WHUMAGHTA B packpbiBarowencs o6nactu Oyfer nokasaHa TabanMua C HAa3BAHMEM WHUMAEHTA W MMEHEM

PykoBoactBo agMuimctpatopa RT Protect EDR L
Bepcus 1.0.23 or 14 okra6ps 2024




N0/1b30BaTeNA, 0TBETCTBEHHOI0 3a PeLueHue nHumuaenTta (puc. 121). Ins nepexopa k crpaxute WHumaeHT Heobxoaumo

KNNKHYTb N0 HAa3BaHWUI0 WHUWUJEHTA, YKa3aHHOMY B Tabnnue.

HasBaHune Mpouecc C:\Program Files (x86)\Kaspersky... #2444

OTBeTCTBEHHBIN anpg

Pucyrok 121 - Unchopmaums 06 0TBETCTBEHHOM 33 HHLMAEGHT

Mpu BbiGope B pasgene [ledctBue ¢ NMLEH3MER THMNA [eicTBUS YCTaHOBKA HOBOM NIMLEH3MM HA
cepBepe B packpbiBatoLieics 06nactu OygeT nokasaHa Tabauua C Ha3BaHNeM KOMMAHUK, KOTOPOR MPUHALNEXMT
NMLEH3NS, CEPUIHbIM HOMEPOM NMLEH3MM, AATOM Hauyana M OKOHYAHUS [EACTBUS NULEH3MM, MAKCUMasbHbIM

BO3MOXHbIM KONYECTBOM AreHT0B, TEKYLLMM KONMYECTBOM dr€HTOB U KOMMEHTAPHUEM K JINLIEH3NN.

6.10.2. Ancrpubyrnsbi
Ha ctpaHuue [inctpnOyTnBbl 0T00paxaeTcs MH(hopmaLms o ZucTpudytmse arenta (puc. 122):
1) Ums (CopepXuT Ha3BaHue AUCTPUOYTHBA areHTa);
2) Bepcus;
3) [lata u3MeHeHus;
4) Pa3mep (noka3blBaeT pa3mep (haitna AUCTpuOYTMBa areHTa);
5) NMnatcpopma (noka3biBaeT HasgaHue OC, Ha KOTOPYHO yCTaHABANBAETCS AUCTPUGYTUB areHTa);

6) ApxutekTypa (noka3biBaet pa3pagHocTb 0C, Ha KOTOPYH YCTaHABAMBALTCS AUCTPUOYTUB arenTa);

1) YnpaBnenue (COAepXuT KHOMKKM CKauMBaHNA 1 yaanexus auctpubytuea P 0 ).
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JAuvctpubyTuBs! <

MCKNKOYEHIA > Agent RT_Prc

MPOGMMA

F51 Mpoduau saums gasmss

MAPAMETPES

Xyp

Pucynok 122 — [incrpu6yTuBb!

Ha cTpaHuue 01o0paxaercs KHOMKa 3arpy3kin AuCTpubyTvBa areHTa , NP1 HaxaTuu
KOTOPOW NPOMCXOANT 3arpy3Ka yCTaHOBOYHOTO AMCTPUOYTMBA areHTa B MOAYNb afAMUHUCTPUPOBAHMS.

Ecm y arenta ycraHoBneH thnar ABTOMartMyeckoe OGHOBNEHHME, TO MOAYNb areHta OOHOBUTCS
ABTOMATUYECKM NOC/E 3arpy3Ku HOBOI BEPCHM YCTAHOBOYHOTO MOAYAS Ha Cepaep.

Ecm dnar ABTOMaTH4YecKoe 06HOBNIEHNE HE YCTAHOBNEH, TO aMUHUCTPATOPY HE06X0AUMO OGHOBHTH
AMCTPUOYTMBDI HA MaLLMHAX C areHTaMi BPyYHYHO nam ¢ nomoLLbto ciyx6 Active Directory (cm. nyHkT 5.2.1).

C noMoLLbto IneMeHTa # PSALOM C Ha3BaHNEM AUCTPUOYTUBA areHTa MOXHO NPOCMOTPETb JONONHUTENbHYH
UHOpPMALLMK:

1) MuHuManbHas Bepcus LeneBoil nnaTghopmbl;

2) Onucauue (coaepXut ONUCaHne U3MEHEHNIn JUCTPUOYTUBA NO CPABHEHMHO C NPEALIECTBYHOLLER BEPCHEN);

3) MD5 (comepxmt 32-X CUMBONbHOE 3HAYEHWE Xewa AN ANCTPUOYTMBA areHta, PacCYMTaHHOro Mo
anroputmy MD5).

4) KHonka nora u3meHeHui auctpubytuea hpoHTeHAA M Gekenza.

&

Mpu HaxaTum kHonkM CKayaTb ANCTPUOYTHB ( 4 ) NPOMCXOAMT 3arpy3ka ANCTpuOYTMBa areHTa B hopmare

YCTaHOBLLMKA B AUPEKTOPULO HA KOMMbIOTEPE, C KOTOPOro OCYLLECTBAAETCA AOCTYN K MOAYIIHO a AMUHUCTPUPOBAHUS.
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Ha ctpanuue finctpubytuBbl 415 (MAbTpaumu MHGOPMALLUMM, UMEeTCs cucTemMa (UAbTPOB, KOTOpas
NpeACTaBeHa CledyroLwummn unbTpamu:

— [loka3blBatb N0 (M3MEHSETCS KOMYECTBO 3anucel B Tabauue);

— Wms (BaHHbIE (MALTPYIOTCA N0 UMEHK areHTa);

— Bepcus (BaHHbIe (MALTPYIOTCA N0 HOMEpY BEPCUM ZUCTPUOYTHBA areHTa);

— Mnarchopma (LaHHbIe hUALTPYHOTCS NO UMEHN LeneBoi nnatdopmbl: Bepcun Linux, Windows).

[Py HAXATUN KHOMKM =™ nnoucxX0AMT COPOC BbICTABACHHBIX (DUBTPOB.

6.10.3. JinyeHznposanne

Ucnonb3oBanue [lporpaMMbl  3aka3uMkamu BO3MOXHO NpU MOKYNke AuueHsun. B uHtepdeice
NpeayCMOTPEH pasfen, B KOTOPOM aiMUHUCTPATOP MOXET 3arpy3uTb (hain JIMLEH3MN NPU NePBOHAYANLHOM JOCTyne
K CepBepy aMUHUCTPUPOBAHUS WK NPU NPOSAEHNN TNLLEH3NN.

Kpome 3arpy3ku nuueHsun Kak (aina, B [lporpamme npegycMoTpeHa BO3MOXHOCTb BBECTH HOMep
NMLLEH3MK B OKHe 3arpy3ki B (hopmate CTpoku (puc. 123).

lapameTpbl, yKa3aHHble B INLEH3UM, TaKUe Kak CPOK AeMCTBUS U KONNYECTBO MOAK/HOYAEMbIX MOAY/EN U
areHToB, YKa3bIBAKOTCA B JOrOBOPEe Ha MOCTAaBKY NMPOAYKTA NO NpefBapuTesibHOMY COrMacoBaHMIO C 3aKa3unkom
[lporpammbi.

JnuieH3ust MoXeT GbITh BbiMyLLEHa Ha 11060e KONMYECTBO areHTOB U CPOKM, OTOBOPEHHbIE C 3aKa34MKOM B
0r0BOpE Ha NOCTaBKY.

[locTyn K MMLEeH3MsIM (NpoCMoTp/3arpy3Kka) BO3MOXEH /151 N0Nb30BATENS C POAbH aAMUHUCTPATOP.

Ha fanHblit MOMeHT B [Iporpamme npesycMOTPEeHO NOAKI0YEHNE ClIeLyoLLUX MOSYNeH:

— Mogynb 3aLLKTbI AaHHBIX;

— CkaHep ysa3BumocTei;

— Mogynb KonTpons USB.
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rpadwmn

WHgpopmaums o nuueHsnn 3arpyska /IMLIEH3MKN

Craye Sarpyzka & GopuaTe daina

feficTEyiowan 7 3arpysuTs daiin nHuEHIMA

HazeaHue KoMnasuu

YaseumocTh

AHANHTHKA
3arpyzKa £ GOpMATE CTROKN
000 Vychislitelnye resheniya

VIHAMKITOPbI KOMTPOMETALMMH Cepuiiksili Homep D knuerTa

8db54c0dfa0afe0

[Aara nasana gedcrans [laTa OKoHHaHNA ASHCTENA

XKypHas Windows
MaKcHMAnLHOE KOA-5C BrerTos Texyliee kon-5c arexTos

WCKMIOHERHA

VICKAIOuEHMS AR NPOTDaMM
MOAKNFOHER IS KOMMOHEHTS!

o

Vickniouetua AR §aiinos

CeTeBtIe WOKADYEHNA

VICKAIOUEHMA MHEMIETOPOB aTaK

NPOSHIN
MPOGHAM 3aLIMTH ABHHBX
Mpodau BESONECHOCTH areHTa

Mpogwm koHTpoAR USE

MAPAMETPb
ST Nyersws Guina sarpykera va cepeep 19.09.2024 & 16:41:54 nonbaosaTenem §
IMCTpGyTHES

FIRT Be

Q  Nwewsun CHEL -, epcu: 2408 1211

PucyHok 123 - Pazpen «Jlnyensus»

Ha ctpannue Jinuensna agmunuctpatop lporpammbl MOXET YBUAETL CIEAYIOLLYI0 MH(OPMALLMK:

1) Ha3BaHue KoMNaHuu, OCYLLECTBUBLLEN MOKYMKY IMLEH3NM;

2) CepuitHblii HOMep NLEH3MK;

3) ID KnueHTa (yHUKaNbHbIA MAEHTU(IMKALMOHHDBIA HOMEP);

4) Craryc (LedcTByOWAn MAM HeeiCTBYIOLLaS);

5) llata Ha4ana AedCTBUS TULEH3NM;

6) [lata OKOHYaHUs AEHCTBUS NLLEH3NK;

7) MakcumanbHoe KOANYeCTBO areHToB;

8) Tekylee KONMYECTBO areHToB;

9) MoAKNtOYEHHbIE KOMNOHEHTbI (KOMMOHEHTbI, MOAKMOYEHHbIE B MOAYNE aAMUHUCTPUPOBAHUS NpH

3arpy3Ke ULEH3UN (CKaHep YS3BUMOCTER, MOAYNb 3aLLLMTbI AiaHHbIX, MOAYb KOHTpons USB)).

PykoBoactBo agMuimctpatopa RT Protect EDR L Brtect
Bepcus 1.0.23 or 14 okra6ps 2024 2 4 7




daiin nuLeH3nm 3arpyxaerca npu HaXxatnint KHONKK , nocne 4yero OTKPbIBaeTCA

0KHO (haiinoBOro MeHemKepa, B KOTOPOM aiMUHUCTPATOP CMOXET BbIOPATb IMLLEH3NOHHDII hailn U 3arpy3uTh €ro Ha
cepsep.

Ecnm Tpe6yeTcs| BBECTY JIMLLEH3MIO B hopMaTe CTPOKK, TO nocne YKa3aH1A HOMEPa JINLLEH3UN B N0N€ BBOAA

3arpyska B thopmate CTPOKM HEO6XOAMMO HaXaTb KHOMKY [

Ecnu nuuen3ns akTuBHas U KOMMOHEHT B HEW He NOAKNOYEH, TO KOMMOHEHT HEJl0CTYMEH.

Ecnn nnyensns orcyrcreyer?

B cyyae ncnonb3oBanns MoZyNns afMUHUCTPUPOBAHMS NPU OTCYTCTBUM JIMLLEH3UN HA CREAYHOLLUMX CTPAHMLAX
He 0To0paxaeTcs MH(OPMaLLUs 0 AETEKTUPYEMbIX COObITHSIX:

1) TnaBHas CTpaHuLa;

2) MHumpenTsl;

3) AKTUBHOCTb.

s KOppPeKTHOM PaboTbl HE0GX0AMMO 3arpy3uTb (haita NMLLEH3NK Ha CepBep.

Ecnu nuuensus OTCYTCTBYET, TO KOMNOHEHT CYUTAETCA HEJOCTYNMHbIM.

Ecnn cpok gencrBns nnYeH3nmn Herek?

lpU OKOHYAHMW [EACTBMA NULEH3NM HA CepBepe npu paboTe C areHTamu BO3HUKAKWT CAepytowime
OrpaHuyeHus:

1) He npoucxogut 06HOBNEHNA areHTOB;

2) 0TKNKOYaeTCa BO3MOXHOCTb 400aBASATL HOBbIE NPO AN GE30NACHOCTH areHTa U 3alLuTbl LaHHbIX, MPK
3TOM CTapble NPO KN MPOLOXAKOT PAbOTATh U X MOXHO PEAAKTUPOBATD;

3) OTkntoyaeTCs BO3MOXHOCTb 406aBNATL HOBbIE MHAMKATOPbI KOMNpOMeTaLmn uin atak, YARA-npasuna,
UCKNKOYeHMS 1 npoBaiaepsl xypHanos Windows, cTapbie NpoL0XaK0T PaboTaTh M UX MOXHO PeAaKTUPOBATD;

4) OTKnt04aeTCs BO3MOXHOCTb CKAuNBAHMUS U 3arpy3ki (DaiiNioB Ha areHTa i C areuta;

5) 0TKnto4aeTca BO3MOXHOCTL 06aBASTbL N0/b30BATENEA U MEHSITH UX UMEHA, MPU ITOM BO3MOXHOCTb

MEHATb Napou 0CTaeTCd;
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6) KHonku 3arpy3ku (haiinoB C areHToB CTAHOBATCS HEAOCTYMHBIMU M B TyNTUNE BbIBOAUTCS MOSCHEHNE
"3arpy3ka (paina HeBO3MOXHA, TaK Kak CPOK AEHCTBUS IMLLEH3NM CTEK";

7) Ecm B nuueH3uM NOAKNKYEH KOMNOHEHT YS3BUMOCTH, TO COOTBETCTBYHOWLMIA (DYHKLMOHAN HEROCTYNEH,
KaK ec/in Obl KOMNOHEHTA B IMLLEH3MM He ObiNo (BbIBOANTCS NpeaynpexaeHne 06 3T0M Ha IKpaHe YS3BUMOCTH, a Takke

Ha 3KpaHe JluueHsus).

Ecm NPEBbILIEHO J0IMYCTHMOE KOJIHHECTBO AreHToB 10 JIKYEH3HH ?

”pVI MPEBbILIEHNN KOJIMYECTBa areHToB no JiMLLEH3UN BHOBb [06aBNSIEMbIE areHTbl BepVIq)VIU,VIpOBaTb
Heb3A.

Ecm TEKYLLEE 4YWUCNO 3APErUCTPUPOBAHHLIX Ar€HTOB MNpPeBbilldeT MaKCUMANbHOE  KOJIMYECTBO,
yCTaHOBJIEHHOE [/19 3aKa34MKa M0 3aKNH0YEHHOMY 0r0BOPY MEXAY 3aKa34NKOM 1 MPOU3BOMNTENEM ”pOI’paMMbI, T0
B MoJyne aAMUHNCTPUPOBAHMSA 0T06p83VITCFI C000LLeHme 0 MPeBbILLIeHNN MAKCUMAJIbHOT 0 KONM4eCTBa JINLLEH3UOHHDIX

areuTos (puc. 124).

Pucynok 124 - CooGuieHne 0 npeBbILLIEHUN YNCNA aTEHTOB

B 310M Cnyyae 3aKa3umMKy HeoOXOAMUMO 3aK/OUMTL HOBbII OTOBOP /1Sl TOF0, YTOGbI KONMYECTBO areHToB
He NpeBbILAN0 MAKCUMANbHOE KONMYECTBO areHTOB, 10CTYNHbIX 3aKa34MKY COrNAcHO AEACTBYHOLLEMY JOTOBOPY, UK

YAANNTb ar€HTO0B, NPEBbILLALLNX ,[l,OCTyrIHbIVI N5 OPraHn3aLun NTUMUT.

MOﬂyﬂbHOC Tb JINYEH3HH

[ins ucnonb30BaHus MPOAYKTa MOryT ObITb CreHepupoBaHbl N0 3anpocy U AOrOBOPEHHOCTH € 3aKa34yMKOM
CNeyroLLmne BUAbI INLLEH3NN:

— MonHast nnueH3ns (NOAKMKOYEHDI BCE UMEIOLLMECS MOAYH);

— OrpaHnyenHas MMUEH3na (NOAKNKOYEH OANH MAN HECKOILKO MOZYNEN).
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lpumeyanne

1) ECMM KOMNOHEHT He MOJKMIOYEH B JIMLIEH3UW, TO COOTBETCTBYHOWIMIA (DYHKLMOHAN

9
LJd

HeZoCTyneH (B MHTepdeiice B caipbape BUAHO, YTO KOMMOHEHT eCTb, Hanpumep, YASBUMOCTH,
BbIBOSMTCS NOSICHEHME, YTO HEOOXOAMMO MOAK/HOUUTb 3TOT MOAYb);

2) [laxe ecin KOMMOHEHT NOAKNIYEH, HO CPOK AeWCTBUS IMLLEH3MN UCTEK, TO (DYHKLMOHAN
TOXE HefloCTyneH (B uHTepdelice B canfbape BUAHO, YTO KOMMOHEHT eCTb, Hanpumep, YA3BUMOCTH,
BbIBOAMTCSA NOSICHEHME, YTO HEOOXOAMMO NPOASUTL IMLEH3NK));

3) Ecm nnueH3ns OTCYTCTBYET, TO W (PYHKLMOHAN MOAK/IOYAEMbIX KOMMOHEHTOB
HeLOCTYNeH (aHanormyHo, B Caingdape BUAHO, YTO KOMMOHEHT €CTb, NPOCTO HEOOXOAMUMO KYNuTb

JMLEH3MHO C 3TUM MOAyNEM).

6. 11 OcobeHroctn paborsi [porpammbl C GHTHBHPYCHBIMH CPEACTBAMH CTOPOHHHX NPOH3BOJHTENENH
6.11.1. CpabarbiBaHne GHTHBHPYCHBIX CPEACTB NPH pabore ¢ Be6-npunoxennem RT Protect EDR

CpabartbiBaHue aHTBUPYCHBIX CPeCTB Npy padote ¢ BeO-npunoxennem EDR Bo3HMKaeT B TOM Cliyyae, ecu
B JaHHbIX, NOy4aeMbIX (DPOHTEHAOM OT CepBepa (B OCHOBHOM OHY NpuxoAaT B hopmare JSON) cogepxutcs kakas-1o
UH(OPMALLKSA, KOTOPYHO AHTUBMPYCHOE CPEACTBO PACMO3HAET KaK MOTEHLMANBHO ONACHYH). ITO MOXET ObITb XeLl, UMS
(haina, KOMaHAHAA CTPOKA U T. 4. (HMXE Takue MH(OPMaLMOHHbIE hparMeHTbl GyeM Ha3bIBaTh apTedhakTamm).

Cnncok 3KpaHoB NPUIOXEHUS, e BbICOKA BEPOSTHOCTb CpabaTbiBaHNA aHTUBMPYCHBIX CPEACTB:

— WHumpentol, HHumpenr (incidents, incident): BHYTpY MHUMAEHTOB MOTYT COAEPXATLCS apTedaKTsl;

— () no6oit 3kpaH (edr/*): B ONOBELLEHNN O HOBOM UHLMAEHTE COAEPXUTCS MHOPMALMA 00 MHUMAEHTE
(BCN/IbIBAKOLLME HOTUCIMKALLMM B NPABOM BEPXHEM YTy);

— AKTMBHOCTD (events): BHYTPM COObITUA MOTYT COAEPXaThCs apTedakTbl;

— OnoBeLweHus (user-messages): BHYTPU OMOBELLEHNIA COREPXUTCA MHAOpMaLMS 00 MHLMAEHTAX;

— MMpoueccbl u mogynn (modules): BHyTPM COOBITHI MOTYT COAEPXATLCS apTedaKThI;

— Mpouecc (process): B MH(opMaLMK 0 NPOLLECCe MOTYT COAEPXaTbCA apTedaKTbl;

— XypHan (users-actions): B cOGbITUSIX XypHana MOryT cofiepXatbcs apredhaktbl (BHYTPU MHLMAEHTOB W

— otyet Tl-nnatchopmbl (ti): B 0T4ETE MOTYT COAEPXATLCA apTE(aKTbl.
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CnuCoK 3KPaHOB NPUIOXKEHNS, Te BEPOATHOCTb CPabaTbiBaHNS HUXE:

— Yassumoctu (vuln): B uH(hopmaLmn 00 ysI3BUMOCTSIX MOTYT COAEPXATbCA apTedaKTbl;

— Xpannnuuie (storage): dainbl MOryT onpesensitbCsl Kak BpeJOHOCHbIE;

— AreHTbl, AreHT (agents): n3-3a BUAXETa CkaHepa yA3BUMOCTEN Ha IKpaHe AreHT;

— Tepmunan (terminal): BHYTpY KOMaHA MOTYT COAEPXATbCA apTedakTbl;

— InaBHas ctpanmMua (dashboard): B HekoTopbix Mectax MoryT ObiTb aptediaktbl (Hanpumep, Ton-10
mogynei);

— 3KpaHbl HabopoB 1 3nemenToB (config-set, config-item): BHyTPM 3neMeHTOB HaGOPOB MOTYT COAEPXATLCS
apTedaxTbl.

CnucoK 3KpaHOB NPUAOXKEHNS, Te BEPOATHOCTb CPabaTbiBaHUS MOXHO CYMTaTb HYNEBOM:

— ApMuHKCTPUpOBaHKe (administration);

— Mpodunb nonb3oBarens (user-profile);

— Tpynnbi (groups);

— Bepudhukanus (verification);

— I'padmknm (charts);

— [ncrpubymuens! (distributions);

— Jnuensns (license);

— 3KpaHbl npocpuneid (profile);

— 3KpaHbl MHOXeCTB npodhuneit u Habopos (profiles, config-sets);

— 3KpaH cOpoca napons (reset-password).

9 BaxHo

L)  Takum 006pasom, And MOJHOTO WCKMIOYEHUS NOXHbIX CPAGATbIBAHMI QHTMBMDYCHBIX CPEACTB MPH
pabote ¢ Beb-npunoxexnem EDR wuenecooGpasHo f006aBUTb B UCKMKOYEHU COOTBETCTBYHILLMIA

nomex/anpec nonHocTbio: <host/ip>/*.
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6.11.2. OcoGeHHOCTH BbIMONHEHNS JeACTBHS GNIOKHPOBAHHSA [N AHTHBHPYCHbIX PELIEHHHA.

B HEKOTOpbIX Cnydadx K 3aﬁﬂ0KMp0BaHHOMy MOAYNK0 npouecca MOXer oﬁpam,aTbcn dHTBNPYCHOE
CpeactBo. [lns 10ro, 4to0bI 370 Ob1I0 BO3MOXHO, B [Iporpamme npefyCMOTPEHO BHYTPEHHEE UCKITIOYEHNe, KOTopoe
c03/aeT CoObiTHe AN NoA00HOrO 06pau1,eva. To ectb, ecnm coObiTne GHOKVIDOBHHVIFI BO3HWKAET B KOHTEKCTE
AHTUBMPYCHOTO MpoLecca (Takue NpoLecchl 0TMeyatoTcs B cucteme (hnarom AVEngine), To Gnokupytowee feicteue
nepeonpegenserca Ha [Mpopomkatb HaGnofeHWe W KPUTMYHOCTL COOLITMS COPACbIBAETCs Ha YpOBEHb
Mchopmauuﬂ, Mpn 3T0M B MPUYNHE Co0bITHS YKa3bIBaeTCA Ucknovenne ans nporpamm. Takas noruka

XapaKkTepHa NS BCEX aHaNMTUYECKUX NPaBUA, KpoMe (haitNoBbIX MCKNHYEHMIA.
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7.1 Knaccughnayms Ha cepepe

B RT Protect EDR peanu3oBaH CTatMcTM4eckuit aHanu3 MHLMAEHTOB Ha ocHose MW. Mogenb coctout u3
encoder-Tpancpopmepa Ha ocHoBe ROBERT@ u nonHOCBA3HOW HEMPOHHOM CETW, HA BXOA KOTOPOM MOCTYnarT
WUCXOAHbIE AHHBIE MHLMAEHTOB MH(OPMaLMOHHOR Ge3onacHoCTH (puc. 125). [laHHas apxuTekTypa Mofenu BbibpaHa
B (BA3K C GOJIbLUNAM KOJMYECTBOM TEKCTOBbIX MPU3HAKOB, MpUCYLMX MHUMAeHTaM. Mogenb npeacrasaser co6oi
OTAENbHbI MOJY/b, B3aUMOAEHCTBUE C KOTOPbIM MPOMCXOAMT C NOMOLLbH0 API-BbI30BOB. BX0OZHbIM napamerpom
[lAHHOTO MOJYNS SIBASETCH TEKCT, Copepxawui B cebe oguH mam Heckonbko JSON o0bekto. [lanbHedwme
npeo6pa3oBaHus BKMOYAKOT B Ce6 NpoBepky Ha BaAMAHOCTb NepefaHHbix 00bekToB, Hopmanusaumio JSON,
arperauuto Heckonbkux JSON B 0fMH (B Cyyae, €Cn Ha BXOA MOAYAS NOCTYNUAO HECKONbKO CBSA3aHHbIX 00BEKTOB),
(hunbTpaLyIo Nonein u NpUBeSEHNe UX Ha3BaHUi K 00LEMY BUAY, @ Takxe o0oraLenne ¢ nomowwbto RT Protect Tl u
NONONHUTENBHOM WMH(OPMaLMK M3 MCTOYHMKA JaHHbIX Elastic, He Bowepwen B ucxoaHbie JSON o0bektbl. K
Mpu3HaKam, WCnosb3yembiM s paboTbl MOAENM MALMHHOTO O00Y4eHus, OTHOCATCH: CpaboTaBliee npaswno,
Ha3BaHWe OpraHu3auuu, WUMA 10Sb30BATENS, KOMaHAHAs CTPOKa Mnpouecca (@ Takke POAMTENBCKOTO W
NPapoAMTENbCKOr0 NPOLECCOB), UMS MOAYAS-MHALMATOPA, NYTb K MOAYAK-UHULMATOPY, NYTb K 3anyLieHHOMY
MPUNOXEHNIO, Pe3ynbTaTbl NPOBEPOK MHAMKATOPOB Komnpometauuu (sha256, mdb, IP-appeca, gomeHbl, url),
MH(OPMaLMA 0 NOKaNbHOM/YAANEHHOM XocTe, IP-appeca 3afeiCTBOBAHHbIX XOCTOB, OMMCAHME AaHHBIX XOCTOB,
n3meHenus peectpa Windows. Bce nepeyncneHHble 3HaYeHus ONUMOHANbHBI, YTO NMO3BOASIET KNACCUULMPOBaTL
Pa3/INYHbIE MHLMAEHTbI HOPMALMOHHOA 6e30NacHOCTH, KOTOPbIE, U3-3a CBOEH CNeLndMKKM, MOTYT UMETb JILLb Te

UK UHbIE NPU3HAKHN.
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EDR RoBERTa (aHkopep)

_l—)( ImbenauHr CLS-TokeHa ) 1

( CKpbiTble COCTOAHWA NO TOKEHaM )

T T T Knaccugmkatop (HeilpoHHas ceTk)
( Enok TpaHcdopmepa )
( Bnok TpancdopMmepa )

T 1\ T DYHKLMK aKTHEaLK (GELU)

( Enok Tpancdopmepa ) %&uhh [Softmax) )

T T T 5

( TokeHusaTop RoBERTa ) ( BepoaTHocTb FP ) —

T \s

( JSON cpabotku EDR ) ( MpUHATHE pelleHnA 06 aBTo3aKpbITUKX )

( BoigeneHune sepoAaTHoCTH FP uBeToM ) —

PucyHok 125 — Cxema npuMeHeHns Moienn Knaccuipmkauum MHUNAEHTOB

Mocne AaHHOro 3Tana NPONCXOAMT KNacCu(uUKaLmns MHUMAEHTa. B kayecTse pe3ynbraTa BblAaeTcs 3Ha4YeHune
B Auana3oHe [0;1], COOTBETCTBYIOLIEE BEPOATHOCTM TOrO, YTO WHUMAEHT SIBASETCA NIOXHONONOXUTENbHBIM
cpabatbiBaHueM, a Takxe ugeHtudukatop autoClose, onpeaensitoLuii, MOXHO 1 ABTOMATUYECKM 3aKPbITh aHHbIR
nHUmMAaeHT. Mogens cofepxut B cebe HECKONbKO MOPOroB CpabaTbiBaHNA, KOTOPbIE YTOYHAKTCA Npu nepeodyyeHuu
mogenu. [lepsas rpynna noporoB COAEPXMT 0f4uH nopor (npuausutensHo ot 0.9 4o 0.95), KoTopblii FOBOPUT 0 TOM,
4YTO MHUMAEHT SBASIETC NOXHbIM CpabaTbiBaHMEM NpaBuna M AOMKEH ObiTb aBTO3aKpbIT. BTopoi TR noporos
(npumepro 0.3, 0.5 1 0.7) ucnonb3yercs A5 CONOCTaBACHUS MHLMAEHTY LLBETOBOR MeTKM («<KpacHblity, «OpaHXeBblity,
«KEnTblit» nan «3enéHblitn), OTpaxatoLLen CepbE3HOCTb MHLMAEHTA. Bepaukt mogenn nepepaercs kak otset API-
BbI30Ba, KOTOpbI 00pabatbiBaercs SOAR-cuCTEMON ANs ABTOMATUYECKOTO 3aKPbITUS MHLMAEHTA UM [OOABAEHHUS
LIBETOBOM METKM, MCNONb3YHOWLEACS ANA COCTaBNEHUs npuoputeta 00paboTKM MHLMAEHTOB aHAIUTUKAaMU NepBOi
NVHAK,

Cama mopenb npepcrasnser co6oi KOH(UrypaLmMoHHble (ainbl B hopmate safetensors u json, Kotopble

copepxur B cebe Beca MPU3HAKOB Mojein, C10Bapb TOKEHW3atopa MOAENN, a TakKXe NOporosbie 3Ha4YCHUA

La
vo
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BbIHECEHNS BEPAMKTOB aBTO3aKPbITUS M COOTBETCTBUS LIBETOBLIM METKaM. 31U hainbl (DOPMUPYOTCA B pe3ynbraTe
00y4eHns MoZenn B TeCTOBOA 1a00PaTopuy B aBTOMATUYECKOM pexumMe ¢ nomoLbto Airflow, 4to no3sosier Mogenu
0CTaBaTbCs aKTyaNbHOM C TEYEHUEM BPEMEHH.

06yyeHne mofenn Npon3BOAMTCA Ha A3bike python ¢ ucnonb3oBanuem Gubaunotek scikit-learn, pytorch u
transformers. B kayectBe o0y4atoLnx BbIGOPOK MCNONb3YETCs COGCTBEHHbIE HAGOPbI AdHHbIX. [TepBbli U3 HUX 3T0
Habop AaHHbIX ANns 00yyeHus 0e3 yuutens, UCNoAb3yembld [ NONY4eHUs Ka4YeCTBEHHOTO YUCIEHHOTO
npeacTaBfieHnst NOCPeACTBOM MOZeENel, 0CHOBAHHbIX Ha Bert-apxutekType, a BTOPOM yxe SBASeTCS HAO0POM AaHHbIX
pns 00yyenus ¢ yuutenem roBERTa-nogxopom € Uenbio ONTUMM3AUMKM KNacCUUKATOPa HaL MpU3HAKAMM,

nosy4eHHbIMN u3 Bert-mogenn.

7.2 Knaccnghnkayms Ha areHre

B RT Protect EDR peann3oBaH CTatuyeckuit aHanus ucnonHaemblx ainos Ha ocHose UW. B wactHocTw,
NPUMEHSETCS MOLESb NIOTUCTUYECKOM PErpeccu, Ha BXOA KOTOPOR NOCTYNAT CTaTHYeCcKine Npu3Haku CNoNHSAEMbIX
(haitnoB. [laHblit TN MOAeNM BbIGPaH BBUAY ee GbICTPOAENCTBUS N MUHMMAbHBIX TPEGOBAHWI K BbIYUCUTENbHBIM
pecypcam, NocKoNbKy OHa PaboTaeT B CHHXPOHHOM PEXUME Ha areHTCKUX KOMNboTepax.

flanee Oyner onucaHa Cxema npuMeHeHus Mogenn knaccudpmkaumn 10, npumensieman B arewte
RT Protect EDR (puc. 126).

[nq otcnexusanns 3anycka (haitnoB Ha UCMONHEHWe fpaiiBep areHta B 00paboTumke OTKPbITUS (ainos
aHann3mMpyert (hnaru OTKPbITUA haina.

Mpu Hanu4uM 3anpawnBaemoro focryna «Ha ucnonHexue (FILE_EXECUTE), mogynb MuHMcpMAbTpa ApaitBepa
OTKPbIBAET CeKLMio (haiina (A ero nocneayrowlero Ytenus B cnyx6e) n nepepaer 3agady Ha aHanu3 daina cnyxoe
areHTa nocpeacTBoM cneuuanbHoro nopta B3aumopeinctens (CommunicationPort). Cnyx0a, nonyuns 3ajaHue Ha
aHanu3 (haina, nepefaet ynpasfieHue B MOAyAb COOpa MPU3HAKOB MCMONHSEMOro (haina. K npusHakam,
HEOOXOAMMbIM A1 MOAENM MALIMHHOTO 00y4EHNs, OTHOCATCA: (IM3MYECKMA M BUPTYanbHbIA pasmep aina (B
Gairax), aaru u3 3aronoBkoB ucnonHsiemoro anna (PE-headers), Hannune oBepenes, UMs CEKLUN, COepXaLLen
TOYKY BXOAA NPOrpaMMbl, HTPONMS (haitna, KONMYECTBO Url-CTPOK, KONMYECTBO CTPOK-NYTEN, KOJMYECTBO CUrHATYP

‘MZ’, K0IMYECTBO IKCMOPTUPYEMBIX U UMMOPTUPYEMBIX (DYHKLMA, UMEHA CEKLLMI U .
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Mogaynb c6opa npusHakos | MpusHaku daitna | Moaenb Knaccudukaumm
ucnonHaemoro daina no

A

Cnyba areHta RT Protect EDR

MpuKnagHoi ypoBeHb
(3 KonbLO)

Agpo OC
(0 KonbLO)

¢ daiina

Bepaukr moaenu

CeKuma ncnonHaemor

06paboTymnK OTKPbLITUA
dainos <
(CreateFile Minifilter)

[Opaiisep arexta RT Protect EDR

PucyHok 126 — Cxema npumeHeHus mogenu knaccudpmkanuu 0

llocne c6opa nepeyncieHHbIX NMPU3HAKOB BbI3bIBAETCH (DYHKUMA Knaccudukauun (haiina. Ha BXOA OHa
MpUHUMaeT coOpaHHble NpusHaku. B kayectse pesynbrata Bblgaer 3Hayenne B guanasone [0;1], cootBetcTBytOWEE
BEPOATHOCTY TOTO, YTO (hailn ABNSETCA BPeAOHOCHBIM. Mogenb cosepxut B cebe 2 nopora cpabatbiBaHus, KOTOpbIe
YTOUHAKOTCS OT BEPCUM K Bepcuu Moenu. lMepsblit 6onee HU3kuid nopor (npubausutensto ot 0.8 go 0.9) rooput 0
TOM, 4T0 (paiin NoA03pUTENbHBIA, BTOPOH (6Mxe K 1) — haiin BpeAOHOCHbIN. Bepankt Mogen nepegaetcs 06paTHo B
[ipaiiBep, KOTOPbIi Ha €ro 0CHOBE BbIMOJHSET NPEANUCbIBAEMbIe AeHCTBUS: NPONYCTUTb, OTNPABUTL NPEAYNPEXAEHUe
(alert) unn 3a6nokupoBath 3anyck haiina C yBeOMIEHNEM.

Cama Mogenb npeacrasaser Co00i KOH(MIypaLnoHHbI (haitn B hopMate json, KOTOPbIA COLEPXHT B cebe
BECa NMPU3HAKOB, @ TAKXE MOPOrOBble 3HAYEHUS BbIHECEHNA BEPAMKTA. IT0 (hain hopmupyetcs B pesysbrarte
00yyeHns Mofenu B TeCToBoi nabopatopun, a 3atem 3arpyxaercs Ha cepsep EDR. B cBowo ouepenb cepsep EDR
PaccbINaeT KOHMUrypaLMOHHDIA (haiin MOAEN N0 areHTaM.

00yyeHne MOAENN NPOM3BOANTCA HA A3blke python ¢ ucnonb3oBannem Oubamotekn sklearn. B kavecrse

o6yyatowux BbiGopok ucnonb3yercs Habopbl: sophos/SOREL-20M (https://github.com/sophos/SOREL-20M), bodmas
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https://github.com/sophos/SOREL-20M

(https://github.com/whyisyoung/BODMAS), Malware Dataset IDN (https://ieee-dataport.org/documents/malware-

dataset-idn), a Takxe co6cTBeHHbIN HaGOp (haitnoB, COBPaHHbIX B TECTOBOM Nabopatopui.

7.3 CnncoK KOMIMOHEHTOB, HCIO/Ib3yeMbiX B Mogen HH
MoNHbIA CMUCOK CTOPOHHMX KOMMOHEHTOB, UCMOb3YEMbIX B MOAENM MALLMHHOTO 00y4EHMs, NPUBEEH B

Tabnuue 9.

Tabnuua 9 — CTOpOHHNE KOMNOHEHTbI

HanmeHoBaHue
N° CBefieHuss 0 [OKYMeHTax, MOATBEPKAAIOWMX HANHYHE Bup
CTOPOHHEro MpaBoo6naparenn JInuensun
n/n OCHOBAHMI Ha HCNONb30BAHNE KOMNOHEHTa NMLEH3NHN
KOMMNOHEHTa
scikitlearn The scikit-learn developers https://github.com/scikit-learn/scikit-learn?tab=BSD-3-Clause-1-ov- | BSD 3- CBoGoaHas
1 P file#readme Clause TN
Facebook, Inc, Idiap
Reseath Institute, ' . . CeoBogHas
2 pytorch Deepmind Technologies, https://github.com/pytorch/pytorch/blob/main/LICENSE BSD-Style JMUCH3NA
NEC Laboratories America,
NYU
AQR Capital Management,
LLC, Lambda Foundry, Inc. BSD 3- CeoBogHas
3 pandas and PyData Development https://github.com/pandas-dev/pandas/blob/main/LICENSE
Clause nuensusa
Team, Open source
contributors
CBo6oaHas
4 numpy NumPy Developers https://github.com/numpy/numpy/blob/main/LICENSE.txt numpy JMLEH3NA
transf The Hugging Face t tps:github.comfhuggingfaceransiormersiblobimain/LICENSE | "P2che | Ceodonkas
5 ransformers e Hugging Face team ps:/lgithub.com/huggingface/transformers/blob/main License 2.0 | mueHzns
. y ; ) . . CBo6oaHas
6 fastapi Sebastian Ramirez https://github.com/fastapi/fastapi/blob/master/LICENSE MIT JMUCH3NA
: s e i BSD 3- CBo6oaHas
7 uvicorn Encode 0SS Ltd. https://github.com/encode/uvicorn?tab=BSD-3-Clause-1-ov-file Clause JHUCH3NA
- i o R . BSD 3- CBoGogHas
8 joblib The joblib developers https://github.com/joblib/joblib/blob/main/LICENSE. txt Clause JMUCH3NA
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8.1 lpoBepka gocTynHOCTH areHTa

MpoBepka LOCTYMHOCTH areHTa OCyWeCTBAsIeTCS Ha cTpatuue AreHTbl pa3sena Cnmcok areHTos. [
aKTUBHbIX B [laHHbIi MOMEHT arenToB B none Ipynna/Mms areHta npumensieTcss 0603HaueHne C NOMOLLbHO 3HauKa

@, MU HaBELEeHUN HA KOTOPbII NOABAALTCA 3aMUCh AKTHBeH.

8.2 KoH1posb Lies10CTHOCTH HCMIONHAEMBIX ¢haIIOB H GHAHIIOB KOHGOHIYPaLHH
Kaxzbiit komnoHeHT Mporpammbl copepxut LN Mposepka LT KoMNOHEHTOB areHTa oCylecTBAseTca

CePBEPHOI YaCTbIO ABTOMATUYECKM.
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9.1 06wme cBegexns

[nanoroBble OKHa, UCNONb3yeMble ANS ONOBELIEHNUS, PA3/MYAIOTCA B 3aBUCUMOCTH OT Kateropuu
MHKOPMaLMK, KOTOPAA B HUX COAEPXMTCS.

MpenycMoTpeHbl CNeaytoLme Kateropun nHgopmaLmu:

1) Ownbka;

2) OGHapyxeHue;

3) Mpepynpexaenue;

4) Ycnewro.

COOﬁI.I.I,eHVIﬂ d/IMUHUCTPATOPY BbIBOAATCA B BUAE 1UAIOTOBbIX OKOH.

9.2 Coobuyerns 06 ounbKax

MOoXHO BbIA€AUTL AiBA TUNA COOOLEHNA 06 OLIMOKaX:

1) 06wue cooOLeHns — BbIBOAATCA B MPUNOXEHNN B TOM Clly4ae, eCv BO3HMKWAA OWMOKa He Gbina
06pa0boTaHa CnewmuanbHbIM 00pa3oMm, v UCnosb30BasCcs 00yt 06paboTUmK;

2) Cneundinyble CO0OLLEHNS — BLIBOAATCA B KOHKPETHbIX MECTax NPUAOXEHUS U COAEPXAT AeTaslbHOe

ONMUCaHne oLWnoKu.

9.2.1. 06wyne coobLyerns
06wime coobLieHns — YHUBEPCaNbHbIE COOOLLEHUS, KOTOPbIE BBIBOAATCA B TEX CUTYaLMsX, KOrjaa owunbka
Obina 06paboTaHa 0co0eHHbIM 06pa30M. ITH COOBLLEHNA MCMNONB3YHOTCA NOYTH BCEraa.
W3-3a TeXHONOT Ui, UCNONb3YEMbIX B IPUSIOXEHNN PPOHTEHAA, 06LMe CO0OLLEHNs ObIBAOT ABYX TUMOB:
1) IkpaH ownbku;
2) BennbiBatowee coobieHne 06 owmoke.

Mpumep coo6LLEHUA B BUAE IKPaHa OWMOKM NpeAcTaBAeH Ha pucyHke 127.
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' ' B npuaoxkeHun npounsoluna owmbka

' l B cayuae noeTopeHusa owmbku obpatnrecs K aaMUHUCTPaTopRy

RT Protect 6 e 0

PucyHok 127 - Coo6wenne 06 owmbke TMna «IKpaH OLWHOKN»

Takue coo0LLeHNs BbIBOAATCS B TOM C/y4ae, eC/M OLUMOKA BO3HUK/IA BHYTPU NPUIOXEHUS, B JIOTUKE PadOTbI
OZHOTO 13 €ro KOMMOHEHTOB.

Mpumep coobLienus Tuna «Bcnnbiatowee coobLienmne 00 owmnbKe» NoKasaH Ha pucyHke 128.

B paboTte npunoxeHns
npoMsowna ownbka

Pucynok 128 — Bcnnbisarowee coobuienue 06 owmnbke

Takne co00LiEHNA BLIBOASTCS B TOM Cyyae, eCin OWMOKa BO3HMKNA B pe3ynbrate B3auMOAEHCTBUA
KOMMOHEHTOB NPUIOXEHUS C BHELIHUMMU pecypcami (Hanpumep, cepeepoM). Takux olwmnGoK 60bLLIKHCTBO.

MpnumnHbl 061wMX coobLieHni: 0TCyTCTBUE (BA3M C CepBepoM, CORS, v ntobbie apyrue.

JledctBUA N0 yCTpaHeHHIO: OOHOBUTL CTPaHMLy, NPOBEPUTb (BA3b C CEpBEPOM, COOOLWMTL

afIMMHUCTpaTOpy.

9.2.2. Cneynghnytbie co00LeHNS
Huxe npuefeH CNUCOK CreunduyHbIX COOBLIEHNI, Pa3feNeHHbIX M0 COOTBETCTBYHLMM CTPaHULAM

MOAYNS aAMUHUCTPUPOBAHMS.

Crpannya «ARMHHHCTPHPOBAHHES
1) Owwu6ka npu yaanexuu nonb3oarens (BbIBOANMOE coobuieHne «0wmbka npu yaaneHun nonb3oBatensy

npeacTaBNeHo Ha pucyHke 129).
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Quunbka npu yaaneHun
nonL3IoBaTena

PucyHok 129 — Owu6ka npn ypanenuu nonb3oBatens

Bo3MOXHas NpUUMHA: HEKOPPEKTHbIA OTBET CepBepa.

Bo3moxHble feilcTBus o ycTpaHeHuto: yoeanTbCa B HAIMYMK CBA3N C CEPBEPOM, Nepe3arpysntb CTPaHuLY,
NOBTOPUTHL fieNCTBHUE.

2) Ownbka npu 610KMPOBaHMM NONb30BaTeNs (BbiBoguMoe coobuieHne «Owubka npu GNOKMPOBAHUN

noab30BaTens» NpeacTaBaeHo Ha pucyHke 130).

' i
(v Owwnbka npu brokupoBaHun

./ nonb3oBatens

Pucynok 130 - OwnGka npu 610KkMpOBaHKUM NONb30OBaATENS

Bo3moxHast npuumMHa: HEKOPPEKTHIN OTBET CepBepa

Bo3moXxHble AECTBUS MO YCTPaHEHNIO: yORAUTLCA B HANMYMM CBSI3U C CEPBEPOM, NEPE3arpy3nTb CTPaHMLY,
NOBTOPHUTH fieiCTBHE.

3) Owubka npu pa36nokupoBaHMM nonb30BaTeNs  (BbIBOAMMOE  cooOweHne «Owubka npu

pa306/10KuPoBaHMK N0Nb30BaTENA» NPEACTABNEHO Ha pUCyHKe 131).

7~ Owwbra npu
LX) pasbnokuposaHum
- NoAL3OBaTENA \I

Pucynok 131 - Ownbka npu pa3bnokupoBaHuM nonb3oBarens

Bo3MoXHas NpuumMHa: HEKOPPEKTHBIiA 0TBET CepBepa
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Bo3moXHble ieiCTBUS N0 YCTpaHeHto: YOeAnTLCA B HANMYIMK CBA3N C CEPBEPOM, Nepe3arpy3uTb CTpaHuLly,
MOBTOPUTH fieiCTBUE
4) Ownbka cOpoca napons (BbiBoAUMOE coo6Lienmne «Ownbka cpoca napons» NpeacTaBAEHO Ha PUCYHKE

132).

Owwubka cbpoca napons

Pucynok 132 — Ownbka c6poca napons

Bo3MoXHas NpuumMHa: HEKOPPEKTHBIiA 0TBET CepBepa.
Bo3MoXHble 1eiCTBUS N0 YCTPAHEHHIO: YO AMTLCS B HANMYMM CBSA3U C CEPBEPOM, Nepe3arpy3uTb CTpaHuLly,

MOBTOPHUTHL feiCTBHE.

Crpannya «[paghnrn».

BbiBoanmoe coobuiexne «Ownbka npu 3arpy3ke AaHHbIX» NPeACTaBAEHO Ha pucyHke 133.

Mpowuzowna owwnbka npw
3arpysKe gaHHbIX

PucyHok 133 — OwmnbKa npu 3arpyske faHHbIX

Bo3moxXHas npuumHa: HeKOPPEKTHbIIA 0TBET cepBepa
Bo3MOXHble 1eiCTBUS N0 YCTPAHEHNIO: YOEAUTLCS B HANMUMN CBSA3M C CEPBEPOM, NEpe3arpy3uTb CTpaHuLy,

MOBTOPHUTDL AieNCTBHE.

Crpannya «Hacrposika Arenray.

1) MpeBblweHa MaKCUManbHas AIMHA KOMMEHTapUS.
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BbiBogumoe coobuieHne «ﬂpeBbILI.IeHa MaKCUManbHag AJINHA KOMMEHTApuA» NPeAcTaBieHo Ha pUCyHKe

134.

HPE‘BbI WweHa MakCMankHaA
AMMHa KOMMEHTAPWA

Pucynok 134 - lpesbiweHa MakCMManbHas AIMHa KOMMEHTapus

Bo3MoXHas npuumMHa: NpeBbllWeHa AJIMHA KOMMEHTapUs, HEKOPPEKTHBIN OTBET CepBepa.

Bo3MoXHble AeHCTBUA N0 YCTPAHEHNO: KOMMEHTaPUi He JOMKeH ObiTb AnuHHee 255 CuMBO/I0B, YOEANTLCA
B Ha/IN4MK CBSI3M C CEPBEPOM, Nepe3arpy3nTb CTpaHuLY, NOBTOPUTb AeHCTBUE.

2) OwmGKa npyu 0TNPaBKe KOMaHAbI Ha NEPEXOA K M30ASLMM.

BbiBoanmoe coobyenmne «Ownbka npu OTNPaBKe KOMAHAbI HA NEPEXOA K U30/ALMM» NPeACTaBeHO Ha

pucyHke 135.

Owwbka npn oTnpaexke
KOMaHAbl Ha Nepexos K
M30nALMM

Pucynok 135 - Ownbka npu oTnpaBKe KOMaHAbI Ha NEPEXOA K H30MALMUH

Bo3MOoXHas NpuumMHa: HEKOPPEKTHbIR OTBET CepBepa.

Bo3moXxHble fieilCTBUS M0 YCTpaHeH!to: yOeAnTbCA B AU CBA3N C CEPBEPOM, Nepe3arpy3utb CTpaHuLy,
NOBTOPHUTH fieiCTBHeE.

3) OwmbKa npu 0TNPaBKe KOMaHAb! HA OTMEHY U30ALMK.

BbiBogumoe coobienne «OwnOka npu 0TNpaBke KOMaHLbI Ha OTMEHY U30NALMN» NPEACTABNEHO HA PUCYHKE

136.

Owwnbka npM oTnpaske
KOMaHAkLl Ha OTMEHY WU30NALMN

Pucynok 136 — Ownbka npn otnpaBke KOMaHAbI Ha OTMEHY U30ASALMUK
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Bo3MoXHas NpuumMHa: HeKOPPEKTHBIA 0TBET CepBepa.
Bo3MoXHble 1eiACTBUS N0 yCTPaHeHHI0: YOeAUTLCS B HAMUMK CBSI3M C CEPBEPOM, Nepe3arpy3uTb CTpaHuLy,

MOBTOPUTb eiCTBHE.

Crpannya «AreHTbi»

BbiBoanMoe coobuiexne «Ownbka npu yaaneHnin areHToB» npeacTaBaeHo Ha pucyHke 137.

Owwnbka npwv yaaneHnm
areHToB

PucyHok 137 - Oumnbka npu yaaneHum areHTo

Bo3MoXHas NpuumMHa: HeKOPPEKTHBIiA 0TBET CepBepa.
Bo3MoXHble 1eiCTBUS N0 YCTPAHEHUH: YORAMTLCS B HAAMYMM CBSA3M C CEPBEPOM, Nepe3arpy3uTb CTpaHuLLy,

MOBTOPHUTHL feiCTBHE.

Crpannya «Hactposika rpynnbi».
1) OwnOka npu co3aaHum rpynnbl.

BbiBogumoe cooOlwerme «Ownbka npu Co3aaHuu rpynibl» NpeAcTaBAeHo Ha pucyHke 138.

Owwunbka Npy co3zgaHnm
rpynnsl

Pucynok 138 — Ownbka npu co3paHnm rpynnbl

Bo3moXHas npuumMHa: HEKOPPEKTHDIN OTBET CEpBepa.

Bo3MoXHble feiCTBUA N0 YCTPaHEHUHO: YORAUTLCA B HANMYMK CBA3N C CEPBEPOM, NEPe3arpy3nthb CTpaHuLy,
MOBTOPHUTH fieiCTBHeE.

2) OwmbKa npu COXpaHeHUH AaHHbIX FPyNMbl.

BbiBoguMoe cooOLerme «QmnbKa npu COXpaHeHNM JaHHbIX Tpynnbly NPeACTaBaeH0 Ha pucyHke 139.
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Owwnbka npr coxpaHeHUK
AAHHBLX TPYMNE

PucyHok 139 — Owmn6ka npn coxpaHeHNn AaHHbIX FPYNMb

Bo3moxHas npuumHa: HeKOPPEKTHIN OTBET CepBepa.

Bo3moXxHble AECTBUS MO YCTPaHEHNI: yORAUTLCS B HANMYMM CBS3M C CEPBEPOM, NEPE3Arpy3nTb CTPaHMLLY,
NOBTOPUTH JENCTBHE.

3) OwnOKa npu yAaNeHUN rpynnbl.

BbiBoanmoe coobuiexne «Ownbka npu yaaneHnn rpynnbl» npeacTaBaeHo Ha pucyke 140.

{ Y Owwbka npw yaganeHnu
oo/ Tpynnel

PucyHok 140 - Owmbka npu yaaneHuu rpynnbl

Bo3MoXHas NpuumMHA: HEKOPPEKTHLI OTBET CepBepa.

Bo3moxHble 4eilCTBUA N0 YCTPAHEHUIO: YORAUTLCA B HANMYMI CBA3N C CEPBEPOM, NEPe3arpy3unTb CTPaHULY,
MOBTOPUTL AiEACTBHeE.

4) Owu6ka Npu UCKKOYEHNM areHTOB U3 TPyNMbl.

BbiBoaMMoe coobuienme «OwnbKa Npu UCKNOUEHUN areHTOB U3 rPyNNbl» NPEACTABAEHO Ha pUCYHKe 141.

[ 4, Owwnbka npu cKAOYeHUK
‘e’  ATEHTOB W2 rpynnbl

Pucynok 141 - Owmbka npu MCKNOUEHUM areHTOB U3 Fpynnbl

Bo3moxXHas npuymHa: HeKOPPEKTHII OTBET cepBepa.
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Bo3MOXHbIE AeiCTBUS N0 YCTPAHEHUIO. yﬁEﬂ,MTbCﬂ B Ha/IM4nK CBA3K C CEPBEPOM, NEPe3arpy3utb CTpaHuLly,

MOBTOPHUTHL fieNCTBHeE.

Crpannya «CrnucoK areHToB».
1) Tpynna ¢ TakKUM UMEHEM YXe eCTb.

BbiBoAnMOe coobuiexue «pynna C TakKuM MMEHEM YXe eCTb» NPeACTaBAEeHO Ha pucyHke 142.

I'pynne C TAKWUM UMeHeM Yie
ECTE |

Pucynok 142 - ['pynna ¢ Takum UMeHEM yXe ecTb
Bo3moxHas npuumHa: rpynna C TakuM UMEHEM YXe eCTb, HeKOPPEKTHbI OTBET CepBepa.
Bo3MOXHble [edCTBUS MO YCTPAHEHUK: UCNONb30BATh YHUKANbHOE UM TPynnbl, yOeauTbCs B HaMMumu
(BSI3U C CEPBEPOM, NEepe3arpy3ntb CTPaHuLy, NOBTOPUTL AeACTBHE.
2) Own6ka npn Lo6aBAEHUN TPyNMbI.

BbiBogumoe cooOwerme «OwnbOka npu fo6aBACHIM TpyNMbl» NPEACTABACHO Ha pucyHKe 143.

Owwnbka npu pobaeneHum
rpynne

Pucynok 143 — Own6ka npu go6asneHnm rpynnbl

Bo3MoXHas NpuumMHa: HEKOPPEKTHBIiA 0TBET CepBepa.
Bo3MOXHble 1eiCTBUS N0 YCTPAHEHNIO: YO AMTLCS B HANMYMM CBSA3M C CEPBEPOM, NEpe3arpy3uTb CTpaHuLly,

NOBTOPUTb JeCTBHE.

Crpannya «Xpanuanwe».
1) OwnOka npu yaanenun aina.

BbiBogumoe cooOeHme «Ownbka npu yaanenun danna» npeAcTaBAeHO Ha pucyHke 144,

w9
La
vo
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Ownbka npu yaaneHnM danna

PucyHok 144 - Owu6ka npu yaaneHun daina

Bo3moxHas npuumHa: HeKOPPEKTHbII OTBET cepBepa.
Bo3MOXHble JeiCTBUS N0 yCTPAHEHNI0: YOeAUTLCS B HANMUMN CBSI3M C CEPBEPOM, NEPe3arpy3uTb CTpaHuLy,

NOBTOPUTHL fieNCTBHUE.

Crpannya «HHYyngeHTa».
1) OwwuGKa npu 3aKPbITUN MHLNAEHTA.

BbiBoguMoe cooOLLeHme «Qwmnbka Npu 3aKPbITUM MHLMAEHTA» NPEACTaBAEHO Ha pUCyHKe 145.

. Mpow3sowna ownbka npu
N/  2aKPLITHM MHLWAEHTA

Pucynok 145 — Owmbka npy 3aKpbITMN MHLMAEHTA

Bo3MoXHas NpuumMHa: HEKOPPEKTHBIA 0TBET CepBepa.
Bo3MOoXHble 1eiCTBUS N0 YCTPAHEHNIO: YOEAUTLCS B HANMUMN CBSI3M C CEPBEPOM, NEpe3arpy3uTb CTpaHuLy,

MOBTOPUTHL feCTBHE.

Crpannybi pazgenos «AHanutnkar u «lpoghnan 6e30nacHOCTH».
1) OwnOka HeBepHbli hopmar caiina.

BbiBoMMOE Co00LLeHMe «HeBepHbIA (hopMaT aHHbIX» NPeACTaBaeH0 Ha pUcyHke 146.

Owwnbka: HeeepHbIA dopmar
danna

o
F

PucyHok 146 — He BepHbiit hopmar chaina
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Bo3moxHas npuumnHa: HeBepHbIM hopmaT UMNOPTUPYEMOro (haitna, HEKOPPEKTHBIN OTBET CepBepa.
Bo3moXxHble feiCTBUS MO YCTpaHEeHUHO: yOeauTbCA, 4T0 (haill MeeT KOPPEKTHbIA (hopMart, yOeanTbCs B

HaNMuNKM CBA3M C CEPBEPOM, nepe3arpy3nTb CTPaHuMLy, NOBTOPUTL AeiCTBHe.

Crpannybi «Hrgnkaropsi arak» n « YARA-npasuna».
1) OwnOka B npaBuse.

BbiBoanmoe coobuieqne «Ownbka B npaune YARA» npeAcTaBneHo Ha pucyHke 147.

Owwbka B npaeune YARA: line
16: syntax error unexpected
identifier expecting condition

PucyHok 147 - Owmnbka B npasune YARA

Bo3moxHast npuumnHa: HepepHoe Hanucanue YARA-npaBuna, HEKOpPEKTHBINA OTBET CEpBepa.
Bo3moXHble AeiCTBUS N0 YCTpaHeHuto: yOeAnTbCA B NpaBuabHOCTH Hanucanns YARA-npasuna, yoeautbcs

HaNM4MK CBSI3M C CEPBEPOM, NEpe3arpy3unTb CTPaHuLy, NOBTOPUTH eACTBHE.

Crpannya «/InyeH3ns»
1) KogupoBka thaina nuuen3sun He UTF-8.

BbiBogumoe cooOLLeHme «Owmnbka KOLUPOBKM (haitna INLEH3UM» NPEACTAaBAEHO Ha PUCYHKe 148.

Koaupoeka qnaiiﬂa avueHznm He UTF-8,

PucyHok 148 — KogupoBka thaina nnueH3unu

Bo3moxHas npuumnHa: HeBepHbI POPMAT (haita TULLEH3UN, HEKOPPEKTHBIW OTBET CepBepa.
Bo3moXHble IeCTBIS N0 YCTpaHEHNIO: YO ANTLCS B COOTBETCTBUM (hopmaTa (haina uLeH3nn, yoeauTbes B

HaM4MK CBSA3M C CEPBEPOM, NEPe3arpy3unTb CTPaHuLy, NOBTOPUTH JEACTBHE.
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2) Own6ka B (haitne NULEH3MN.

BbiBoanMoe coobueqne «Ownbka B aine NuLeH3nu» NpeacTaBneHo Ha pucyHke 149.

Pann NMUEH3INK HEBO3MOXHO
pacwwndposate. BoamomHo ownbra B
danne.

Pucynok 149 - Ownbka B haine nuLEH3UK

Bo3moxHas npuumHa: daitn Gbin 0TPESAKTUPOBAH UK NOBPEXAEH, HEKOPPEKTHbIA OTBET CepBepa.
Bo3moXHble feCTBIA N0 YCTPAHEHUIO: YOEANTLCA B LENOCTHOCTH (aina, YORANTLCA B HASIMUMK CBS3N C

CepBepoM, Nepe3arpyauTb CTpaHuLy, NOBTOPUTH AEHCTBHE.

Crpannya «[ucrpnéytnebi»
1) Hegonyctumblit (hopmar uam paclunpenme.
BbiBoanmoe cooOLexne owmbku «Hegonyctumblii hopmar uaM pacLumpeHne» npeacraBieHo Ha PUCYHKe

150.

Heaonyctimeld dopmar uam paclumpeHme
dasina: Screenshot_7.jpg

Pucynok 150 - Heponyctumblit (hopmar unm pacmpenune

Bo3moxHas npuumnHa: HeBepHbI hopmar (haitna, HEKOPPEKTHBINA OTBET CepBepa.

Bo3moxHble feCcTBUS N0 yCTpaHeHuto: yoeauTbes B KOPPEKTHOCTY hopmara (haina anLeH3nm, yoeautbea
B HANMYMMN CBSI3U C CEPBEPOM, NEpe3arpy3unTb CTPaHuLY, NOBTOPUTb AEHCTBHE.

2) OwmObKa 3arpy3ku ucTpubyTUBa.

BbiBoZMMOE Co00LLeHme OWmOKM «AMCTPUOYTUB YXe CYLLeCTBYeT» NPeACTaBaEeH0 Ha pucyHke 151.
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AdwvcTprbyTne yxe cywecrsyer.
KoutponeHaa cymma MD5
294de9d2d974578cdb24073¢8937f82a.

Pucynok 151 - [inctpubyTns yxe cywecrayer

BoamoxHas npuumHa: AuCTpUBYTUB yXe 3arpyXeH, HEKOPPEKTHBIN OTBET CepBepa.

Bo3moXHble feiCTBUS N0 YCTPAHEHNHO: yORAUTbCS B TOM, 4TO AaHHbII AUCTPUOYTUB He 3arpyxeH, yoeauTbca
B Ha/IM4MK CBSI3M C CEPBEPOM, Nepe3arpy3nTb CTpaHuLY, NOBTOPUTb AEHCTBUE.

3) MpoBepka BA3M € CEpBEPOM.

[punoxexune npoBepsier (BS3b C CEPBEPOM aBTOMATUUYECKM NPK 3arpy3Ke.

Pe3ynbTar npoBepkm 0T00paxaetcs (un He 0T06paxaeTcs) B 3aroa0BKe CTPAHMLbI N0 LLEHTPY.

Ecam coepnHenne ectb, T0 coobwieHne He otoOpaxaerc. Ecnm coefmHeHnus Het, 10 oToGpaxaetcs

onoseLeHue 06 31om (puc. 152).

Cepeep HEAOCTYNEH

o

PucyHok 152 — Omnbka coeAMHeHMs C cepBepoMm
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10.1 061me cBeneHns

OnpepeneHbl Tpu Tuna o6HoBNEHMUIA lTporpamMMbl:

1) MepBblit TMN — 00HOBNEHMe 6a3 AaHHbIX, HEOOXOAMMbIX ANS peanu3auun (yHKUMA Ge3onacHOCTH
(06HoBneHue bJl MMKB);

2) Bropoit Tn — 06HOBNEHME, HANPABAEHHOE Ha YCTPAHEHHe YS3BUMOCTEN (KpUTUYECKOe 0GHOBNEHME);

3) Tpetnit Tun — 00HOBNEHME, HANPABAEHHOE HA [0GABNEHNE W/MAM COBEPLIEHCTBOBAHME Peann3aLin
(yHKumMA 6e30MacHOCTH, @ TakXe pacluMpeHne Yucia noAAEPKMBAEMbIX NPOrPAMMHbIX U annapaTHbIX NAaT(hopm
(06HOBNEHME Bepcuu TTporpammbi).

J1anbl XU3HEHHOrO LMKNA 06HOBAEHMI [porpamMMbl OT BbINYCKa 40 NPUMEHEHNUS NpeACTaBeHbl B Tabauue
10.

MoTpebutent MOXeT NOAYYUTL 0GHOB/IEHNE TPETLEr0 TUNA ClIEAYHOLLMMM CNOCOGaMM:

1) MpnoGpectn HOBbIA KOMNNEKT nocTaBku lporpammbl (<Meana-nak»), Cofepxaliuin 0GHOBNEHME W
IKCNNYATALMOHHYID  [OKYMEHTALMKO B MEYaTHOM BMAE, COrNACHO KOMMAEKTYy NOCTaBKW, O00paTMBLUMCL K
anctpubbrotopam AO «PT-UHdopmaLmoHHas 6e30nacHoCTbY.

2) 3arpy3nTb OGHOBNEHME WM KOMMAEKT M3MEHEHHOA IJKCMNYaTaUMOHHON [LOKYMEHTaLMM (BKKOYas
IKCNNYATALMOHHDBIA GHONINETEHD) B 3IEKTPOHHOM BUZE C CEpBEPA NPeANPUATUS-U3rOTOBUTENS.

Mpu nony4eHnn 06GHOBNEHNS TPETLEr0 TMA U KOMMIEKTA M3MEHEHHON 3KCNYaTaLLMOHHON JOKYMEHTaLMM B
3/IEKTPOHHOM BUze NOTPEOUTENb LOMKEH OCYLLECTBUTL ClefytoLue AelCTBUA: NOCse 3arpy3Kku (ainos 0GHOBEHNS
W KOMNAEKTa U3MEHEHHOW KCMAYaTALMOHHON [OKYMEHTaLUMW NPOM3BECTM NPOBEPKY LENOCTHOCTU 3arpyXeHHbIX
(hainoB nyTemM CBEPKU KOHTPOJIbHBIX CYMM C YKa3aHHbIMU B JOKYMEHTALLMM, XPAHSALLENCS Ha CepBepe NpeanpusTus-

U3roTosutens.
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Tab6nnua 10 — XusHeHHbl# LuKn 06HoBAEHMIA [TporpaMMbl

BbIMyCKa

BbIMyCKa

11un 2n 3un
Bbinyck Perynsipro 8 coorsercraun ¢ | 110 HeoBxoaumoCTH (npw Mo yCMOTPeHHUI0 U3rotoBuUTENs
YCTaHOBIEHHOI BbIAB/IEHMM Y3BUMOCTEN)
M3roToBuUTENEM
npoLeaypoi, Bna0TH 40
OKOHYaHA CPOKa
nofAepXku lporpammbl
My6ankauus HenocpeacreenHo nocne Henocpepcrsento nocne Mo npoxoxaeHuu

WHCNEKLUOHHOT0 KOHTPOIA

WNHCneKyMoHHbINA

1 pa3 B rofl (NOAHbIf NaKet

locne BbINYCKa B CPOK,

locne BbINyCKa B CPOK,

nony4eHna yBeoMIEHNA

KOHTPONb 06HOBAEHMI) npefyCMOTPeHHbIi MpeayCMOTPeHHbIH
U3roToBUTE/IEM U3roTOBUTENEM

yBeﬂOMﬂeH“e Peanm3OBaH0 B nporpaMMe ﬂO 3ﬂeKTp0HHOl7| foyre ﬂO 3ﬂeKTp0HHOI7I noyre
3aperucTpUpoOBaHHbIM 3aperucTpUpOBaHHbIM
nonb30BaTeNsamM™, Ha caitte nonb30BaTeNsiM*, Ha caire
N3rotoBUTENS™ — B CPOK He M3roTOBUTENS™ — B CPOK HE
no3aHee 5 cyTok nocne no3gHee 5 cytok nocne
nyoanKaLmum noNYyYeHus ceptndpukara

Monyuenne u B COOTBETCTBIM C Motpedutens fonxeH 3arpysutb | llo ycmotpenuto notpeGutens

npUMeHeHue IKCMNYaTaLMOKHOI W IPUMERNTH 0GHOBNeHMe

ﬂOKyMeHTaUMeﬁ He3aMeInTeNbHO nocne

* YBepoMneHus o BblIMyCKe 06HoBNEHMI 2 M 3 TMNOB PACCLINAKTCA N0 afpecaMm EKTPOHHON MouThI,

yKa3aHHbIM Npu 3aka3e porpaMMbl, a Takxe NOANNCYNKAM PACChbIKK (MOANNCATHCS Ha PACChIKY MOXHO N0 CCbINKE):

— info@rt-ib.ru — TexHuyeckas noaAepxXKa;

- www.rt-protect.ru — agpec caita.

MpeaycMOTPEH CheaytoLLMit CNOCo0 NpefoCTaBAEHUS 0GHOBNEHUi NOTPEOUTENIM:

1) Pa3meLLenmne HOBOW Bepcuu lTporpaMmbl Ha cepBepe NpeAnpuUsTUS-3roToBUTENS;

2) Astomatnyeckoe ooHosnerue bJL KB ¢ cepsepa npeanpuaTUs-u3rotosutens;

3) 06HoBnenue b/l KB ¢ ucnonb30BaHMeM N0KaNbHOTO cepaepa 0GHOBNEHM.

lpegycMoTpeHbl ciesyrolne cnocobl yBeLOMACHNUS NOTpeOuTesel 0 Bbinycke 0GHOBNCHWI:

1) My6nukauns 0 Hanuuuu 06HOBAEHMA [Iporpammbl, YCTPAHSIOWMX HANMAEHHbIE YS3BUMOCTM Ha

0(huLMaNbHOM CaitTe npeanpusTs-paspabotunka www.rt-protect.ru;

2) YBeiomneHue notpedutens o BbIX0Ae 00HOBAEHMA 3NEKTPOHHbIM MTUCbMOM.
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3) Monyyenune notpebutenem MH(opMaLymm 0 BbIX0LE 0OHOBNEHMI Yepe3 CYXOY TEXHUYECKON NOAAEPKKM
npeanpusTMs-pa3paboTuMka K No 3NEKTPOHHOM nouTe (info@rt-ib.ru).

[ins yCTaHOBOYHbIX (hainoB HOBOWM Bepcuy MporpaMMbl, a Takxe 415 NaketoB 0GHOBNEHWN, B pa3fenax
o(huuManbHbIX cailToB W peno3sutopues nybankyiorcs KC, paccumtanHble C UCMosb30BaHUEM MOAAEPKMBAEMbIX
onepawmnoHHbIMK cuctemamn Windows cpeficTB NpoBEPKIM KOHTPOAS LLENOCTHOCTH.

lepes ycTaHoBKOW HOBOW Bepcuu [lporpammbl WM naketoB 0OHOBMEHMA HEOOX0ZMMO OCYLLECTBHUTH

Bbluncnenue KC 3arpyxeHHbix qaiiioB 1 NPOBEPUTL MX COOTBETCTBUE ITANIOHHBIM.

10.2 06HoBneHHe areHTa

06HoBneHne AMCTPUGYTMBA areHTa BbINOMHAETCS AAMUHUCTPATOPOM ABTOMATUYECKU Wan BpyyHyto. [lo
YMOJTY@HMI0 BEPUULMPOBAHHbIE areHTbl 0GHOBNSIOTCA aBTOMATUYECKM, 4151 3T0r0 B pa3zene Hacrpoika areHta
ycTaHosneH qnar ABToMaTueckoe o6HOBNEHMeE.

Ha ctopoHe paGoyeil CTaHuMM OGHOBNEHME areHTa BbINOAHsETCA "0e3wWwoBHO" (0e3 HeoOXoanMoCTH
nepesarpy3kiu U B (OHOBOM ANA paboyeit CTaHLum pexume). Takxe 06HOBASIOTCA peLlatoLLue npaBuaa.

B cnyyae pyyHoro oGHOBAEHMS AMCTPUOYTMBA areHTa Clepyet CHATH (aar u 3arpy3ntb HeoOX04UMbII
AMCTPUOYTMB Ha CTpaHuue paspena AmctpuOyTmBbl (CM. nyHKT 6.10.2), nocne yero nepeHectn AMCTpUGYTUB Ha

3aLUMLLAEMbIA Y3 1 YCTAHOBUTL areHTa, Cneya MHCTPYKLUN YCTAHOBLLUKA.

10.3 OnoBeteHne nokynarens 06 0GHOB/IEHHH

Pa3pabotuuk Beper yuer nokynarenei liporpamMmbl. Boinosinsietcs peructpauuna cheytolei nngopmadmum:

1) HaumeHoBaHue opraHu3aumy;

2) Anpec opraHusaumy;

3) Homep 3Haka COOTBETCTBMUS,

4) KoHtaktHas WHopMaLus (COAEPXHT 3NEKTPOHHbIA MOYTOBbIA aApec anua, 06ecneynBatoLiero
aAMUHUCTPUPOBaHKe [porpammbi).

YBegomnenne nonb3oBatene 0 BbiNycke 00HOBAEHMA [porpamMMbl BbIMOHAETCS C UCNONb30BAHUEM
PACCHIIKI INEKTPOHHbIX MOYTOBBIX COOOLLEHMH C agpeca INeKTPOHHOI noyThl info@rt-ib.ru. PaspaboTuuk Hanpasaser

NOKYMEHT «release notes» B aapec opraHM3aLMii, ONAQTUBLUIMX TEXHUYECKYH) MOALEPXKY. JLOKYMEHT COLepXuT

La
vo
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onucaHne 00HOBAEHMS, npouenyp nonyvyeHna U KOHTPONA LENOCTHOCTH 06HOBNEHMA, npouenyp TeCTUpPOBaHKA,

yCTaHOBKM, NPUMEHEHNS 1 BEpUTIMKaLMK.

10.4 JlocraBka n KOHTPO/b LENOCTHOCTH OGHOB/IEHHS IPOIPAMMHOI0 00eCIeYeHHs Ha CTOPOHE NOKyNaTeNs
06HOBNEHNA NPOrPaMMHOT0 00eCNeYeHms, YCNewWwHo NPoLeAWne KOHTPOAb BAUSHUS Ha 6e30macHOCTb
Mporpammbl, Ny6AKKYIOTCS B 3aKPbITO YacTh cepeepa npeanpusiTus-npoussogutens. foctyn nonb3osatenei K
3aKPbITOR YaCTh CepBepa 0CYLLECTBASETCA C UCMONb30BAHUEM YYETHOR 3aMUCH M NAPOAIS, YKa3aHHOTO B INEKTPOHHOM
NOYTOBOM COOOLIEHMN, YBEAOMASIOWEM O Hanuyuu o6HoBAeHMs. [pu ny6aukauuu 0GHOBNEHMS NPOTPAMMHOIO
obecneyeHust nyOsMKyeTcs ero KOHTPo/bHas cymma. [locne nonyyenns 0OHOBSIEHMS MOJb30BaTe/lb UMeEeT

BO3MOXHOCTb MPOBEPUTH €ro LENOCTHOCTb C UCMOJIb30BaHWEM MEXAHU3MA KOHTPOJIbHOr0 CYMMUPOBAHMS.
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11.1 061yme cBegeHns

bO/IbLIKMHCTBO OWKMGOK MOXHO Pa3fenTh Ha CIEAYHOLLME TUMb:

1) OwmnOKn KOHGUTypaLum:

— HEKOPPEKTHbIE HACTPOWKKM NapaMeTpoB 6e30MacHoCTH;

— HEKOPPEKTHas YCTaHOBKA KOMMOHEHTOB lporpammel;

— HEKOPPEKTHbIE AECTBME CO CTOPOHBI NOMIb30BATENA/aAMUHICTPATOPA;

— KPUTHYECKME OLUIMOKN.

2) Owmbkm 060pyaoBaHNS:

— BbIXOZ M3 CTPOS annaparTHbIX CPeACTB, Ha KOTOPbIX yCTaHoBeHa [lporpamma;

— BbIXOA M3 CTPOS CepBepa (MM KOMMOHEHTOB Ha CepBepe) C KOTOPbIMU B3aUMOAENCTBYHOT KOMMOHEHTbI
lporpammbl, yCTaHOB/EHHBIE HA 000PYA0BAHUN N0/Ib30BATENS;

— nepe6ov NUTaHns CO CTOPOHbI KNMEHTCKOR M CEPBEPHOI YaCTH.

[inq yctpanenns owmOku Tpebyetcs nepekoHgurypuposars lporpammy 1160 BOCCTAHOBUTL €€ U3 paHee
CAENIaHHOI Pe3epBHOI KomuK, 160 BOCCTaHOBUTS [Tporpammy C yCTaHOBOYHOIO HOCUTENS COTNIACHO PEKOMEHAALNAM

HaCToALLEro PykoBOACTBA.

11.2 Hucipyxuyns no yganeHnro arexta B ciyyae 6nokuposky 0C

B HekoTOpbIX Cyyasix Ha areHTe MOryT BO3HUKHYTL CUTyaLMu, KOrAa pabota onepaLMoHHON CUCTEMBI He
MOXeT ObITb NPOAO/MKEHA B WITATHOM pexume. B 1akoM cnyyae mMoxer notpeGoBathcsl yaaneHue areHta. Yrolbl
yLaJuTb areHta ¢ KOMNboTepa B Cy4ae HEeBO3MOXHOCTY LUTATHOTO YAaNeHus Heo0X04MMO BbINOHUTL ClefyHoLLme
warm:

1) Mepe3arpy3nTb KOMMbKOTEP U BbINOAHKTL BXOZ B Ge3onacHom pexume (ans Windows 10 yaepxmsatb
knasuwy Shift npu nepe3arpyske, ans Windows 7 yaepxusatb knasuwy F8 npu 3arpyske 0C);

2) Ypanutb kmoy peectpa HKEY_LOCAL_MACHINE/SYSTEM/CurrentControlSet/Services/Nrpnt ¢ nomouibto
yTunuThl regedit.exe;

3) Mepesarpy3uTb CUCTEMY M yAANUTb areHTa C NOMOLLbIO MPUAOXEHNS «YCTaHOBKA U YAaNEHNE NPOTPaMMy.
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11.3 YcrarHoBka n npuMeHeHHe 0GHOB/IeHHS MPOTPAMMHOr0 00ecreyeHns
06HOBNEHME MPOrpaMMHOr0  00eCneyeHns MPOMCXOAMT  AHANOTMYHO  YCTAHOBKE  NMPOrpaMMHOI0
00ecneyenns. B KNMEHTCKOI YacTH N0 YMONYaHUIO 0OHOB/IEHUE NPOMCXOAMT aBTOMaTM4eCKM. lofpoGHee npouesypb!

YCTAHOBKM 1 NPUMEHEHUS NPOrPaMMHOro 06ecneyeHus onucakbl B pasaene b.

11.4 Kontposs ycTaHoBKH 0GHOBIEHHS
Kputepuem npaBubHOCTM YCTAHOBKM OGHOBAEHMS NPOrPaMMHOT0 00eCneyeHuns ABAALTCA JOCTYMHOCTb

unTepdeitca lMporpammbl u 0ToGpaxeHne nHgopmaLmun o HoBoA Bepcuu Mporpammbl (CM. nogpasgen 6.1).
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OCHOBHbIE COKPALLLEHUs], YKa3aHHbIe B JOKYMEHTe, npefcTaBneHbl B Tabauue 11.

Tabnuua 11 - Mepeyenb cokpalyeHni

APM ABTomaTu3upoBaHHoe paboyee MeCTo

3 JafaHue no GesonacHocn

ne UHdopmaumoHHas cuctema

nt UHthopmaLmoHHas TexHonorus

JIKM JleBast KHOMKA MblLLY

00 0GbeKT OLeHKM

0c OnepauvoHHas cucTema

oyl OLeHOYHbII YPOBEHb AOBEPHS

N3 Mpodunb 3auuTbl

MKM [paBas KHOMKA MblLLK

no lporpamMmHoe o6ecneyeHme

CAB3 Cuctema aHTUBMPYCHOI 3aLLHTbI

COB Cucrema oGHapyXeHns BTOPXEHMil

YK Ynpasnenue koHurypauuei

OCTIK ®egepanbhas Cnyx6a no TEXHUYECKOMY U IKCMOPTHOMY KOHTPOJIKO

un LleHTpanbHbIit npoLeccop

APT Advanced Persistent Threat (nocrosHHas cepbe3stas yrpo3a)

CORS Cross-Origin Resource Sharing (coBMeCTHOE MCN0b30BaHME PECYPCOB MEXAY Pa3HbIMU
NCTOYHMKAMM)

EPS Events Per Second

D |dentifier (naexTudpukarop)

IT Information Technology (HthopMaLMOHHbIE TEXHONOTUM)

NSRL National Software Reference Library (HaunonanbHas cnpaBoyHas Oubanoteka nporpaMmMHoro
o0ecneyenus)

NTFS New Technology File System (texxonoruyecku HoBas (haiinoBas cucrema)

PID Process Identifier (naenTuchukarop npowecca)

PPID Parent Process |dentifier (npeHTudpmkatop poantenbckoro npouecca)

RPC Remote Procedure Call (yaanénHbii BbI30B npoueayp)

SID Security Identifier (nugenTncpukatop 6e3onacHocTy)

T6S Ticket Granting Server (cnyx6a Bbigauu 6unetos)
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13. 3awnmroueHne

LlnTupoBaHMe [OKyMEHTa ONYCKAETCS TONbKO CO CCINKOA Ha HACTOALLEe PyKOBOACTBO. PyKOBOACTBO He
MOXET ObITb MONHOCTbKO WK YACTUYHO BOCNPON3BEAEHO, TUPAXMPOBAHO MAKM pacnpocTpaHeHo Ge3 pa3pewenns AQ

«PT-MHdpopmaLmoHHas 6e30MacHOCTbY.

www.rt-protect.ru Ten.: +7 (499) 390-79-05 (MHOrokaHanbHblii)
info@rt-ib.ru 117519, Bapwasckoe wocce, aom 118, kopn.1, 6u3xec-LeHTp «Bapwaska», Mocksa
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